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ABSTRACT

Cryptographic algorithms require extensive computational resources and rely on complex mathematical principles for
security. However, IoT devices have limited resources, leading to insufficient computing power. As a result, lightweight
cryptography has emerged, which uses fewer computational resources. NIST organized a competition to standardize
lightweight cryptography and TinyJAMBU, one of the algorithms in the competition, is a permutation-based algorithm that
repeats many permutation operations. In this paper, we implement TinyJAMBU on an 8-bit AVR processor with a proposed
technique that includes a reverse shift method and precomputing some operations in a fixed key and nonce environment.
Our techniques showed a maximum performance improvement of 7.03 times in permutation operations and 5.87 times in the
TinyJAMBU algorithm, improving up to 9.19 times in a fixed key and nonce environment.
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Table 1. Finalist  of NIST  lightweight
cryptography standardization competition.

Name Type Hash Core function
Grain-128 L
AEAD Stream - Grain-128a
GIFT-
COFB Block - GIFT-128
Romul ijoelak o | SKINNY-128-256
omuius ) able SKINNY-128-384
block
ASCON O ASCON-320
Keccak-400
ISAP B ASCON-320
PHOTON-

Beetle O PHOTON-256

Spongent-160
Elephant Permu - Spongent-176
tation Keccak-200

Sparkle-256

SPARKLE O Sparkle-384
Sparkle-512

Tiny B 3
JAMBU JAMBU-128

Xoodyak - Xoo0doo-384
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Fig. 1. Structure of Nonlinear Feedback Shift
Register.

Table 2. Pseudo code of the keyed permutation.

Input: State s(4)(128-bit), Key k&, Round n
Output: State s(4)(128-bit)

1:  StateUpdate(s, k, n)

2 fori =0ton

3 (s(1I)15) [ (s(2)1T7)
4 t2 = (s(2)))6)[(s(3)¢(26)
5 t3 = (s(2)))21) [ (s(3){{11)
6 t4 = (s(2)))27)](s(3){{5)
7 feedback = s(0)7°t17(~ (t2&t3))"t4"k
8 sl0) = s(1)

9: s(1) = s(2)

100 s(2) = s(3)

11:  s(3) = feedback

121 end for

Table 3. Number of keyed permutation list.

Key length 128 192 256

Initialization: 1024 1152 1280

key setup

Initialization: 640 640 640

nonce setup

Processing AD 640 640 640

fincryption 1024 1152 1280

Decryption

Finalization 1024, 1152, 1280,
640 640 640

= 7 77 01-511] ol "l %}9] finalization
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Table 4. Instruction set list.

Instruction Description
AND Logical AND.
CLR Clear register.
COM One's complement.
EOR Rotate right.
LDD Load indirect.
LSL Logical shift left.
MOVW Copy register word.
OR Logical OR.
POP Pop register from stack.
PUSH Push register on stack.
ROL Rotate left.
STD Store indirect.

WEol 5 ALgs9TH12).
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Fig. 2. Registers allocation plan.

D Key values.

Fig. 3. Computation steps of original s(2]
values.
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Fig. 6. Reverse shift technique for s(3]) values.
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Table 6. Results of keyed permutation
evaluation. (N: Normal, O: Optimized, R:
Reverse shift, Diff: Clock cycles difference with
the proposed technique, Unit: clock cycles)

Alg. Type Clock cycles Diff.

N 21752 6.05

640-128 0] 20135 5.60
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640-192 o) 20968 5.83
R 3597 -

N 21752 6.05

640-256 0] 20278 5.64
R 3596 -

N 34736 6.09
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Table 7. Results of TinyJAMBU evaluation. (N: V. &
Normal, O: Optimized, R: Reverse shift, I:
Initialization skip, Unit: clock cycles)
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