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ABSTRACT

Differential cryptanalysis is one of the analysis techniques for block ciphers, and uses the property that the output
difference with respect to the input difference exists with a high probability. If random data and differential data can be
distinguished, data complexity for differential cryptanalysis can be reduced. For this, many studies on deep learning-based
neural distinguisher have been conducted. In this paper, a deep learning-based neural distinguisher for PIPO 64/128 is
proposed. As a result of experiments with various input differences, the 3-round neural distinguisher for the differential
characteristics for 0, 1, 3, and 5-rounds achieved accuracies of 0.71, 0.64, 0.62, and 0.64, respectively. This work allows
distinguishing attacks for up to 8 rounds when used with the classical distinguisher. Therefore, scalability was achieved by
finding a distinguisher that could handle the differential of each round. To improve performance, we plan to apply various
neural network structures to construct an optimal neural network, and implement a neural distinguisher that can use related
key differential or process multiple input differences simultaneously.
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Table 1. Hyperparameters of proposed neural
distinguisher for PIPO 64/128

Epoch 20
Architecture 4 hidden lay.ers with
128 units
Th f
e number o 83969
parameters
Batch size 32
Activation ReLu
Optimizer Adam (1r=0.001)
(Learning rate)
Loss function BCELoss
Dropout 0.5
The Training 7000/1750000/7000000
number
of data | Validation 2000/500000/2000000
(1/2/3
round) Test 1000/250000/1000000
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Input: Dataset (DS), The number of hidden layer
(h), The number of epoch (EPOCH)
Output: Trained model ()
for epoch=1 to £POCH do

x<— Inputlayer (DS)

for i=1 to h do

x<—Hiddenlayer(z)

out—Qutputlayer(z)

Compute loss and accuracy (acc)

Update parameters of neural network model

end for
If acc < 0.5 then
Abort M
else if acc> 0.5 then
return A/
Fig. 3. Training process
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X : Hidden
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7y Output
layer

Cipher or Random
Fig. 4. Architecture of proposed method
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Table 2. Input differential characteristics in (13)

Round Input differential
0 0x0100010100010100
0x0000000000008000
0x0000000000080080
0x2011112000800080
0x404100408101c080
0x0000101000100000
0x0000000080000000
0x0001000004084000
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Table 3. Result of proposed neural distinguisher for PIPO 64/128 (7, Val,75 : Accuracy for training,

validation and test data set)

Serial Input difference Round T Acctlzlacy T

1 1.00 1.00 1.00

1 0x8800088008088000 2 0.98 0.99 0.99

3 0.50 0.50 0.50

1 0.99 1.00 1.00

2 0x0100010100010100 2 0.99 0.99 0.99

3 0.71 0.71 0.71

1 0.99 1.00 0.99

3 0x0000000000008000 2 0.95 0.97 0.96

3 0.63 0.64 0.64

1 0.99 0.98 0.99

4 0x0000000000080080 2 0.98 0.99 0.99

3 0.50 0.50 0.49

1 0.99 0.99 0.99

® 0x2011112000800080 2 0.79 0.80 0.80

3 0.61 0.62 0.62

1 0.99 0.99 0.99

6 0x404100408101c080 2 0.73 0.74 0.74

3 0.50 0.50 0.50

1 0.99 0.99 0.99

7 0x0000101000100000 2 0.99 0.99 0.99

3 0.63 0.64 0.64

1 0.99 1.00 0.99

8 0x0000000080000000 2 0.99 0.99 0.99

3 0.50 0.50 0.50

1 0.99 0.99 0.99

9 0x0001000004084000 2 0.63 0.64 0.63

3 0.50 0.50 0.50
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