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ABSTRACT

In this paper, we propose an optimal implementation of lightweight block ciphers, SIMECK and SIMON counter operation
mode, on a 32-bit RISC-V processor. Utilizing the characteristics of the CTR operating mode, we propose round function
optimization that precomputes some values, single plaintext optimization and two plaintext parallel optimization. Since there
are no previous research results on SIMECK and SIMON on RISC-V, we compared the performance of implementations
with and without precomputation techniques for single plaintext optimization and two plaintext parallel optimization
implementations. As a result, the implementations to which the precomputation technique was applied showed a performance
improvement of 1% compared to the implementations to which precomputation was not applied.
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2.1 SIMECK
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Table 1. List of SIMECK ciphers and their
parameters.
Cipher n k r W

SIMECK-32/64 | 32 64 32 16
SIMECK-48/96 | 48 96 36 24
SIMECK-64/128 | 64 | 128 | 44 32

éb‘— kl
liva Tig1

Fig. 1. Round function of SIMECK.

SIMECK®] «xg]Z2 AND, Rotation,
eXclusive-OR @dAke2 o]8x glt}, SIMECK
9] gl g Fig. 1.3 2

2.2 SIMON

SIMON=2 20139l NSAelA 73t Feistel
T2 A% E5 3R, sfuo] Tl A3ty
o] 9l SIMON<®| 7478} stz slel ojgh sfefvle]
£ Table 2. ¢} 2t}

Table 2. List of SIMON ciphers and their
parameters.

Block Key Word
Size S | PORISeg )
32 64 32 16
72
48 36 24
96
96 42
64 32
128 44
96 52
96 48
144 54
128 68
128 192 69 64
256 72
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Fig. 2. Round function of SIMON.
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2.3 RISC-V Processors

RISC-V+ 32-bit +x¢ RV32I¢} 64-bit
Z9l RV64I7}F 9ith(14]). RV32I= 32-bit 3270¢]
AR 28 S Agsld, RISC-V Z2AA & 32-bit
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. x0 #HA=HE 34 09 3 2= HA2E 0]
a, o9 x1~x49 HAE= S Sxo AR
= dAAEHE Ao rh. RISC-V Z2AA9
HA2E $%+= Table 3.3 2t} £ =FollA AL
43l= RISC-V W3 el Table 4.9} 2t}

Table 3. Purpose of registers in RISC-V
processors.

Register Purpose Saver
x0 zero register
x1(ra) return address
x2(sp) stack pointer callee
x3(gp) global pointer
x4(tp) thread pointer
a0~aT function arguments
and return value
sO0~sll saved registers callee
t0~t6 temporal registers

2.4 712E(CTR) 28 2E

£% ¢35+ ECB(Electronic Code Block),
CBC(Cipher Block Chaining), CFB(Cipher
FeedBack), OFB(Output FeedBack),
CTR(Counter) 48 ZZ7} EA1ghct,

o] & (OTR &4 Rt oloo wH¥ A4
nonce @ EES w3t wui} 14 )=
FHEEE A 3 dE oR ARgs stssts)
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AxHS 7} gtsdte] FHe EA
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Table 4. Instruction of RISC-V processors.

Instruction Description
MV Move
ADD Add
ADDI Add Immediate
XOR Exclusive or
OR Inclusive or
SRLI Shif.t right. logical

immediate
SLLI Shi.ft left .logical

immediate
LW Load word
SW Store word
LH Load half-word
SH Store half-word
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Fig. 3. Register internal alignment in

SIMECK-32/64.
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Left Rotation 1
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Fig. 4. Process of Left Rotation 1 in
SIMECK-32/64.
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Fig. 5. Register internal alignment in
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Fig. 6. Process of Left Rotation 5 in
SIMECK-64/128.
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Fig. 7. Omitable part due to Nonce value of
SIMECK.
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Fig. 8. Omitable part due to Nonce value of
SIMON.
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Table 5. Evaluation result on RISC-V.
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