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ABSTRACT

Recently, the development of quantum computers means a great threat to existing public key system based on discrete
algebra problems or factorization problems. Accordingly, NIST is currently in the process of contesting and screening
PQC(Post Quantum Cryptography) that can be implemented in both the computing environment and the upcoming quantum
computing environment. Among them, SIKE is the only Isogeny-based cipher and has the advantage of a shorter public key
compared to other PQC with the same safety. However, like conventional cryptographic algorithms, all quantum-resistant
ciphers must be safe for existing cryptanlysis. In this paper, we studied power analysis-based cryptographic analysis
techniques for SIKE, and notably we analyzed SIKE through wavelet transformation and deep learning-based clustering
power analysis. As a result, the analysis success rate was close to 100% even in SIKE with applied masking response
techniques that defend the accuracy of existing clustering power analysis techniques to around 50%, and it was confirmed
that was the strongest attack on SIKE.
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Fig. 1. Secret Key sharing of SIKE
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Algorithm 1. Swap algorithm

Require : 32bit scalar a, b

(0200000000 ifsk;_,Dsk, =0
02 FEFFPFFF if sk ®sk, =1
2: Compute tmp = mask & (a B b)

3: Compute a = tmp D a

4: Compute b = tmp Db

1: Let mask =

Fig. 2. Swap Algorithms in Three-point Ladder
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o AAskAet, oldl  mi1,
ml @ m2 = masks "ok 3o}
Sl 1) AL m1 e ARE oz A
o m2E (1—2 ¢ swap)(ml +swap) & Axk=a
oldl swap = sk, @ sk;°Ith. 5, swape] 0olehH
m17} FUg Frol =™ swape] 10] FW m2+ m19
H|EH W) g ‘ﬂrEW 7S A
2}
(6JellA] ‘H%ﬂ‘ﬂ% 243 SIKEOIM A=
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wxe, FEA A4S 1WA %’S_i &=l

{$10100 | KE0,1,2, on—2,n—1} 5]  AJFEEC}
old, F A LErl H|E3E S Holi glon,

Algorithm 2. Swap algorithm with
Countermeasure

32bit scalar a, b

1: Pick random ml

2: Compute m2 = (1—2 « swap)(m
where swap = sk; D sk;

: Compute tmpl = ml & (a ®b)

: Compute tmpl = ml & (a Db)

: Compute @ = (tmp Da) Gtmp2

: Compute b = (tmp ®b) Dtmp2

Require :

1+ swap)

[ R BN

Fig. 3. Swap Algorithms with Countermeasure
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TPsstes olg] o]Fe AU 9t =3 HIT B training, validation, test =49 S<¢ "ol

of dalygd 7k Ad 24 7ol 71 Zgel H ofd A2 g whiS F4sigirh wA dolH
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Table 1. CNN Construction

Layer composition
Input input_size = 2500
ConvlD_1 8 filters, ks=20, stride=4
ConvlD_2 16 filters, ks=20, stride=4
Conv1D_3 32 filters, ks=20, stride=4
Dense_1 100 neurons
Dense_2 100 neurons
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5.2 Hetst= 7|Hel 28 T

zﬂcﬂ-‘].‘_—. el gk gy mdl THe T 13
. Ao 45 1D convolution T2+& (8)
A}%}ﬂ] 3A% convolution? 24|% FCL +
g3ttt Convolution ¢14+H] kernel =
2002 ARgstalon, 7 #olele] =y A

8, 1670 327§= FAskalet. =3, stride®] 57.7]
£ 25 42 zAsgn. 2doA lHE ez Fof

BN fo my
ru1m :!o A

~
s

A& 3o dole 25000, FHE %E%’%}ﬁ o]zl
RS f8 2ME FAEY el =3 (8)eA=
24 A x5 ¢ dlole &7 -VJr ZFok-
& a3}, dloly F7tel| disiMe (8)ellA &
23 7+ 1} o qloly QEBE rr 9Fow I
5l A|ZE(shift)S £ dlolele] titie Fol=
714 283kt

gheroll AlgEl £=A134=(loss fuction)S FAfel

EZ9](cross entropy)E ARl on A3} 7]
W (optimizer)-> RMSprop ¥ AdamS AH&3}4%
o} =3 343} 3he(activation function)el
3 4+= ReLU(Rectified Linear Unit)
LeakyReLU% AH3lglon],  mule
(Learning rate)< 0.00012 A 3s}ic}

1%
i NE

Eal
H

%{

53 4

oo
rk

Ay 33 38 $)8s] ChipWhisperer-Lite
Level 2 Starter Kit& AHE-glew, oAt 77|=
ChipWhisperer®]  32bit  Cortex-M4 <l
STM32F3¢ s13t UFO HEE ARgsigich =
gt H#d g A= Intel(R) Core(TM)

i9-10980XE CPU @ 3.00GHz, NVIDIA
Geforce RTX 3090% 32gslgion, Ubuntu
20.04.4 LTSeIM Ag-e zl3sisict.



AR H 53 =4 (2023, 4) 159

dlele] A2 & 600708 A= & nd7]ell dist

Aetsdet. ol ®W7l= n biteha &
o, 2 W] Eef thlo] swap °L"’E]%°] Felct,
by AR Ay s F 600 o nofeln, 3}
% s Lol 2500000 wab, Aol Ao
swap = sk;_; sk, 3= labelZ AMHE-3}9]om 274
9] class &, 0 (0,1), 1> (1,0]o2 wW¥slo]
label® sigaaict. & Aol 47elx] Ayt
v A= 3} vRIA R relabelingd £3 AlE
A3 2 73% 7‘”45-7} *%245]“ o 3

3
swap< labeli %}%—?} A= fi}—"}-%
= 3.3%9] ds7IHeR Qs vAE ot 9

o
~
b
2
OH
N
i

22
= E'-E TE

el sbA, 4%elA ARE Hed AL
3.3 dis7Hel A-8-317] H?H 4o s

g st 7184l 2d AL 5
37 3415 CNN AlZ3 2415 FCL AlSS A3t

Table 2. Result of optimal model search
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Method Optimizer Activation Initializer Accuracy

He 95%

ReLU -
Xavier 96%

RMSprop

He 97%

Leaky ReLU -
. Xavier 97%

Without Wavelet transform

He 95%

ReLLU -
Xavier 96%

Adam

He 96%

Leaky ReLU -
Xavier 97%
He 99%

ReLU -
Xavier 99%

RMSprop

He 99%

Leaky ReLLU -
) Xavier 99%

With Wavelet transform

He 99%

ReLLU -
Xavier 99%

Adam

He 99%

Leaky ReLU -
Xavier 99%
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