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Abstract

As one of the techniques for analyzing malicious code, techniques creating a sequence or a graph of function
call relationships in an executable program and then analyzing the result are proposed. Such methods generally
study function calling in the executable program code through static analysis and organize function call
relationships into a sequence or a graph. However, in the case of an obfuscated executable program, it is difficult
to analyze the function call relationship only with static analysis because the structure/content of the executable
program file is different from the standard structure/content. In this paper, we propose a dynamic analysis method
to analyze the function call relationship of an obfuscated execution program. We suggest constructing a function
call relationship as a graph using the proposed technique.
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Fig. 1. PE file structure.
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pFile Data Description pFile Data Description
00000108 0108 Magic 00000108 010B  Magic
0000010A 0E Major Linker Version 0000010A 0E Major Linker Version
00000108 10 Minor Linker Version 00000108 10 Minor Linker Version
0000010C ~ 00000EO0  Size of Code 0000010C 00002000 Size of Code
00000110 00001200  Size of Initialized Data 00000110 00001000 ~ Size of Initialized Data
00000114 00000000 Size of Uninitialized Data| 00000114 00004000 Size of Uninitialized Data
00000118 00001336 Address of Entry Point 00000118 00006010 Address of Entry Point

(a) The EP of two PE files
pFile Data Description Value

00001200  00002A7E Hint/Name RVA 0000 UnhandledExceptionFilter

00001204 00002AFC  Hint/Name RVA 0000 TerminateProcess

00001208  00002AES Hint/Name RVA 0000 GetCurrentProcess

0000120C  00002AD4 Hint/Name RVA 0000 GetModuleHandleW

00001210 00002AB8 Hint/Name RVA 0000 IsProcessorfFeaturePresent

00001214 00002A9A Hint/Name RVA 0000 SetUnhandledExceptionFilter

00001218 000029F4 Hint/Name RVA 0000 QueryPerformanceCounter

0000121C 00002A6A Hint/Name RVA 0000 IsDebuggerPresent

00001220 00002A54 Hint/Name RVA 0000 InitializeSListHead

00001224 00002A3A Hint/Name RVA 0000 GetSystemTimeAsFileTime

00001228 00002424  Hint/Name RVA 0000 GetCurrentThreadid

0000122C 00002A0E Hint/Name RVA 0000 GetCurrentProcessld

00001230 End of Imports KERNEL32 DLL

00001234 00002700 Hint/Name RVA 0000 MessageBoxA

00001238 End of Imports USER32 dlil

0000123C 0000271A  Hint/Name RVA 0000 __cument_exception

00001240 00002758 Hint/Name RVA 0000 _except_handlerd_common

00001244 00002730 Hint/Name RVA 0000 _ current_exception_context

00001248 0000274E  Hint/Name RVA 0000 memset

0000124C 00000000 End of Imports VCRUNTIME140.dIl

00001250 000028CE  Hint/Name RVA 0000 _set_new_mode

00001254 00000000 End of Imports api-ms-win-crt-heap-1-1-0 dil

00001258 00002888 Hint/Name RVA 0000 _configthreadlocale
0000125C 00000000 End of Imports api-ms-win-crt-locale-11-1-0.dll

00001260 00002780 Hint/Name RVA 0000 __ setusermatherr

00001264 00000000 End of Imports api-ms-win-crt-math-11-1-0.dll

00001268 000028EE Hint/Name RVA 0000 _initialize_onexit_table
0000126C 0000290A Hint/Name RVA 0000 _register_onexit_function

00001270 0000288A Hint/Name RVA 0000 _register_thread_local_exe_atexit_callback

00001274 00002934 Hint/Name RVA 0000 _controlfp_s

00001278 00002944  Hint/Name RVA 0000 terminate

0000127C 00002844 Hint/Name RVA 0000 _exit

00001280 00002800 Hint/Name RVA 0000 _get_initial_narrow_emvironment

00001284 0000283C  Hint/Name RVA 0000 exit

00001288 00002880 Hint/Name RVA 0000 _c_exit

0000128C 00002876 Hint/Name RVA 0000 _cexit

00001290  000027DE Hint/Name RVA 0000 _initialize_narrow_emvironment

00001294  000027C4 Hint/Name RVA 0000 _configure_narrow_argv

00001298 0000285A  Hint/Name RVA 0000 p argc

(b) The IAT of not package PE file
pFile Data Description Value

00001A90  000073A6 Hint/Name RVA 0000 _set_new_mode
00001A94 00000000 End of Imports api-ms-win-crt-heap-1-1-0.dil
00001A98 00007386 Hint/Name RVA 0000 _configthreadlocale
00001A9C 00000000 End of Imports api-ms-win-crt-locale-1-1-0.dll
00001AAD  000073CC  Hint/Name RVA 0000 __setusermatherr

00001AA4 00000000 End of Imports api-ms-win-crt-math-11-1-0.dll

00001AA8  000073DE  Hint/Name RVA 0000 exit

00001AAC 00000000 End of Imports api-ms-win-crt-runtime-11-1-0.dll
00001AB0 000073E4 Hint/Name RVA 0000 _set_fmode

00001AB4 00000000 End of Imports api-ms-win-crt-stdio-1-1-0.dll
00001ABS 0000740E  Hint/Name RVA 0000 LoadLibraryA
00001ABC ~ 000073F0 Hint/Name RVA 0000 ExitProcess

00001ACO 000073FE  Hint/Name RVA 0000 GetProcAddress
00001AC4  0000741C  Hint/Name RVA 0000 VirtualProtect

00001AC8 00000000 End of Imports KERNEL32 DLL

00001ACC 0000742C Hint/Name RVA 0000 MessageBoxA
00001ADO 00000000 End of Imports USER32.dIl
00001AD4 0000743A  Hint/Name RVA 0000 memset
00001AD8 00000000 End of Imports VCRUNTIME 140.dll

(c) The IAT of packaged PE file

packed exe Raw Data Value
IMAGE_DOS_HEADER
MS-DOS Stub Program
IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER UPX0
IMAGE_SECTION_HEADER UPX1
IMAGE_SECTION_HEADER _rsrc
SECTION UPX0
& SECTION UPX1
IMAGE_LOAD_CONFIG_DIRECTORY
@ SECTION rsrc

pFile
00000400

(d) The Section.txt of packaged PE file
Comparison between original and packed program
of PE file structure.
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Fig. 4. Result of GCG without IAT.
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kA zjo]7} QLo et 62271 AQFH Ut HE 133}

Sk~ HEO

= = IE=1

I9 5= 17 PE Y GCGEE iGCGE °l85 145 ¥ & 3, #2139 7= 1,839KBolH
o BAgl & ok 5% I ne YAS Agfolct. 18 IAT ol & A7 110% otk X 149 F7]&
o Be M L=r} oz FPE YeRRth (a):= o 47KBelH dlolg IAT & AlZkZ 29% olt}. o9} &
7% PE 11d-& GCGR EA4slo] I1jug YA 21} o] d¥kAoz HE0] 3719} gloje] & ARk H]E
olt}, ekl Lt okx] Mt AXF A4 drb ol SITE I3y BE 169 AF9, I7]E 37KBSI RHHA
Ugt 328 98 vwe ol 2] ok A9 AT Hold 32 Ak S6x0lch ole 22 A%t
g ousie MY =CSolth (b= WYE PE mUe  FEH AT HlolEe] ATt 22O S0 vl g
iGCGR BAgt Ao (Q)ofAet 2o /M) kvt = o7 @] wfio] LA¥sh: 9ol
A5 greth
Table 1. Ratio Packaged Ransomware and iGCG Availability.

B 1. #E¥0Q 71 HIEY iIGCGe HE7Hsd
Kind of packer Number of packer | Ratio of packer | GCG iGCG 6€G Daa
OEP Original Code
UPX 31/305 10.16% X 0O UPX0

MPRESS 13/305 4.26% X 0 paSHAD/ MPRESS!

RLPack 3/305 0.98% X o) PACKED
DeepSea Obfuscator 32/305 10.49% X X - -
Unknown Packer 11/305 3.60% X X - -
Not Packed 201/305 71.49% - - - -

(100)
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Fig. 6. Computation Overheads of iGCG.
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