https://doi.org/10.33778/kcsa.2023.23.4.093

574 79 TAAAES 9 WARWY S0 157 T 7)Y

o] & #*
8 %

2 =i o] A9 FAAA Lol 6}491 %—2 S shte] FRIAA gl o] Y] 2F o ved
Ve FAJA FF FRAAA FHN A 157 T 7|HE A Adele TREFE OF7] A 9Ale 157 TR
AR FAEY 257 AdlE 1Ee dix iEJ | Zolain, 2% UE =2 HEEAEE o83t 1EIE o
2 2740w gdsto] A2t} ol FAT mEEE Aol AYE I57]9 WE 2243 dEntR FE £ 245
< B ARE IF7IE MEA LR FEotal AARFE olddle] F2E aF71e] FAAS ASElth Adde 71Mel A
TE B R BAasA SHdA Ao ESA Fe] vy FHoR wslehs vy v FRAAA 8ol v
o7 Agd 7 IS Il

Group Key Assignment Scheme based on Secret Sharing Scheme for Dynamic
Swarm Unmanned Systems

Jongkwan Lee™

ABSTRACT

This paper presents a novel approach for assigning group keys within a dynamic swarm unmanned system
environment. In this environment, multiple groups of unmanned systems have the flexibility to merge into a single group
or a single unmanned system group can be subdivided into multiple groups. The proposed protocol encompasses two key
steps: group key generation and sharing. The responsibility of generating the group key rests solely with the leader node
of the group. The group’s leader node employs a secret sharing scheme to fragment the group key into multiple
fragments, which are subsequently transmitted. Nodes that receive these fragments reconstruct a fresh group key by
combining their self-generated secret fragment with the fragment obtained from the leader node. Subsequently, they
validate the integrity of the derived group key by employing the hash function. The efficacy of the proposed technique is
ascertained through an exhaustive assessment of its security and communication efficiency. This analysis affirms its
potential for robust application in forthcoming swarm unmanned system operations scenarios characterized by frequent
network group modifications.

Key words : Group Key Assignment, Secret Sharing Scheme, Swarm Unmanned System, Network Group,
Network Merge, Network Split
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