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Vulnerability Analysis of Remote Multi-Server User Authentication System
Based on Smart Card and Dynamic ID

Kwon Soon Hyung®*, Byeon Hae won™*, Choi Youn Sung™***

ABSTRACT

Many businesses and organizations use smartcard-based user authentication for remote access. In the meantime,
through various studies, dynamic ID-based remote user authentication protocols for distributed multi-server environments
have been proposed to protect the connection between users and servers. Among them, Qiu et al. proposed an efficient
smart card-based remote user authentication system that provides mutual authentication and key agreement, user ano—
nymity, and resistance to various types of attacks. Later, Andola et al. found various vulnerabhilities in the authentication
scheme proposed by Qiu et al., and overcame the flaws in their authentication scheme, and whenever the user wants to
log in to the server, the user ID is dynamically changed before logging in. An improved authentication protocol is
proposed. In this paper, by analyzing the operation process and vulnerabhilities of the protocol proposed by Andola et al., it
was revealed that the protocol proposed by Andola et al. was vulnerable to offline smart card attack, dos attack, lack of
perfect forward secrecy, and session key attack.

Key words : Authentication Protocol, Remote Multi-Server, Dynamic ID, Vulnerability Analysis
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<3t 1> Descriptions of notations

Notation Description
U; tth user
1D, U;'s identity
PW; U’s password
S; 7 th server
RC Registration centre
SK Session key
SID; S;'s identity
CID; U’s dynamic 1D

Registration centre master key

Registration centre secret number

U’s random number

Concatenate operator

comparison operator

Secure medium

x

Yy

b

&) XOR operator
I
=
—

Public medium

h() One-way hashing function

@O User(U;)= ID:SF s
sta FA ¢ bE Adggth e,
User(U)= RPW. = h(b® PW)E 7
Abeta, o= Server(Sj) {
£ 2t

@ vk 55 83 {ID, PW;}&

=H 7]z, y & Al

Wk Server (S;)
A = n(zlID), B = Z&ID.®RPW,
G, = h(RPW||ID]|Z)® B;,
E = h(Allh(zlly)) D Z 5 ARkt

@  Server(S;)e ARE zviE FhEo)
Ay B, Co Eyh(y), k()5 User(U;) A
B

U3k A9, 2k ASE Aol mﬂoﬂ 2719)
e a9 DS e Ae

1:1

D User(U)e= ID, PW, SID;E A3kl
Server(S;)ol Heh 219 24 WAAZ
A gt

@ 1 FHAA Z, C & Axkste] 2utE gl=
ko] Gkt Wl st frEAd HALE A
Rk

® AXKINN By, CID;, My, Mytks 28733

Server(S;) el Ag3)

@ Agee  WAAR Server(S;) &
N. Aw E.Z, My & Axstel Q48w
T My e MF R AEe] FEA

©® °1F, Server(S;)o1x N;AA 2 M, M,
He WA User(U)= At
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User(U,) Server(Sj)
Choose ID; PW; b keys x and y secret of RC
Computes: RPW; = h(b@PW,) Ai = h(x||IDi)

(ID;, RPW;) B; = Z;BID;®RPW;

C; = h(RPW|IID;1|Z,)BB;
E; = h(4;||h(x]|y))DZ;

smartcard: (4, B;, C;, E;, h(y), h())

Stores b in smart card

(Z1¥ 1) Proposed registration phase of Andola et al.

User(U;) Server(5S;)

inserts smart card RC provided h(y), h(z|y)
inputs ID;, PW;, SID;

Zy =1D; @h(b@PWi)@Bi

C; = h(h(b & PWi)H]Di”Zi) @ B;

checks if C} 7= C;

If yes, generates N; and computes

Pij = h(Ni[|lh(y)||SID;) & Ai

CID; = E; & h(N;||SID;|A:)

My = h(Zi||Ni]|E:)

P,-j,CID,-,M ,M>
M = N; @ h(SID;|h(y)) : Sl

Ni = My & h(SID; |h(y))
Ai = h(Ni||h(y)||SID;) & Pi;
E;,=CID; ® h(N1||SIDJ||A1)
Zi = h(h(z|y)]|A:) © E;
check if ]\/[{=h(Z.Z||N1HE1> ?= .Z\([]
If yes, generate IV; and compute
M3 = h(Z;||N;:||SID;||C1D;)

N; =Msi®A;: ®N;

check if

M} = h(Z;||N;||SID;||CID;)? = Mg

If yes, compute

1\/[5 = h(ZlIINJHSIDJHCIDl) _— check if
M} = (Z;||N;||SID;||CID;)? = My
If yes,

SK = h(Z:|SID;||N;||N;||CID;) SK = h(Z:||SID;|N;||N||C1D;)

(29 2) Proposed login and verification phase of Andola et al.
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4. Andola 5 ZE2EZ oy E4
Andola et alv IE9 XZREZo| Offline
password guessing attack, Replay-attack, Smart
card stolen problem, Session key agreement,
Two factor security, Mutual authentication,
Good reparability, Password update 52 $3 o
259 Age £ dvtn F4ch AR 2 =
Fo A= Hol 4S8 %3, Andola et al.o] Aot
3 R EZo] ffline smart card attack, dos

attack, lack of perfect forward secrecy, session
key attack®] H<QF Aol EAES W3

4.1 Offline Smartcard Attack
Qele] FA A7t 2Tkl AN User(U;) <l

2~ulE JlES 56 (29 3)9 2SR ow A}
2 User(U;) 9 ID:Sk PW;& obdl 5 glek.

@D Andola et al.8] ZREEZF 279 A oA=
2nE Fh= fu7) gt AR User (U;)7F 4
=g YA AR DSk PWE o) &
sl C =hhb® PW)IIDNZ)D B
14 B8 w5ol 7 2vtE slud] A

A8 CE vluste] User (U)o A< v

@ A%, Qoo FAR AE oxeel et

@ =3, G=hnn® PW)IIDIZ)® B
37 = ID,® h(b® PW;)® B& ol &
sto] theat 2o A AT F 9k

® el 34 }A )s %
ID,, PW;& A% wx Ang o 4 gk

1. Attacker A acquires Server(S;)(User(U;) smart card)
2. Obtains information from smart card and User(U,)

~getsb,B, Z,, Cll-

. Attacker A acquires knows b, B;, Z;, C

Attacker A can recompute :

— C'=h(h(b®PW))||ID,||Zi) DB,

— Z,;=ID,@®h(b®PW )DB,

— € =h(h(b®PW )||ID,||IDi®h(bOPW )DB,)DB,

> w

5. Attacker A can know all parameters expect ID, and PW,

p Attacker A can figure out User(U,) ‘s ID, and PW,
by executing offline smart card attack

(¥ 3) Offline smartcard attack

on Andola et al. protocol

4.2 Lack of Perfect Foward Secrecy
% ZrEZ F24A Aol A long-term key
Y F sh7l wEHol® ol A7 7188
FrAE ook gt AR (2’ 4), (27 53 2o
ololo] FAA A7} AW 9] long-term key?l z,y =
= A% AN B8l User(U.)7t B A

D g ZREZAA AL 718 Fate T4 o
&3 2
SK = h(Z|ISID|INJIN/| CID;)

@ el A A= SID;, CID;= s/ 3R=
A, My, M= User (U;) 9 Server(S;) &4
ot MAAE ZFRA O e 2EE 5 Q)
oh gy A4 Ae UeA Z, N, N, &
dH A 7S R & vk
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(M3, M,)

User(U,) Server(S))

Y

Attacker A

1. Attacker A intercepts the Message (M3, M,) sent
by Server(s)) to User(U)
. Attacker A knows the long-term-keys x,y
. Attacker A knows x,y,SID,, CID, So, if Attacker A knows
information of 4, N, N; Attacker can obtain session keys
4. Attaf:ker can compute :
~ 7, = h(h(x|[y)A) OE,
- Ei CIDi®h(N,||SID,||A)
= 7, = h(h(x|ly)A)SCID AN, [ISID,]|4)

wN

» Attacker A can figure out Z,

(718 4) Lack of perfect forward secrecy on Andola

et al. protocol - 1

(Py, CID, My M;)
User(U,) T

Server(S))

Attacker A

1. And then Attacker A can compute :
— M, = NDh(SID)||h(y))
» Attacker A can figure out N,

2. After then Attacker A can compute:
- M, = N,®N;®A,
- A, = h(N,|I()||SID)®P,
=M, = Ni®Ni®h(Ni||h()’)||5'Dj)@Pii

» Attacker A can figure out N;

» So Attacker A can compute SK:
— SK = h(Z,||SID;||N,|IN;||CID))

(¥ 5) Lack of perfect forward secrecy on
Andola et al. protocol — 2
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S & Z, N, N, F5Z 5 Stk
@ Andola et al.9] ZTREZ 2719 Wi
Server(S;) 9] ZREZ 2| A
Z = hh(zlly)A) B E,
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@ &3, M, = NON:D A,
A; = h(NIr()IISID;) & P2 < W3kated
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M, = N;®N;® h(N|ln(y)IISID;)® P;
9 Aol Qele] A% AE N,E A9e »
g gustn Q) Wi Nz 78 5
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=
Z, N, N/ 2% 48 & 9},

4.2 DoS Attack

DoS (Denial of Service) 722 EY Au|2E

RS 5 gl BEE Pee] g0, Wil A
B, MENa, ohEeAeld S BEE Bk old@
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@ ol#g ok il M, kel 2l o] Hel &

A7y ol HAIA] H FAR HAXE
Server(S;)ol A& = Server(S;)elA=
M7 B9 AR Aske AR ¢ H

gl A7 Sk

(P, CID, M, M3) )
(P, CID, M, M)
(Py,CID, M, M)
(Py,CID, M, My)

Attacker Server

PES—
Verification failed |

—

PE———

1. Attacker A may steal a message from User(U,) to Server(s)) to
obtain information on the value of (P, CID, M, M,).

2. Attacker A modulates the message and forwards it to the
Server(S))

3. Server(s)) performs encryption and check M, = h(Z/|IN||E,) 7= M,

4. However, the validation fails because the values are not the same

P In Server(S)), resource exhaustion occurs due to continuous
encryption/decryption operations

(29 6) Dos attack on Andola et al. protocol

4.4 Session Key Attack

"Session Key Attack”2 433} Al A A}-4-5]
AR F)(session key)E BH AU =FA
AL ougth A4 Tl &
w3 ot YA F o R ALRHE s J)E, Ha
Az 3tel wl ol AR A 717 FEEE
A= i A S sEsd HolHE
te], AAREE U o] el ARl )= Qs AR
AL $xske B Aol TE
Andola et al. ZREZLS (17 7)3} o
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@ 99 FAR AT Server(S;)elA
User(U)oA 2WE (M, M,)E 7t2A
of M= a2 Fu M5 22 WE 59
¢lolo] zto =z WA T}

@ olWl, User(U)e Server(S;)elA w&
M3 ol &ate] 55 Frh

i

@ oF, M,7t& ol&3ste] Al N; = o83t
of SK& A3t

@ BhA Rt N7}yo] W7
7 A olg H2s] Ad Mg 5
AFF W) NZhE T35l AFHofof dht.

;sz
£
M
2
)
i
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0
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1. Attacker A intercepts the Message (M3, M,) sent
by Server(s)) to User(U))

2. Attacker A intercepts (M3 M,) sent to User(U,),
leaving the M, intact and changing the M;to any
value with the same number of bits

3. Thereafter, the SK is generated using the
N;generated using the M, value

» Due to the simple manipulation of the M, value
by the attacker, different session keys are shared
between the user and the server.

(MS' M4)

User(U)) Server(S))

v

Attacker A

(18 7) Session key attack on Andola et al.

protocol
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