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Design and Development Study of a Trust-based Decentralized User
Authentication System with Enhanced Data Preprocessing Functionality in a
Metaverse Environment

Suwan Park®, Sangmin Lee*, Kyoungjin Kim**

ABSTRACT

As remote services and remote work become commonplace, the use of the Metaverse has grown. This allows trans—
actions like real estate and finance in virtual Second Life. However, conducting economic activities in the Metaverse pres-
ents unique security challenges compared to the physical world and conventional cyberspace. To address these, the paper
proposes solutions centered on authentication and privacy. It suggests improving data preprocessing based on Metaverse
data’s uniqueness and introduces a new authentication service using NFTs while adhering to W3C's DID framework. The

system is implemented using Hyperledger Indy blockchain, and its success is confirmed through implementation analysis.

Key words : Metaverse, DID, Privacy, NFT

4920239 08¢ 31%), 7Ag4 920233 09€ 26Y) *  SKAH(F542D

*  SKHUA(FEAA)

Rt P SIS S e et e G R )

* B =Re Ap3dE Aaleluieh et A9l
o olse] APHILS:

+ € EE SRR BE ANyl S
FAT ABE) R wEERA, o §5Re
FN PR )



A FHRE=EA A237 A45 (2023, 10)

LA 8

FREU9R B A} 22l AJu] 27t w2
SArEH A W e 2~ (Metaverse) 9] o] 8471 H
Taglon, AAMAE A&EH R Frksta 9l
thl1] B3A 4o w2w) 20219 2 7]
Bl ] 7R3 AR FRE oF 6827000
do g FF 2030l FrE 7o TEE 9F 8
225009 deol] =3k Ao Xd‘%}’c‘?}.ﬂ Ack[2] =,
ol thFe Ay
W Al Aul=E

‘%k
ks

ol
ol
2
X
o
firn)
2
2
=
iuj
=

[»
e
S
i
&
tlo
=

2 o do >

&
3
T

BV = E:qo
i m 4z
o
o

ol

o

fd

32

v

o

2

o o
)

o2

ol
o e

=S

T g Sga Yk

B 2tk A 2
Wsle A on HuErt olHg szl ¥
3} A7)l 7Hd -8 E = Aol ZEtolwAlg Bt
oltt. WlEM 29 Fa Y|Eolgt & F e THE
A (VR, Virtual Reality)® S%43d2(AR,
Augmented Reality)> HMD(Head Mounted
Display)®] AH&-A} oA ToAHRE HA3HA
U FusEz 9 8y §3 93 Ao] 9lon
AF, A 5 &9 A 7ol =k ey
VRO 7% 7ddA W oluteltE S8 a8A4R
b IR g3 ThsAdol EAIEh, At
gt el Al A= AlFshA &=oh[9] wE
3
o

Qd FAFOR FEUI YA, ool
J 7

!

Ho
e oft
=
o
o
=
2
>
>
E)
>
o,

1=

W3C¥] DID(Decentralized
S FekeE vEH 2 U A=

< Aosta, AR deolE #® 7HE
iy E%}—é}ﬂ 91g NFT(Non-
Fungible Token)& &-83te] 7|4 WA
TDUA(Trust-based Decentralized User
Authentication) Al2=¥1-8 A Fstrt. WEFH 2~ U]
o= :rL/\é—s‘]—_ﬂ’ o]
7He FAFo RN

X4.Q_6‘]— Z]: 011— }\1]3]_/_&_ A

<
&

21 WERHZ B AF #A J&

Web e APFERA Auls AFRE A
2 o] 249 A4 AN BEL A
Ty, AFLA A%E 04 G2 AT
o opl A Az A=Y
AA HRLL, 2 wEAAE B £d
YEHZ 55 HXE 3+ Web 3.0 7|4k
2 DID 9% 714 % e kg fXess
AU NFTE olgste] wetnz ul ebag A
HAE A3 HTh10]

FINANCIAL SYSTEM
I SERVICES

SOCIAL WEB 3.0

ok iy - PLATFORMS I APPS
%@ s \/
, O &
K=
ENTERTA[NMENT
© ° . PLATFORMS
EDGE COMPUTING
ARTIFICIAL AND 5G INTERNET OF-THINGS
|NTEL|.‘!(‘EENCE 6\

i @ |
| METAVERSE <—( NFT |

@ @Dm

' Vol
@BLOCKCHMN J

(19 1) The technology ecosystem enablin
g the metaverse (£* : https://www.mdpi.
com/2079-9292/12/2/391 19 <+A)




wlep 2 31736l 4 Data Preprocessing 7152 718+ Trust-based Decentralized User Authentication A12=8] A7) & 7 47+ 5

2.1.1 Web 3.0

71& Web 2.0 3 Z2HES £3) 02 A&t

o} Zel= 9 dojgE FuwgozHN, T4, of
Y e qVdES T3 AH HolHE
FHeATE ol AN ALEAE HOHE
AR AR, Aol 2 #Eeh] o T2 =3
i, el EAlEle BE diojHE $9 ZRE]
EAEE ol THAYEHA

Web 3.0& o]2ig el AeAY] 714 T4
o BAE 5317 918 FAAE AR AFEAE
7} A3 diolH, JH, ez T g &Y
Foll ©71A @i AR TP e Aot F,
AEe] Frggn A oA A= o] E
AREAZE Afr(own)stal AR #HE|she Aol
I Web 3.0 7|9to 2 fHEojx &= A=
ZREZL E5AY V&S B8 AdE vhE
o] EUL[12] EFANE Y HFdE Hoju
2hE AR 992 AEH o7 gYEo] Ad
29 Web 3.00] FF3Hs &@5d3 7k 71&9
o] 7}5 sttt
AAe] Web 3.0 7Hd AAka NFT, wEH
2, Al 719k 270913t Qe 84 5 Al
IT 7|50 A%d €393 AN=ZL: T

e

A3td
AEHAE AAZT & AgelAE Web 3.0 7]RE

N

il

rlo
i

o [o o2

e

o[> HToox Mo Lo
T

2.1.2 DID(Decentralized Identifier)

DID[13]+= €54 ste dAd AdsEAA
oguisttt, T4 5F WAYUSF §lo]l AF Ak
A=A slollA] 85 AR FAIF ~x=

A

Aol ik S Feot AR AE WY ¢
= S FAE + & 7I<elth DID &4l
MAAB7F 23FE] o] QU] &Fal A9 A%k
el AFvE 98 85w EE5A17

o A S o > R [

& WAk el AgE e M7t kst
AFAdA=  W3CelA  F3x3s  Decentralized
Identifiers v1.0& ZZste] wgH 2= W 24 ID
£ o] &3] AREAA YAE AUFE

Mul = AlEg s

2.1.3 NFT(Non-Fungible Token)

Bl EEo® fxd ZH
ol ARAIAQ) Afaks Fefsta 7hzte) BEES
Zelzel o FEA q9EE vk Fold af
g ks Eol AR R s e
F ool #E BE FHoA ZElx BT ko
= #3gd A
E3h SEARl 71Eshs 545 2 aleA
dole= a174S & Axrt 719 Erbssi.
= )

22 AWAT 2AL B4

H wEf 2 7)ol Shro] QL EWA vhekgh
AT APHI ek olHE HAY Ve =Y
A A B& sy YA E Bk 54
o7 FHEofof dh= aiolth

R.D. Pietro and S. Cresci[15]¢2} B. Falchuk
9] 2016194 dlEfH 2~ ) B 7hsdk Bt o
ol g3l =gk B4 Aleke] flE THES

Mo ot
N

)

Ir

o,

o)

o

jus)



6 FHRE=EA A237 A45 (2023, 10)

Sohe QUAE 8RS AR S 494 AR A4 J1E Q7s Ege b,
o e 1A Bl A4 AN Fsw ol
E}H%;;WE] 7?@&11741 oot afwe 3 HEHE W AT AT Mu|=F
o] g2 1+ AYE Sl A AAA FHA o )% Bl Q TAMEH
22 AWT % o] ool WE A FE Aol
dgel walwk ol Enls ul wE EAE WEp s W P E A SEE R OIR, A
ol etfel s B8 A SR A AUA WY yge) WA A, A 9 A R
AEAE e A ES B A A3 ek AFA 7G5
S A HE AL he st MEA W HE g s e 4949 £98 F8m o
AEle 23 AEE AR AR AFE SUS] g qusge) 27 @AMRE AAs D g,
S I S S R RS E R R
AN U EEE R L LRI R R
T AHAS FRAT S NS NN s oo oued e AEe GEUS
B A2 olE A Aold F A= B A Loy ooy ma AAse AEn G AL
Aastely] AT HAE EH SUATH AL 2 eq oy Fa4d sEe sty g
Al vlem ALR TR R AANE g fgend ez e 43 B89
e, itk BAge] FR7k A @A ol gAEe v
Sl MER s e R ATEE B gy sopeln Al gael R 2EY
o 9% ] olhEARE BHAN WS L oo mam a0
@ @4 9 109), WA wEY Aol AT S e g pe Ao Brlel ele
@ ol2d o 1200, ME 2 A2 A5 B oo o) e aani ot A
22 ANE ZEE21] 47 Sl 3. FAHE BET BEE A 98 Al g
oPHE ARRTSE WENS 1S A8 A gqgg bpaad wegs A6 e 3
A BAAE A GE AR S o) gejeist 9ae gAse BER Awsh o
SIANE HlE S Ve el AR LI Ol Sop0 ge aeg ke Rl ola AEE o
2 A g TALL BAWA BE AF ua e et HeHn 2 dqolde
A7k EEs etk [18] A G AA oo wgaze) 94s) olRT. dE S0,
el Al SE ANAE oEAEA L gy e e Az ge1REe e As
AF div] AAAR AAME AAEE o] ) Au A2 A FBE o] A&} o] &8
@A7E Sl e AN HE FPNES Aol G
oV ezl WE RSE lwE HEE o azsel asavn 28 W, Med F
A7t Holthn AT, B AATE W oo ne emaeld Aelsa ge deoles
Mo AEAR FW e 23X Bl o]re} o] e A2 Fa Aty TAom M @ A}
RAYE GSErE AT WA BUE g0 myadw g wet Anud @
Rafshn st me MARRS G18W S sa) guisel w4 + drh S9sE T
ool FUE Wl AR AAS BT Laae wer Amn @ ol ohd pe o b
CElmE AT A A 1T R B ) gugh gasslel gl Hask 2 5
o AR AT ATUb ALdTh e £ AT gom ms waw F8o19e o gAe )
£ el s A ANSE AT g gy ge gt waw 3 A8 AAskel
o AR R S A A AN BEE zaa ghe gz i@ e~ ol g



w2 31740l Data Preprocessing 71'6-S 71413+ Trust-based Decentralized User Authentication Al2=8) A7) 2 7k A4 7

Threat to input values value
Using HMD (Head-Mounted Display),
smart devices, etc, to collect data
from users in situations where they
are not aware,

Real world

Threats based
on metaverse
characteristics

<+ %?/MB

Possibility of
attacks by
attackers
User Identity Leakage of

management | surrounding
complexity | information

Sensory
distortion
attack

Theft of identity

Interaction risk
Providing users with high
freedom can lead to security
threats in shared spaces.

@ % Wearable devices \
&Lz ‘
\

\ duplicat @ ol

Authentication
forgery

Leakage of output values
Through devices, a significant amount
of information can be leaked, and even
real-world information can be exposed.

~ o~
~
~

)ﬁtersec i

1

1

1

1

1

1

1

1

1

~. !

1

1

1

1

I

Enter :
l

!l‘ l.'
1

-—
Metaverse
service

Metaverse data +— ,

Avatar

7’
Metaverse system P

“content ~
- Inappropriate content transmission
Production of false or misleading content.

information

Q Data breach

- ID/PW (username/password)
- biometric data

SO LS SR S S RS B, e S S S e

ek oAE EA sal ole HEM A Ve
S AsfAzITh B JHsgk Bk el o
M 18 20 vepdc

1 29} o] vhekd Hel Alae] spg 9
Qe mEFE ARG QlFol sl QAT A
Mz gusl FTANE ¢ & A A

gl
(Identification)’®} #1918 &Qlsty HgS HF-
>

o kol A H] 22 0] A 4§t <l

(Authentication) 2.2 FZH ). #Al &2}1A]
= ID/PWE o] &3t= AA7 9, e5dss
o] &3t afVINt AT, FUE EAIS T
7171 718k /1% 5 e S AFsta ok
aF T 53] AT7|Te 8% a8§ wobl
A= PCY FulFEo] ofd ke F§4A1Ye
FEso ASAE s =8 9 249 44
o], AAL o] = = AS AMYAE FF
3|AZE o] gl Al AT, o] §AES &
2ol A Muj~E a9tk o] 3 JAFV])F
S WE 2o adR H &)= o)qrAbEo]
thFetA Aty vk 2= HMD, £rtE
Hhol 2 55 Fal AREAMY] o] o] F A= o]

9% QEsolng Fal AAGRI A
978 4 9om, VR % AR 718 AES 3
@ ALl A FAAI 2w @A Bl

E
oo
o T

1
1
1
1
1
1
1
1
1
1
1
1
Exposure to nskLosvd’éngerous :
1
1
1
1
1
1
1
1
1
1
U

‘ * ’Userprofiling

o AHgAAA AFE SR $E Qa, THAL
otolAel AW=E FEt ALERIA FELU
24¢ LA @ SR Aok & B9 ddeF
& Fshe ez Qs oleld A 247t
2 AR 37 B77} Ho] ARl Al 44 A
o2 2 s & 57 Atk

oAl e el 4z 7]eke]
=S Eaf AFEAZF ebd 3 AMu|AE o] 8T 4

BHx 44 A AAdeR 549 F
T EFE AT A& da o vEp 2 A
25 AlFstes 719ntet o2 A9 ofutet
WHEojof shi= A4S whEsfof s, A
2 /4 wuith wiy B ZRlQ1S W
& AACF = AAZZ] FASHA Hh
TheFgh Wb 2 Aujs B FRETS AR
oNAl= EAEE AT3HA AL
« VR, AR 5 7]7] A& 2 olnlgs 843
AT AFVE 1 7€ HeMAASGE &
g, WMEH & AH| 2 ZHA7F VR 2 AR o
71 A2 71718A 2 F&a] Au=rt
du= S0 gorg JHAA HFst



ohelE Bal PRI RE BEL A
Yahiz veh 2 B ARG AR A9

Q15o] Fasir
« Y ElolEY AHA BIE AF BFY
3l A=g : weh s AxE FxE Ho)
e} o = g3E AR Txz o
Efpl 2 AJH] 27} gHEol X A
ol 7|9 Fo A o
alalx]) @t AR FxMul olgl Zalo)
WA R ool mek #AE sAsks) 95

TGsE Hold 25943 x5 A8
A AREAA ARNE AfdS BAsH

at7] el FeE Wl
o A faiAE 71 B

Ea
g Aoz A 7]Hke] Hol 7]

4. TDUA(Trust-based Decentralized
User Authentication) A]Z2~H

HeAE ol 3719 Ho FA7
User(AH&-41), Provider(WEFH 2~ Au] 2~ Al-FA}
Trusted Anchor(21%] 7]Rke] F=A])o]t},

Azt ARSI HFE&etar AT Userggtd
go]st, Usergol Al 35 = volHE2 HE
Bk ol AAAHR, B 91X F vhdstA
g 4 drh ol ARE Datassta Ao
t}. Crypto wallet2 933lel AR 7Fo = v
B2 Y User agentz} & 4 lom Al&x}9]
o]t} Usery? #AAX|7Fo = WalletUAE]-j_’
. Wallet,, o= AH8-#F2] Secret key$l ska7t
e Public key PRyl 93] skEoxl 71917
2 sky® PKa & o= o]fZIt}h o] DID
AT Al E8HT]

g o8 #¥(Data segmented into k)<
A€ dlo]El Datasol oA, AAAR F
o] o] dolHE A + AUA ARE
of oWl HrAx| AEsgit; A¥E dolg

o]8] F=Z(Feature extraction)°lx EHFd F

W

jiea)

o b oy |

Response

Request

SO

Public DID  PKp, PK,

Preprocessing

Blockchain
SVR
Feature

i Data segmented | Data

into k extraction

classification

Ol
Issues Digital ID VC

A
Collecting raw data

Biometric information,
motion, position, orientation

HMD Control Signal

Crypto
wallet

Call User
console

Input devices
& Sensors

AR, VR, MR Environment

Authentication
decision?

¥
Application

Visualization

DID based
Authentication

\ (Issuer)

NFT enabled
ownership Smart
management Contract
Create NFT | S— ‘

v using ERC-721 Wi

Create({Doc;, Doc;, - Doc;)

Anchol

NFT-Docs [owner] o0
Publicinfo() Lenale

PrivateAtt()

(29 3) The entire diagram of TDUA system



e 2 31740l Data Preprocessing 7155 7N

o] AgpetAl AR5 AAFAY Hdeste] 1b
Al {83 dHoly 54& FE3th HolH
£ F(Data classification)Z Ea ¢3€ do]
BE Aow ASH BRE swate] A del
E& A A3t} = Preprocessings 3] A% d
B olels ol TAE + Aok
Data, = {Biometric d,, Assigning =
information, motion, Input d,;
position, orientation, -} F daz ith
segmented into K eawfe Wil 7
extraction reference to {(¢
III I KA defined
Gan classification |{

dE A W JEARNES o w 1%
olg) d)sk @7 Usera®l AAAZ AuZE A%
e A

41 DID % NFT ¥+

Usera® "lEH 2 W] Providere] AH|~E o]
gat7] 98 VC wstabrlel 9 Trusted

48 Trust-based Decentralized User Authentication Al2=8) A7) 2 7k A4 9

AnchorgE F3 A915S v DIDE #wo}
zgo

Wallet,, ol 123t DID Wi
VerificationMethod= DID 4 el
shh ool TN BAE W
AAA Yol BA38hal PRaE & ol
23t =3 Userqol Al 73 dlo]
B d),= Node5¢ #%S 7AA DID, Au2H
EgEo] HAE 959 JRI} ofd wWEH A9
PEFAE T3 F5€ ARE 7o DID <
T2 & & JA o) e DIDE sl wE
H2 ol dd AAlY] A EHsAH &8
= DID & Users® 219
KeN

of\
ol
ol
rir
n
v
o,
i)

User,= WEM 2~ W Provider AR]&E o] &
stz sl slUbdS Hesta, 7S ATl
NFTE aol dAxpx]3te] ®Hgt) Provider
E NFT #5& 938 Trusted Anchorell Al
Usery® DID,E 83 1S5S 233} Usery
= B9 HAAA7F i BEE DIDLE Bl 5
< g3y, DID,&= DID document®] T4

User, Trustedanchor Provider SmanContact Hae Ledger
wallety, —
Data: Open pool handle : pool;
sk, := Verkey Create wallets : waIIetUA, walletys

Event : Registef t:I,,u and PK,

include

, and Return : DID,

>
>
Request for storagg, Verify »
Add PK, and DIDDocument :

Qi Jo @duenss|

< Response, and Return : DID,

DID, |+ =
Send DID, >

¢ Request for identity verification
Event : Check DID,

, and Verify

Read [User, Info.] related to DID, -

» Response, and Verify

«

Notify : Auth Successfu!l

Event : Create NFT, and Register

< Response, and Return : NFT

Request for storags Verify »

Add NFT z

& Response

Wway} 10y UOIRIILIAD I
pue ‘s1 4N 40 dduenss

Provide NFT

Identity-i ii<

(¥ 5) The issuance process of DID and NFT within the TDUA system



10 SFRS=EA #2379 A4 (2023. 10)

(address)E 7Fg]7]1aL, DID documenti: 41E]7]
@] DID Storage database®} Ledgerol #7%=
o] o], EZARIANA Helate AR iR
o] k1ol AMRJAARE AT 4 Jom AHS

F3] Aalel 9SS 538ty 1E]al Providere

A S
DID ¢l=o] 2489 Userol Al NFTE w3t}

Metadata vC

Issue date Tiashing

Iss: Sub: Fashing

oio, || oy || [T
PKy || PK,

Add | | Provider's PK

1
Provider’s digital Provider's % L!dter _‘
signature allet
VC Storage ‘-@-‘ =

:= Membership [{[]
|

=N

(¥ 6) Issuance Method of VC

2 AT s 2"y 2ol g d e wEk
o]E(Credential metadata)®} Users7} 3971
Al dE e Al Kl Claim, HlolElE $Hd 4
9= AW (Digital signature)® F/M71S *33F
VC(Verifiable Credential) Content® -/ ¥t}
o]5 34 (hashing)sle]d VC-IIDE AAstw
Provider®] VC storageo] A& ¥t} VC-IID$
A SaltEs x2Fste] 3 ¥ o S Angs
VC-IDElx 3}, o]:= NFT #He|= Users°l Al
Sgetel  Wallet,, ol R@Em (VC-ID,
Epg [VC-IIDI} 2 E=A%10] A€t ©7]A
SaltE random valueZ# Rainbow table &2
9 Brute-force ¥Zol| o] =Ed FEo] 7
aEnh g, AAHA Y HFgL o Hel T
Ax7F A ddE EHIAES ® Userq® A
sl & 5 A sk, s 5AHeR FAA
HAste] VC-IDO] MxE &gt

TDUAZ} 719 Adsw 44

3}
Providerol 74 R E AFdlss T4HE A=
oS
=]

f

o
d

Wol ohd  ®a

23

Al

[>

d9s 7
Identity S &+
3 ol A

#rhe Aol elw

o]o

=
it}

nZ
=l
oy

]

HERlQlFo] &
WS DIDLE &8t E User JAolA <l
SHAA7E pastE T FAlC EEe NFTEH
EEAR1Y 5o =2 Qg A 7A {1 ¢
At

42 A% JAE T3 A6 & o] &

User,e HWERA W 254 AE, S840
T AF7 Fag AH|=E o &str] A dA
=l A aFskE A FAEH EIJAS
9 7+E FHAe ARV 2asit & AFelA
= Usera7b "lEfH 2= O] A4t AE st 34
o= QT ¥ AFS A3

gt

- Metadata :

]
H

| |
Issue date | |

' i

Provider's|
PK

vP”

i

:: Provide
Membershi
@ Riovider

(¥ 7) Verification Method of VP

Usera™ A4 AYE 98 28 = gt AF
A& NFTR ARd daire § VC-ID9F AR
o FHj¥El NFTE=Z Z%3te VP(Verifiable
Presentation)®} 7 #|&3tt} 7] VP& =
Jdd=zRY F& 7t SEdY HA JHEA
ojt}. W3C &A= B Ed94¢
B2 AUl AlgAed Al dag 4
Hedl Hag AreE dxor Fad A
e AT § JEE VPE vldskd
Tl W3C EFol At 4D A EAkst
W E}d] o] ] (Credential metadata), VCs, Hlo|EH =
FHE 7 A= AE H 3E sk =

A FopHA, A =9 Hks 93] &
F FEE AYsitt. &, FUHH R Usera7t
B3 Identity-NFT We VC-IDE F=311,
AH| oA BEHoR QT8 NFTER 74
Hol vk VPe ska2 astste] g dud
Aol A PKp=R g3kt VP'E A
Providerol Al &3t} o] 34L& Usery7t A&
g VP'E 58t Providerol 7Fi¥ AR&AS
S =93ty = Provider’7} VC-IDE o]&3f A
Hl2 ol gx&M FEIH Feldta, Trusted
Anchoroll I Users2] DID.Z A9HZS 243

Avel e #

0 g



e~ E740ll A Data Preprocessing 715+

ozM ZstE Hel ATAAE
Provider= DID, #HZTS B3 VP'E
E33}3le] {VP, Issue date} HloJE]E & 53t}
VP& Userys9 PKyE 235313 3 {VP, VC-ID,
NFTs}Z dHo|HE 253t o7]4 VP ARE
glste] Usergdl Ao doARE gRlgtt
Providert= 5% VC-IDZ EZAQoA &
ste] gsstEo] 9= VC-IID ARE 5%
t}. o] Fko] Provider? VC Storageol| X3}
AE Salts} A ste] Aigto]l VC-ID9 Y A3}
=4 AFgrh
3t 1% AAE T8 Provideres AEh-2

o skp® olg3te] gz ofF % A

3 4 Ak ESE Useret #H#d AFS
74 FAQ HEbE 2ol A o] 74?41 ojA gk AA 7Y
19| Al &5 ATE ALk AIvtE A
dF BAS Fr=Al Fasiet

AREAE o] ShaEdukd, AE AR A4 A
e 93 Provider= VP'olA Hxsle {VP,
VC-ID, NFTs}ellA #4 NFTE°|
=z Felaln zhzke] NETe| 7]A)
glste] Mu|AE o] &

AN A¥I2E ol

oNF AWAY Au2E 05T W A
BAe ARA Gn @ wel Fho
9

Jom, AR Muzst fAae

i
A °m
;O

S 7198 Trust-based Decentralized User Authentication A12=8) A4 2 7k 44 11

® AT 47 W8S mgoR TDUA
AzEl FE opEe AvWni, FE ANE R
2

Hyperledger Indy
9 Aas TEAT o714
AE

[
= 2YsE =

yperledger Indy
1o =x 2ol

Data Preprocessing¥]
71dke] EEZA9l F5& Y8 Virtual Boxet
DockerE o] &3t T34 3 2.

[J CPU : Intel core i7-8700 CPU 3.20GHz

[J OS : Ubuntu 22.10

[J Memory : 4096 MB

[J Library : Hyperledger Indy, libsodium, li—
bindy, indy-cli

[0 Number  of

TrustedAnchor, Provider, Nodes--consists

indy-node : User,

of didInfo, config, ipport and audit ledger

[J Smart contract language : Javascript, Java
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et~ U dAz 22 2ol 7 st
FEd Mul2~E 8 HMD 59 %
Lot ARzl Y-S Qs wElH 20
Agslz] 93 AAs =2 AA Azt g
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(3 4) Sensor data format for physical objects

Category Data Semantics
PIN . Authgnticati.on
. information(optional)
Credential ——
pattern or Authentication
password information(optional)
fingerprint User’s fingerprint
. . | voice pattern| User’s voice information
Biometric P -
.. User's iris recognition
iris . .
information
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palm vein

user’s hand vein

sensor_id

Unique identifier of the
sensor

msg_time_sec|

The unit of time used for
calculating rotational
acceleration

Position
sensor

posl[3]

Expressing the sensor

information acquisition

time in seconds using a
32-bit integer.

quatl(4]

The location of the
spatial sensor

sensor_id

The accurate positioning
of the spatial sensor
(x, vy, z, W)

Speed

msg_time_sec|

The unit of time used for
calculating rotational
acceleration

Sensor

vel[3]

Unique identifier of the
sensor

vel_quat[4]

Expressing the sensor

information acquisition

time in seconds using a
32-bit integer.

sensor_id

The speed of the spatial
sensor

msg_time_sec|

The unit of time used for
calculating rotational
acceleration

|Acceleration]
sensor

acc[3]

The spatial sensor’s
rotational speed per unit
of time(x, y, z, W)

acc_quat[4]

Unique identifier of the
sensor

acc_quat_dt

Expressing the sensor

information acquisition

time in seconds using a
32-bit integer.

Activity

workspace_
min[3]

The acceleration of the
spatial sensor

range
sensor

workspace_
max[3]

The rotational
acceleration of the spatiall

sensor per unit of time

o]Z 7]¥Fo. & Data PreprocessingS A% d

olg] d), = wEl 2 U DID Q%o 289k

5245 33 4
B ATE TS des s val 2
2= DID7F +
st om, o]t

R

Ast7] 918l githuboll A A|2-sfaL
¥+ open source[23]E build

24

A etk DID 259 A%, open
source 895.91ms, TDUA A]Z2#12 1010.85ms
2H Hi 114.94mse] Zpol7} wAst ATt A kst
TDUA A|2g2 wEps oA AAYE div]st
of Hote] Zstd bHgk Q15 AH|2E Al F st
t]o] & ¢

F
P

Zol  HAHom 3w
Preprocessing ¥ 71491 =4
83ty wiEo] 2' QF AQA

F7herant.

1400
1300
1200
1100

® Open source
TDUA system

1000{ ® @ 0 ¢

Elapsed time per DID issue(msec)
~
[=3
(=}

T T T T
0 5 10 15 20
Times

(29 8) Comparing the time taken to issue DIDs

F WA AT H2E+= Provider’} A&3t=
VC 253} A7 AlEshs VP #dd g2E
EX, VC B 39 VP 25 355 S7H7]
3l AQANHE AT o] open sourceiyt
ofyzt 7]&e] sDID dA-¢F §7 w48
VC 52 AH|2 A6 g dhgo] g
2 7|80 VP ATHt o] Be Algte] &8
At &4 27 VC U3 1/IE HT A open
sourcets 785.34ms, sDIDE 851.36mse] ™, A<t
3k S Al2"lE 742.31msE ©]E 819271 VC
et 6,396ms7t -t VP dEe A9, A

1

= oT, m
= 1] HFAIZFC E open source: 72.25ms©|
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E
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issuances to measure the duration
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e
£
= 300
200
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Number of verifying VP

(Z2¥8 10) Increasing the number of VP

verifications to measure the duration
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