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Abstract The use of Internet of Things(IoT) in smart cities and smart homes is essential. The
security of the sensor nodes, which are the core of the IoT, is weak and hacking attacks are
severe enough to have a fatal impact on real life. This research is conducted to improve the
security of the Internet of Things by developing a lightweight secure communication protocol
for the Internet of Things, and to build a safe Internet of Things environment suitable for the
era of the 4th Industrial Revolution. It contributes to building a safe and convenient smart city
and smart home by proposing key management and identifier development to increase the
confidentiality of communication and the establishment of an Internet authentication system.
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1. Introduction billion in 2020. Gartner predicts that the added

value created by IoT will reach about $1.9
1.1 Research Goal trillion by 2020. Cisco, Google, and Microsoft are

In recent years, the keyword Internet of accelerating the development of technologies to

Things (IoT) has become a hot topic. Cisco secure global competitiveness in IoT.

estimates there will be 5 billion devices [oT is a technology that is the main axis of

connected to its network in 2020. This is about various services directly related to human life,

6.5 times the projected global population of 7.6 such as smart home, smart medical care, smart
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car, smart energy, and smart factory. It is
'security’. This is because security threats in the
IoT environment where everything such as
people, things, space, and data are connected
can threaten not only economic damage but also
life and national infrastructure. They are jumping
into the competition to secure technology.
Representatively, Cisco has established and is
operating a dedicated department (IoT systems
and software group, IoT security group) to
strengthen its IoT business and security
capabilities. Cisco announced new key words
such as Fog Computing and IoE (Internet of
Everything), We are preparing for the IoT era
very quickly, such as establishing specific plans
to apply IoT to transportation systems. In
addition, technology development such as an
IoT security platform for IoT device protection
is also very active. Intel acquired McAfee, a
security specialist, and launched some products by
mounting security solutions on Intel's IoT
gateways. Verizon has developed security solutions
for cloud-based IoT device identification,
authentication, and communication data protection,
and GE (General Blectric) has also acquired security
company Waurldtech and is developing security
solutions for refineries, power grids, and medical

devices.

1.2 Importance of This Research

Since IoT security is vulnerable, there is a

possibility of invasion of privacy and,
furthermore, a possibility of developing into a
criminal target, so the development of a
communication security protocol between
sensors is very important. For example,

Fig. 1

product/service in which a scale is connected

shows an example of an IoT

to the Internet and can be linked with various

analysis functions and various services.
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Fig. 1 Device Level loT Security Vulnerabilities

The weight information measured by the user
is transmitted to the service provider's cloud,
and the user can check the information through
an application on a terminal such as a smart
phone. Although the mentioned flow of weight
information seems simple and the service is
simple, individual weight information can be
used for a wide variety of services. For example,
some IoT scales can upload measured personal
weight information to SNS such as Twitter
according to the individual's choice. Since this
is open information, insurance companies can
utilize the information to sell customized
insurance products to users. In addition, if you
are already an insurance subscriber, you may
want to influence the user by recognizing the
change in your health risk according to the
change in your weight and worrying about your
insurance loss. In addition, individual weight
information stored in the service provider may
be used for malicious purposes, and the service
provider may convert it into other information
with high added value from the viewpoint of
the company through analysis/processing for its
own benefit. In any case, since the data is used
against the will of the original data owner,
privacy infringement occurs. However, in this
situation, if the user of the scale (the owner of

weight information) wants to secure the right to



Research on Secure loT Lightweight Protocols 3

control his/her information, it is questionable
whether he can easily obtain the right to
control his own information in the current IoT
service environment. For instance, if a company
processes the information it holds and sells it to
a third party, the company that provided the
information will no longer have control over the
user's information after the sale. The processed
information will remain stored in its original
form. Since it cannot be regarded as
information of weight, it cannot be seen that
the first owner of weight information has
control over the information in this case. So far,
information processing and management has
been carried out by a single company, and
there has been no case where multiple subjects
are involved like in the [oT environment, so the
existing laws and systems related to privacy
need to be rearranged to suit the new IoT
environment. In addition to the aforementioned
possibility of invasion of privacy, as shown in
Fig. 1, if a malicious attacker intercepts the
information sensed by the scale and transmitted
through the wireless communication channel,
the attacker uses the information to infer the
user's physical characteristics, and it could be
used for malicious purposes. Since many IoT
devices and platforms do not implement
high-level technologies in access control and
authentication/authorization technologies, they
are relatively vulnerable to attacks. If the scale
has a motion sensor, an attacker can penetrate
the weak security system and gain control over
the sensor, making it easy to find out not only
personal weight information but also whether
or not you live in the house. As such, IoT
products and services have special security and
privacy issues, and because they are too broad,
it is important to develop IoT security
communication protocols at the national

level.

2. Related Work

2.1 Lightweight Protocols

Lightweight protocols are communication
protocols that are designed to be simple,
efficient, and easy to implement, typically
requiring less processing power, memory, and
bandwidth compared to heavier protocols. They
are often used in resource-constrained devices
such as sensors, IoT devices, and low-power
wireless networks. Here are some popular
lightweight protocols that are commonly used

for IoT and resource-constrained devices:

« MOQTT
Transport)

(Message  Queuing  Telemetry

* CoAP (Constrained Application Protocol)

* XMPP (Extensible Messaging and Presence
Protocol)

*  AMQP (Advanced Message Queuing Protocol)

o LwM2M (Lightweight M2M)

* GLoWPAN (IPv6 over Low-Power Wireless

Personal Area Networks)

The choice of protocol depends on the
specific requirements of your application and
the devices that you are using. MQTT and CoAP
are commonly used for IoT applications, while
XMPP is often used for real-time communication
and instant messaging. AMQP is a more
comprehensive messaging protocol that is used
for a variety of applications, including IoT.
LwM2M is a specific IoT protocol for managing
devices, while 6LoWPAN is used for low-power

wireless networks [1-3].

2.2 MQTT, CoAP, and XMPP Protocols
MQTT is a lightweight publish-subscribe

messaging protocol designed for IoT devices
and networks with limited bandwidth and
low-power capabilities. It uses a client-server

architecture where clients (devices) connect to
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a server (broker) and subscribe to topics of
interest. Fig. 2 shows the overview of MQTT

protocol[5].
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Fig. 2. MQTT Overview

The clients can then publish data to these to
pics, and the broker distributes the data to all
subscribers. MQTT is designed to be low overhe
ad, efficient, and easy to implement, making it
well suited for use in resource-constrained
environments.

CoAP allows for device-to-device communication,
as well as device-to-server communication, and
can be used for a variety of IoT applications,
including sensor networks and industrial
automation. Like MQTT, CoAP is designed to be
low overhead, efficient, and easy to implement,
making it well suited for use in resource-constrained
environments.

CoAP is a

protocol for IoT devices and networks that are

lightweight communication
designed to be simple, efficient, and scalable
[6]. It is based on the UDP (User Datagram
Protocol) and is designed to support RESTful
(Representational State Transfer) web services

[7]. Fig. 3 shows CoAP protocol overview.

Fig. 3. Overview of CoAP Protocol

CoAP allows for device-to-device communication,
as well as device-to-server communication, and
can be used for a variety of IoT applications, in
cluding sensor networks and industrial automati
on. Like MQTT, CoAP is designed to be low over
head, efficient, and easy to implement, making
it well suited for use in resource-constrained

environments.
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Fig. 4. Configuration of Extensible Messaging
and Presence Protocol (XMPP)

XMPP is an

communication protocol for instant messaging

open-standard, real-time
and presence information [8]. It was originally
developed for instant messaging applications
but has since been adopted for other use cases,
including IoT. XMPP uses an XML-based data
format for communication and is designed to
be extensible, allowing for the development of
new features and extensions. The protocol uses
a client-server architecture, where clients
(devices) connect to a server and exchange
messages in real-time. XMPP supports a variety
of communication modes, including one-to-one
messaging, group chat, and publish-subscribe,
making it well suited for use in a variety of IoT
and real-time communication applications. Fig.
4 shows the brief overview of XMPP.
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3. Proposed Lightweight Protocol

3.1. The most chanllenging in loT Lightweight
Protocols
There are several challenges associated with

IoT lightweight protocols, including:

* Interoperability: Different IoT devices use
different protocols, making it difficult for
them to communicate with each other. This
leads to the need for standardization and
interoperability solutions.

* Bandwidth and Latency Constraints: IoT
devices often operate on low-power
networks with limited bandwidth and high
latency. This makes it challenging to send
large amounts of data or to use complex
protocols.

e Security: IoT devices are vulnerable to
various types of attacks, such as eavesdropping,
tampering, and denial-of-service (DoS) attacks.
Lightweight protocols must be secure enough to
prevent these attacks and protect the privacy of
users' data.

e Power Efficiency: IoT devices are often
battery-powered and have limited energy
resources. This makes it important to choose
a lightweight protocol that minimizes power
consumption and extends the device's
battery life.

* Scalability: IoT is a rapidly growing field,
and the number of devices is expected to
increase dramatically in the coming years.
Lightweight protocols must be scalable to
accommodate this growth and accommodate
the increasing number of devices.

* Reliability: IoT devices often perform critical
functions and must be reliable. Lightweight
protocols must be able to ensure that data is
transmitted accurately and without errors,
even in challenging network conditions.

Terminals and sensors used in the IoT service

environment have limitations in their functions.
In particular, in the case of various sensors or
RFID(Radio

usable power and computational power are

Frequency Identification) tags,
limited. Therefore, it is difficult to apply a
high-level security technique applied to a
general computing environment. Therefore, it is
efficient

necessary to study an security

technique  different from the existing
techniques. In particular, IoT services are more
exposed to the threat of information leakage by
attackers because most of them communicate
through wireless networks. Therefore, in order
to minimize the threat of invasion of privacy
that may occur in the step of authenticating
people or objects when using IoT services,
encryption of transmitted data must be
preceded. In recent studies, it is necessary to
standardize the encryption method for the IoT
service environment in the future by analyzing
various techniques for applying lightweight
encryption and studying to achieve this in the
standardization stage. ZigBee (English: ZigBee)
is a standard technology for communication by
configuring a personal communication network
using a small, low-power digital radio. It was
created based on the IEEE 802.15 standard.
Zigbee devices use a mesh network method to
transmit data to destinations through several
intermediate  nodes, enabling wide-range
communication despite low power consumption.
Due to the characteristics of an ad-hoc
network, it is suitable for applications where
there is no separate central node. Zigbee is
used in applications requiring long battery life
and security while only requiring low
transmission rates. It has a transmission speed
of 250 kbit per second, and is most suitable for
data transmission for simple signal transmission
intermittent  data

such as periodic or

transmission or sensors and input devices.
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Applications include wireless light switches,

home power meters, traffic management

systems, and other personal and industrial
devices that require short-range, low-speed
The Zigbee
created to be relatively simpler and cheaper
than WPAN(Wireless

Network) technologies such as Bluetooth or

communications. standard was

other Personal Area
Wi-Fil[9]. Zigbee network provides security using
128-bit symmetric key encryption. For home
automation applications, the transmission
distance ranges from 10 to 100 meters in line of
sight, depending on output strength and
wireless environment[10]. The concept of direct
cost began in 1998, the first standard was
established in 2003, and revised in 2006. The
name Zigbee is derived from the bee dance

performed by bees returning to the hive [11].

4. Conclusion

In conclusion, lightweight protocols play a
crucial role in the Internet of Things (IoT) and
are designed to meet the communication needs
of resource-constrained devices and networks.
They are designed to be simple, efficient, and
typically requiring less
and bandwidth
compared to heavier protocols. Examples of
lightweight protocols include MQTT, CoAP,
XMPP, AMQP, LwM2M, and G6LoWPAN. The

choice of protocol depends on the specific

easy to implement,

processing power, memory,

requirements of the application and the devices
being used. Lightweight protocols are helping to
enable widespread deployment of IoT devices
and are playing a key role in the growth and

development of the IoT ecosystem.
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