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Preprocessing Technique for Malicious Comments Detection Considering
the Form of Comments Used in the Online Community
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ABSTRACT

With the spread of the Internet, anonymous communities emerged along with the activation of communities for communication between
people, and many users are doing harm to others, such as posting aggressive posts and leaving comments using anonymity. In the past,
administrators directly checked posts and comments, then deleted and blocked them, but as the number of community users increased,
they reached a level that managers could not continue to monitor. Initially, word filtering techniques were used to prevent malicious
writing from being posted in a form that could not post or comment if a specific word was included, but they avoided filtering in a
bypassed form, such as using similar words. As a way to solve this problem, deep learning was used to monitor posts posted by users
in real-time, but recently, the community uses words that can only be understood by the community or from a human perspective, not
from a general Korean word. There are various types and forms of characters, making it difficult to learn everything in the artificial
intelligence model. Therefore, in this paper, we proposes a preprocessing technique in which each character of a sentence is imaged
using a CNN model that learns the consonants, vowel and spacing images of Korean word and converts characters that can only be
understood from a human perspective into characters predicted by the CNN model. As a result of the experiment, it was confirmed
that the performance of the LSTM, BiLSTM and CNN-BiLSTM models increased by 3.2%, 3.3%, and 4.88%, respectively, through the proposed
preprocessing technique.
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Table 1. Example of Yaminjeongeum

Korean Replacement Example
word word
1 E E g - EX
2 | L1 o] - oI, ol
3 i H g -> EH
4 - 7 7t 71
5 L L U - Lt
6 F K ok -) oK

AT AR AY Hole, B B el 43
2 AQKE A 71E9 45 B SPA RS
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Input : Sentence

Syllable Separation Module,
| SSM

Separates Syllable to
Consonants and vowels

3 Korean Letter Conversion Module,
| KLCM
i
I

Conversion
characters to
images

Classification to Korean
letter using CNN model

e S |

Qutput : Preprossecing sentence

Fig. 1. Proposal Preprocessing

oA ATt g, EojA7|vt AMESH= 52719) SRjAvt
shgoto] APt FPo g A5t

Fig. 1 ARtz AAE 719 AA B HolF=
J9golt}. B30l A=W SSM(Syllable Separation Mo-
dule)ll A =2} B9, ZE SH0| st A2 23S
EZstct. o]F KLCM(Korean Letter Conversion Mo-
dule)ollAl ZF AA5 25, 718t £A=Z oA 2 HSkst
A, 3 A= CNN Zdo] o &3t Eate Heher

3.1 2A2 X2 28 HZE E2/ok= PE(SSM, Separates
Syllable Module)
SSM2 Yo g 5oj2 EAolA =g AT B ©
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AL 229 249 RFUAE([E ol&d =4 197,

B4 217, B4, 2842 o|Rol4 47| AEAS £2

oH12].
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Fig. 2+ 32 '@'S Eeshe A& Kol Idolt
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Table 2. Index of Korean Syllable[12]

%4 (Onset) %/d(Nucleus) Z/J(Coda)
0 al 3
1 T i A
2 | E T
3 = H N
4 s 1 v
5 a 1 %
6 =] q 5
7 . 1 =
8 =3 a z
9 A A} By
10 P28 o Eil
11 o 4] El
12 = a =
13 2 - TE
14 = - =
15 = il %
16 E - o
17 o T H
18 5 — W
19 - A
20 ] A
21 o
22 =
23 =
24 3
25 E
26 his
27 S
Tnput : <&
[ Syllable Separation Module, i """"""""""""""""""" 3

| SSM
i
i

1) <8 : 0xC54A(50,506)

2) 0xC354A(50,506) — 0xAC00(44032)

=6,474

3) Z4&(Onset): 6,474 // (28%21)
=11(0)

4) B8 (Nucleus) : (6,474 // 28) % 21

=0(H)

6,474 % 28
=6(%)

5) & (Coda) :

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Output: ‘0 |1’

Fig. 2. Example of the Processing of SSM
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3.2 122 Halol= PE(KLCM, Korean Letter Conversa-
tion Module)
KLCMZ 3.1904 &&d #AE2
CNNZ &3l &3 £A2 e
Fig. 3% KLCMOIA ¥Jat &9 dAjo|tt,

olulAz Wgkst

o

1) BALE o] 2 WEHConversion characters to Image)
o] 9] Pillow =Ho]E#F|[13]9] ImageDraw TSE
o] &3 3.1004 E2H EA=T 11 9 HFo] obd &4+
2 BT olnA = WHEstY S5 {6l dujo] Hig] £

7¥sto] oju]x] dlojg] Aoz Wasic},

Conversion characters to images

Classification to Korean letter using CNN model |

Output: 1 toA ts tec |t

Fig. 3. Input and Output Example of KLCM

E Korean Letter Conversion Module, [ '

| KLCM
;
!

Conversion characters to images

v

Input : Korean image of the Numpy array
Predict Korean through images

----- > Output to a number between 0 and 51
N > Converting predicted numbers to Korean as index

Output: T oA bs e [t

Fig. 5. Example of the Processing of Classification
to Korean Letter Using CNN Model

Fig. 4= 24 °ln|Alz Wdshks B9 dAoltt.

2) CNN 222 o]8%t sH2& E5(Classification to korean

letter using CNN Model)

19l #8& B3l =izl on|AE g=o] g
o] d&0o g 7 FX49] 03 51 Ate]9] YA Zha &4
gt FES ARt BE A2 B 9 HojAT]= 52
otk A2t HZo] JHE YAE A QlEAZk] s
Sh= BAE HIsiA S TeEh

Fig. 55 CNN 20| 322 ERFd=

AA7oA AHEEE CNN 22

o AJo]Tt,
Conv2D <3}

{Korean Letter Conversion Module, | |
' KLCM

For char in sentence:
Convert each character to an image
using the Python library

---> Characters converted to images
---> Append each image to an numpy array

'

Classification to Korean letter using CNN model

Output: T toatsteL |ct

Fig. 4. Example of the Processing of
Conversion Characters to Image

Input

Convolution Block

Conv2D | BatchNormalization | MaxPooling2D

Flatten

l

FullyConnected
Layer

l

Output

Fig. 6. Structure of KLCM's CNN Model
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Fig. 7. Example of Character Data : ‘7’

Fig. 8. Example of Character Data : ‘|’

Ot
=

El

i

et BHAIE fet ™

%2 71g 107

og!
s

AAE s HAE AHEH HlolH= &4 A Hol
B A|E[14]%} Korean Hate Speech Dataset[15]°]t}.
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W, 93 9AEA B, SIS Sletshe 2, 7 olo] ¥l
e F 842 wEHE wo| 842 dojg e
FAHUL (1512 Qo] Frae] RFolH +7F 9,381
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embedding 2 input

'

embedding_2

InputLayer

Embedding

Istm_4 | LSTM

Y

dense 2

Dense

Fig. 9. Structure of LSTM Model
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embedding_input

InputLayer

A

embedding

Embedding

) J

bidirectional(lstm)

Bidirectional(LSTM)

Y

bidirectional_1(Istm_1)

Bidirectional(LSTM)

4

dense

Dense

) J

activation

Activation

Fig. 10. Structure

of BiLSTM Model

37 gt Fig. 12+ ZF HAE
k2 Z(T1. Before Preprocessing), $H23} ZojA7| &
AQlotal HAE A ATE A(T2. Remove characters except
Korean and spacing) 12|31 Aokt HAZ 7|H(T3.
Proposed Preprocessing)& 283t Al 7}A] 7|90 gt
F1-Score Zlo]E HojFE= 3ot}

7]

embedding_1_input | InputLayer
Y
embedding_1 | Embedding
A
convld_1 | ConvlD
Y
bidirectional_2(Istm_2) | Bidirectional(LSTM)
A
bidirectional_3(Istm_3) | Bidirectional(LSTM)
A
dense 1 | Dense
Y
dropout_2 | Dropout
A
activation_1 | Activation

Fig. 11. Structure of CNN-BILSTM Model

LSTM =EojlA Atet AAe 71H(T3)e AAL 5
&2 ZA(T1)e] Hl8) Fl-Score’t 3.2% 2715133 3H2e
A et £AE AR AAS A(T2)o] 8] 2.26% S7FFA

90
87.36
88
86 84.02
84 82.48
82 79.88
80 78.43 77.52
8 7523 /Y7 7658
76 -
74
72
70
68
LST™M BiLSTM CNN-BiLSTM

M T1. Before Preprocessing

B T2. Remove characters except Korean and spacing

M T3. Proposed Preprocessing

Fig. 12. Compare Each Technique with F1-Score
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o} BiLSTM ZEojA T3: T1o] B8] 3.3% Z7HH T2
R} 2.35% 271519tk CNN-BiLSTM 2doAE T1, T2
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