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Security Analysis of Remote Healthcare System in Cloud-based IoT Environment

Kwon Jaemin - Hong Sewoong - Choi Younsung

{Abstract)

As computer performance is leveled upward, the use of IoT systems is gradually expanding,
Although IoT systems are used in many fields, it is true that it is difficult to build a safe system
due to performance limitations. To overcome these limitations, many researchers have proposed
numerous protocols to Improve security issues. Among them, Azrour et al. except. We proposed
a new efficient and secure authentication protocol for remote healthcare systems in a
cloud-based IoT environment, and claimed that the new protocol could solve the security
vulnerabilities of the existing protocols and was more efficient. However, in this paper, through
the security analysis of the remote healthcare system in the cloud-based loT environment
proposed by Azrour et al, the protocol of this system was found to be vulnerable to
Masquerade attack, Lack of Perfect Forward Secrecy, Off-line password guessing attack, and
Replay attack.

Key Words : Security Analysis, Cloud—based IoT, Authetication Protocol, Remote User
Authentication
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Symbol Signification
Ui User(Medical professional)
1D, Identity of Ui
PW, Password of U;
SN; The sensor node
IDsni Identity of sensor node
(@3} Cloud server
Xs Secret key of CS
Kessni Shared key between CS, SN;
T, T, Ts, Ty The current time
A aE,;,b,C,c D Random numbers
h Hash function
D XOR operator
|| Concatenation operator
! Elements from exterial
? Validation
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1. Selects ID;, Pw;
and random numbers aand b
2. Computes
MIDi =h(ID, a)
MPWi = h(ID, PW,, b)
{MID, MPW}

{v, c}

Smart card ¢ {V, MID,, a, b, c} 1. Selects random number ¢
2. Computes
V=h(MID, || X5) © h(MPW, || c)
Stores {MID, c} in Database
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1. Receives V;, MID/, IDSN/, A, T,
2. Verify if MID," and IDSN;’ exists in DB
3. Validates ID/, PW;
W, = h(MID;, | | X;)
v, 2= hiw, || A)
1. Inputs ID/ and PW/ 4. Selects T,—T,’ <= AT, random 1. Receives V,, MID/, B, T,
2. Validates ID/ number B 2. Computes
MID, ?= h(ID; || a) 5. Computes HID; = h(MID/ || IDSN;)
3. Computes W, = HSK; @ h(IDSN; | | X) 3. Validates IDSN;, KCS-SN;
X, =V @ h(h(ID; || PW/ [ b) || ) HID, = h(MID, | | IDSN,) V, ?= h(HID, || SK || B' || T,')
Vv, =h(X, || A) V,=h(HID, || W, || B || T,) 4. Selects T; — T,’ <= AT, random number C
{V;, MID,, IDSN;, A, T } —_— {V,, MID,, B, T,}
y, I | cs [ | SN,
{V,, IDSN,, D, T,} {V3, HID,, IDSN,, C, T5}
1. Receives V,, IDSN/, D, T, 1. Receives V5, HID/, IDSN/, C’, T, 5. Computes
2. Validates MID, IDSN, 2. Validates IDSN,, MID; Vy=h(MID, || IDSN, || SK, || C || Ts)
V, ?=h(X; || MID; | | IDSN; || D" || T,) V3’ ?= h(MID, I Wy [ C ] Ty)
3. Computes 3. Selects T,— Ty’ <= AT, random number D
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<Notice>
: External input (MID;" = MID, from the other node, MID, = MID, which saved locally)
e : Validation (x ?< 10 = Is x smaller than 10?)
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1. InputsID;, PW,
2. Validates ID;
MID, ?=h(ID/, a)
MPW, = h(ID, PW, b)
3. Selects new PW*, random numbers a*, b*
4. Computes
MID;* = h(ID, | | a*)
MPW,* = h(ID, || PW;* || b*)
MU, = Eq(MPW, | | MPW,* || MID, | | MID* || V)

{mMu}

T

ms}

1. Dg(Ms)=V* || c*
2. Replaces
Smart card ¢ {V*, MID*, a*, b*, c*}

1 Decrypts MU/
Dyg(MU/) =MPW;" | | MPW* || MID] || MID* || V/
2. Validates ID/, PW;
V2=h(MID; || X;) @ h(MPW/ || c)
3. Selects random number c*
4. Replace MID, c by MID*, c*
5. Computes
V¥ =h(MID* || X;) @ h(MPW* || c*)
MS, =Eg(V* || c*)
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3. A computesV,"=h(X," || A") _ - B
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4,2 Lack of Perfect Forward Secrecy

159 EZEFHO| Perfect
Forward Secrecys RHgdTii FAgich shA|Rt
Perfect Forward Secrecy+= H|'27]9} -2 4
(Long-Term Key)7} &5tk AA7]E AXts|
ofE $JoF T=HTH30]. AT Azrour et al.
3 TREZNA FAAT} A7H 7] o}
= A5, <19 559 ofgf o] AHs Fa AA 7]

Azrour et al.2

dolz A 4 9l7] wlFol Perfect Forward

Secrecy S WHESlA] Sgith

(1) A% A7t AREARE AR RIS ZEA 8
& BT

Q Cse AT ARl A 2oz Q43
SNist 15 ZE2AAE A I vpA g A4
£ whEo] ARgAe T4 FHIE

() AR A7F Z71HRL 719 X' &L gl ¥
N ENEE S8 AEH= MID; IDsvre 53
o} ARgAe Cs 2te) A7) Sy = Ax /)

MID; || IDsy) = HHMID; |] Xs) ]] MID; ]/

D)= & 4 drh T, <ad 55004
Ds 2t MID= #HA B4 W8-S B3 & 4 9l
ov g A 3A AR E Axked & gtk 2
Y B2 Azrour et alo] AoE TREITL

Perfect Forward Secrecys WHrst#| %ghtt.

344 Wb 4714 719 XeE
SAE T3l AEEe MID,
/] Ds) = HMID; | Xs) || MID; || IDsx) 72
of oigiste] AREAReE CS 7He] AATIE 5T —’F
At} 1HEE Perfect Forward Secrecy s H3314]
xeth

I:I {Vy, MID;, A, IDSN;, T,}
U; =

| Adversary A |

cs

SN {V,, MID, A, IDSN,, T}

~

~

Knows X

1. A who related with CS and knows X
takes {V;, MID, A, IDSN,, T}
from previous communication
2. Asends{V,, MID, A, IDSN,, T,} to CS
3. CSrecognizes A as a proper user
and proceeds authentication
4. CScomputes Sy, =h(W; || MID, | | IDSN;)
5. Acomputes Sy, = h(h(MID; || X;) || MID; | | IDSN))
and pretends U, consistently

<23 5> Lack of Perfect Forward Security

4.3 Off-line Password Guessing Attack
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{V,, MID, A, IDSN,, T}
SC; : cs
1

. |
{V,a,b,¢,MID} T =l_ j V)

| Adversary A |

1. A takes {V,}from previous communication

2. Atakes{V,a, b, c, MID;} from SC,(U;’s SmartCard)

3. Ainputs ID; and PW;'so that A can speculate ID;, and PW;
MID, ?=h(ID/" || a)
V; ?=h(V e h(D; |1 PW/ || b) || <)

<2¥ 6> Off-line Password Guessing Attack
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