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Cyber Threat Military Response Strategy Using
Information Security Risk Management

Jincheol Yoo

ABSTRACT

The 4th Industrial Revolution technology has emerged as a solution to build a hyper-connected, super-intelligent
network-oriented operational environment, overcoming the obstacles of reducing troops and defense budgets facing t
he current military. However, the overall risk management, including the increase in complexity of the latest inform
ation technology and the verification of the impact with the existing information system, is insufficient, leading to s
erious threats to system integrity and availability, or negatively affecting interoperability between systems. It can be
inhibited. In this paper, we suggest cyber threat response strategies for our military to prepare for cyber threats by
examining information security risk management in the United States in order to protect military information assets

from cyber threats that may arise due to the advancement of information technology.
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