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A Study of Quantitative Characterization of Physically Uncloanble Functions

Moon-Seok Kim™

ABSTRACT

Applications on physically unclonable circuits (PUFs) for implementing and utilizing security protocols with hardware is
on the rise. PUFs have the capability to perform functions such as authentication, prevention of replication, and secure
storage of critical information in integrated circuits and security systems. Through the implementation of physically
unclonable circuits, a wide range of security features, including confidentiality, integrity, and availability, can be applied.
Therefore, PUFs are promising candidate to build secure integrated circuits and hardware systems. However, in order that
PUFs possess security features, PUFs should possess characteristics such as unpredictability, uniqueness, and robustness
characteristics. This study provides a detailed explanation and introduction of the methods to characterize the PUF
properties. By applying the results, it becomes possible to quantitatively evaluate the characteristics of implemented PUFs
and assess their availabilities for security system applications.

Key words : Physically Unclonable Functions(PUF), Unpredictability, Uniqueness, Robustness, Authentication,
Random number generation
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(2) Toextractthe number of different logic values
- Hamming distance (HD) = 62/128 = 48.4%

(27 9) <18 F LA AL A4
ofg] Aak= Qe 3 W A At HAE BE
c}.
@ 2 3 Chip#l¥# Chip #2¢] PUF $% F%
@ Chip#l ¥} Chip #29] 22 F4 PUF $4 Alel9]
s AgEs ALt
@ AA A 5 o S8 Al vES AN
@ O-09 B4E A 3ol iste] k&

ob) WA A A Y A AN % A

O 99 48 Al thstel PUFS] A 39L& F%

= H
@ 29 ol ALL 102 o4 Aw
® 29 Hol A0S Al PUF $4 A5%
@ @3 ® NN 2EF PUF S5 819 Azl
At

® A A st A Ao was Avg
® O-G H4e AYF Aol tiste] wE ),

Solge 7 wie =g 4 8 Al Ay
@t E QY A Ak g vase] Qe

Gl



148 gatwol=Ex #2378 A5E (2023. 12)

Word line Word line
—
] "
o| mo ol m
£ I:|l Elo u logic ‘0’
=| mmo =(m L
gl s Rl
EOOCENCEEONOONEE n m W DOitogglad cells
mO00OEECOEONOOEEO H

<Initial PUF response>

<Intra-chip Hamming distance>

(1) Toextractthe number of cells whose logic value is toggled
amongall cells

(2) To extract ratio between toggled cells and entire cells
- Hamming distance (HD) = 7/128 = 5.5%
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