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Reinforcement Learning-Based Resource exhaustion attack
detection and response in Kubernetes

Ri-Yeong Kim®*, Seongmin Kim**

ABSTRACT

Kubernetes is a representative open-source software for container orchestration, playing a crucial role in monitoring a
nd managing resources allocated to containers. As container environments become prevalent, security threats targeting con
tainers continue to rise, with resource exhaustion attacks being a prominent example. These attacks involve distributing m
alicious crypto-mining software in containerized form to hijack computing resources, thereby affecting the operation of the
host and other containers that share resources. Previous research has focused on detecting resource depletion attacks, so t
echnology to respond when attacks occur is lacking. This paper proposes a reinforcement learning—based dynamic resource
management framework for detecting and responding to resource exhaustion attacks and malicious containers running in
Kubernetes environments. To achieve this, we define the environment'’s state, actions, and rewards from the perspective of
responding to resource exhaustion attacks using reinforcement learning. It is expected that the proposed methodology will
contribute to establishing a robust defense against resource exhaustion attacks in container environments

Key words : kubernetes, reinforcement learning, autoscaling, resource exhaustion attack
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<Table 1> Related works on RL based Cloud Auto-scaling

Related . . o RL
State Action Reward metrics Virtualization .
work Algorithnm
Number of pods .
) ) Q-learning,
Khaleq et al (min, max, current), . . Microservices,
o Horizontal Response time ) SARSA,
(5] Resource utilization, Container
. DQN etc.
Response time
. Nurber of resources .
Horovitz et a o Threshold Response time, VMs, .
allocated to the application . o . Q-learning
[6] . adjustment CPU Utilization Container
(VMs, Containers)
Response time, Q-Learning
. Number of CPUs, e
Veni et al . . Resource Utilization, + Neuro-Fuz
CPU time, Vertical VMs .
[7] ] Throughput, zy function a
Memory size o L
SLA violation pproximation
Nurrber of user requests, Response time,
Bhd Baifaet d VM utilization, . Resource Utilization,
) Horizontal VMs SARSA
[ Response time, Throughput,
Throughput SLA violation
. Number of containers, . Availability, Q-learning,
Rossi etl al o Horizontal ) )
CPU utilization, ] Response time, Container Dyna-Q,
[9] + Vertical o
CPU share Resource Utilization Model-based
Concurrency limit,
Zhang et al o Concurrency . .
[10] CPU utilization, it Throughput Container | Q-learning
Memory utilization
*Horizontal : scale-out/in , Vertical : scale-up/down
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