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Abstract

As seen in the case of the Boeing 737 Max accident, the proportion of aircraft software is rapidly increasing. However,
itis vulnerable to safety issues. In case of domestic aircraft software, to operate a Light Unmanned Aerial Vehicle (LUAV)
less than an empty weight of 150 kg, safety certification is required for an Ultra-Light Vehicle (ULV). However, software
certification procedure is not included. Since the use of LUAVSs has increased recently, software verification is required.
This paper proposed a checklist of LUAV software that could be applied to LUAV referring DO-178C, an aviation
software certification standard. A case study of applying the proposed checklist to the Model-based Development-based
Helicopter Flight Control Computer (FCC) project currently used by domestic and foreign advanced companies and
institutions was conducted.
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AnEE (FAA Federal Aviation Administration)
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Table 1 Classification of UAS Certification Standard

Issuin
Agency/Orgar%ization Standard Type MTOW
FAA .
(Federal Aviation Part 107 ;;?ae]i <25kg
Administration)
JARUS CS- Fixed
(Joint Authorities LUAS <T50K
for Rulemaking
Unmanned Aircraft €S- Rotary g
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STANA 150 =
G 46717 20,000k
Fixed g
NATO STANA <150k
(North Atlantic G 4703? g
Treaty Organization) STANA 150 ~
G 47027 3,175kg
STANA | O 10k
G 4746Y g

1) UAS Airworthiness Requirements

2) Light UAS Airworthiness Requirements

3) Rotary Wing UAS Airworthiness Requirements

4) Rotary Wing Light UAS Airworthiness Requirements
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Table 2 Military UAV Software Certification Criteria
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Table 3 DO-178C Software Level
SW Failure Number of Required
Level Condition objectives independence

A Catastrophic 71 30

B Hazardous 69 18

C Major 62 5

D Minor 26 2

E No safety 0 0

effect

2.4 HIB|AE HHHE
AZE o] HANSoftware Inspection)¥ 7|44 1Y
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Technique & 47M1A4 %2 EF¥ U} Fig. 12 AZE 9
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ofel tigk A VMo R dxAHer AF vk ¢
(DBR, Defect-based Reading), #% 714t ¢171(PBR,
Perspective-based  Reading), AIAZH=E 7]|H
(Checklist technique) & o&]7kA] 7]Ho] EA| gt}

Defect

Defect || Defect I o
Correction | .-l 0

Detection Collection }»

\m/

~~._|_Planning ‘Overviewﬁ

/

+ Organizer
+ Moderator .
* Inspector « Requirements

Technical Dimension i
+ Author - + Design
+ Recorder m of Software Inspection m + Code
* Presenter » Test cases

/// Reading Techniques \

+ Ad-hoc technique + Defect-based Reading

* Checklist technique + Function-Point Reading
» « Reading by Stepwise Abstraction

« Perspective-based Reading
Fig. 1 Technical Dimension of Software Inspection
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Table 4 Considerations of DO-178C for LUAV’s
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Table 5 Comparison of Probability of Failure
Conditions for Aircraft and Rotory-wing UAS

(STANAG 4702)
Probability / Classification
Severity of Aircraft Rotory-wing UAS
Failure condition (150kg~3,175kg)
Extremely P<10E-9 P<10E-6
Improbable /
Catastrophic
Extremely 10E- 10E-6<P<10E-5
Remote / 9<P<10E-7
Hazardous
Remote / Major 10E- 10E-5<P<10E-4
7<P<10E-5
Probable / 10E-5<P 10E-4<P<10E-3
Minor
Frequent / No - 10E-3<P
effect
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Table A-1 Software Planning Process
£ | npplicability by Control Category
Hipcig 3 Software Level e by Software Level
Description Ref |[Ref | A [ B[ C [ D |Daaitem Ref [A[B[CD
355 PSAC 111 [CRNCA O]
c
P 1
The activties of the a2 e 1 jo|jojeje
1 | software life cycle a1a |y55 |©| 0|0 |0 |sw 13 |O|o|le|e
processes are defined bor SeM Plan w |ololele
421
43c SQA Plan 1s | 0)|0|@|@
The software Iits PSAC 1 o|o|lo
cyclefs), including the e
inter-relationships SDP 12 ([O|O|@
between the processes, 42
2| their sequencing 41b |45, (OO0 sve 1w | 0jo|e
feedback mechanisms. SCM Plan 14 |O(Q| @
and transition criteria, is
defined. SQAPlan ns 00|

Fig. 3 DO-178C ANNEX A Table
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Fig. 4 Verification of Outputs of Software Design
Checklists(Process)

A xnEQo] 1= A& A (Plan for Software Aspects of Certification) | 22| AE

Agely =
Yes | No | N/A -

o
23

1Nl e

2 |amEqol e 11.1b
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Fig. 5 PSAC Checklists(Output)
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Fig. 6 Checklists Development Results
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4.3.1. A&l =2 M A(Planning Process)
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At A Algste FElFE Al=de FCC o (Flight
[~ ActuatorLoop |
PositionFeedback
Act_Post
ActuatorCommand|_+cD)
= )

@ vP:|o|,gs:'5fz:;’:,:; - lal i
ot g L e ActuatorControl 1

+[Pilot_phi_cmd
Pilot_phi_cmd phi_cmd|
s[Pilot_r_cmd

Pilot_r_cmd

r_cmd|

theta_t
phi_cmd

r_cmd

actuator_t

LEIE

A°' e PositionFeedback

s/ ActuatorCommand|—+2>
5 Actuator2
+PositionCommand
ActuatorControl2

AHRS voter voted_fb
—{AHRS1
AHRS1

fb)

AHRS2

D—+AHRS3
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D
Act_Pos3
2]
] ‘ActuatorLoop
+|PositionFeedback

ActuatorCommand|

D
Actuator3
P ommand

ActuatorControl3

Fig. 8 FCC(Flight Control Computer) Model
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A ZEA A FRls g @R AZATE QlF
Fro]  AEFsoF e FA R PSAC(Plan  for
Software Aspects of Certification)©] 2t} PSACL
AxEde] QAF AR HZESC gho]ZAtelF
lo]g e} Z2 A2 gigh AubAQl W§-g R 9l
= A8 Aot

Simulink Tool®] DO-Qualification Kit= DO-178C
A3 diellA PSACOl xEgslofjol & 2l 11.19]

N2E AR, ZZESS] AL, AF weAF, ol

Alo]lE 5S& ¥3F3 PSAC templateE A 3-3ti[18].
a3 DO-178C A F W Al Z@ZA 2o A PSAC

2] 87FA] Ar&EZEo] W template®™ A FEo] A E

X2 A 2o FFEHE 87FA ObjectivesE: =T
NEF A Ygio)

ol#f o] Fig. 9+ DO-Qualification KitollA A& 3+
PSAC template®] Ex}¢} Fig. 404 A A3 PSAC A|
A 2E H q5 F dFE Zo] yEdlen, ¥4
oA gk gl sl Habdd drd =] &
< &2kt

HAZAE B &2 DO-Qualification Kit Template

DO Qualification Kit
Plan for Software Aspects of Certification
(PSAC)

0 LELE

Contents

b ? ]
AZEY0] 4R |( 9, ¢ 1“ - ¢

4
T
i 7 Software Overvew. 7]
1
o

3 |95 DaAg

Fig.9 PASC Template Table of Contents for Checklists
Item

4.3.2. 7§k = 2 AM|A(Development Process)
AZESo] s ZRAAE FJAFHA PG F
P2 AT Z2A oA AR A} S E
=59 4.3.19 A ZRAxdA Aodk g 2
EAAE AZEY O] s -’1‘—"533}74] Hoh
Simulink =FAAE AXFE #3sl7] 913 Low
Level Requirement % O}ﬂﬁlﬂﬂ Z FHEHAEA
grolst 4= 9l+&= DD(Design Description) HI2XEE A}
dste 71es AdErt. A4d" DDE EEe] Root
System, Subsystem®l] § A3} Parameters2] U
£5 2ltl. DD®] Software Requirement,
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Table 7 Verification Process Case Study Results(FCC
Simulink Certification Data)

Test Report

Simulink DO-178C Table A-3 ~ 7
Certification (Verification/DAL C Objectives)
Data
.SW A-3.1 HLR comply with SR
Requirements
Simulink Model A-4.1 LLR comply with HLR
SW Design A-4.8 SW architecture is
Description compatible with HLR
A-4.13 SW partitioning integrity is
confirmed
Traceability A-3.6 HLR are traceable to SR
Report A-4.6 LLR are traceable to HLR.
Model Coverage A-3.4 HLR are verifiable
Report A-3.5 HLR conform to standards.
REQ_based A-7.3 Test coverage of HLR is

achieved

Model Advisor

A-4.5 LLR conform to standards.

Conformance A-4.12 SW architecture conforms
Report to standards
Design Verifier A-3.2 HLR are accurate and
Report(Error consistent.
Detect) A-3.4 HLR are verifiable.

A-3.7 Algorithms are accurate
A-4.2 LLR are accurate and
consistent

A-4.7 Algorithms are accurate
A-4.9 SW architecture is
consistent

Test Report
(LLR_based test
generate)

Test Coverage
Report(LLR_SIL)

A-7.1 Test procedures are correct
A-7.2 Test results are correct and
discrepancies explained

A-7.4 Test coverage of LLR is
achieved

Source Code
(SO)

A-7.7 Test coverage of SW
structure (statement coverage) is
achieved.

Code Inspection

A-5.1 SC complies with LLR

Report A-5.2 SC compiles with SW
Source Code architecture
Standard(SCS) A-5.4 SC conforms to standards
Conformance A-5.5 SC is traceable to LLR
Report A-5.6 SC is accurate and
consistent
EOC A-6.1 EOC complies with HLR
Certification A-6.2 EOC is robust with HLR
Data A-6.3 EOC complies with LLR
(PIL MODE) A-6.4 EOC is robust with LLR

A-6.5 EOC is compatible with
target computer.

A-7.1 Test procedures are correct
A-7.2 Test results are correct and
discrepancies explained

A-7.4 Test coverage of LLR is
achieved

T At ol¢} #F™Ete] AFAY2AE &I Simulink

Test Coverage ReportZ Fig. 113} o] velyit}

Test Cases and Results | | Test Coverage Result

Report Generated by Test Manager

Summary

Name Outcome  QUration Results: 2022-Jun-16 16:06:08
50 33706 Result Type: Result Set
T8 1048 Parent: None
30 19428 Start Time: 2022-06-16 16:06:12
& s End Time: 2022-06-16 16:06:46
2 o9 Outcome: Total: 5, Passed: 5
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