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요 약

현대 사회에서 스마트홈은 사람들의 일상생활의 한 부분이 되고 있다. 전통적인 스마트홈 시스템은 보안, 

데이터 집중화, 위변조 같은 문제들을 내포하고 있으며, 이러한 문제들을 해결하는 기술로서 블록체인이 각광

받고 있다. 본 논문은 홈과 블록체인 네트워크 부분으로 구성된 블록체인 기반 스마트홈 시스템을 제안한다. 8 

개의 노드로 구성된 블록체인 네트워크는 도커 환경에서 하이퍼레저 패브릭 플랫폼에서 구현된다. 데이터 전

송 보안을 위하여 ECC 암호화 기술이 사용되고, RBAC가 네트워크 회원의 인증을 관리한다. Raft 의사 결정 

알고리즘은 분산처리 시스템의 모든 노드에서 데이터 일관성을 유지하고, 블록 발생 시간을 줄인다. 노드들이 

스마트홈 데이터를 안전하고 효율적으로 접근하도록 스마트 컨트랙트가 쿼리와 데이터 전송을 제어한다. 실험 

결과는 많은 동시 접근 하에서 안전한 평균 쿼리와 서브밋 시간이 84.5 [ms]와 93.67 [ms]로 유지되고,  모의 

패킷캡쳐 공격에서 전송 데이터가 안전하다는 것을 보여준다. 

ABSTRACT

In modern society, smart home has become a part of people's daily life. But traditional smart home systems often 

have problems such as security, data centralization and easy tampering, so a blockchain is an emerging technology that 

solves the problems. This paper proposes a blockchain-based smart home system which consists in a home and a 

blockchain network part. The blockchain network with 8 nodes is implemented by HyperLeger Fabric platform on 

Docker. ECC(Elliptic Curve Cryptography) technology is used for data transmission security and RBAC(role-based access 

control) manages the certificates of network members. Raft consensus algorithm maintains data consistency across all 

nodes in a distributed system and reduces block generation time. The query and data submission are controlled by the 

smart contract which allows nodes to safely and efficiently access smart home data. The experimental results show that 

the proposed system maintains a stable average query and submit time of 84.5 [ms] and 93.67 [ms] under high 

concurrent accesses, respectively and the transmission data is secured through simulated packet capture attacks.
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Ⅰ. Introduction

In recent years, the Internet of Things (IoT)[1-2] 

has attracted more and more attention as an open 

and comprehensive intelligent network that 

automatically processes data and shares information. 

As the hardware technology increases, there is 

more room for development in the IoT sector[3]. 

According to the GSMA's Mobile Economy 2020 

report, the Internet of Things reaches 24.6 billion 

connections by 2025 with a compound annual 

growth rate of 13%1). The development of IoT 

significantly improves the intelligence and 

informatization of the whole society[4].

Smart home is one of the main applications of 

IoT. With the continuous development of 

Information and Communication Technology(ICT) 

and IoT, the function and role of the smart home 

are also developing[5]. According to Stratecast, the 

global smart home market is estimated to grow by 

more than $7 billion by 2025[6]. However, 

traditional smart home systems suffer from a lack 

of centralized trustworthiness, excessive device 

authorization, and complex control frameworks[7]. 

User privacy leakage and security problems also 

bring new risks and challenges[8] to the IoT.

Blockchain[9] aims to be a safely distributed 

database architecture for all digital asset 

transactions performed in the storage platform. It 

ensures the data integrity of IoT devices[10] and  

provides a secure and scalable framework for user 

privacy leakage. Blockchain not only ensures 

information security but also solves the 

shortcomings of traditional smart home 

centralization. At present, there are very many 

smart home system solutions. 

Madani[11] proposed a child-centric smart home 

solution that shares information collected about the 

activities of children with external parties. In this 

1) https://www.idc.com/getdoc.jsp?containerId=US47678515 

(accessed on 30 July 2022).

system, the data is processed locally and an 

attacker may access the sensor nodes illegally, 

threatening the confidentiality of the information.

Namdeo[12] proposed a smart home system for 

power management that relies on the collaboration 

between individual components to conserve energy. 

All nodes in this system communicate with a 

single Web Server. If this Web Server crashes, the 

entire network cannot work.

Lin[13] proposed traceability and privacy 

protection of access policies, using group signatures 

and message authentication codes for identity 

authentication. The system was built on a public 

chain which resulted in high communication 

latency. Although the communication latency was 

optimized in this paper, it was still much longer 

than the traditional smart home system.

Ma[14] built the prototype system with a 

Raspberry Pi(RPi), a DHT11 temperature and 

humidity sensor, and the Blynk App. The authors 

used Ethernet to create a decentralized application 

that simulates a smart home application. In this 

system, Ethernet has a blocking time of about 15 

seconds, and there will be a large delay in data 

submission. Also, the Blynk App was stored in a 

smart contract, and each call incurred a transaction 

fee, which increased the cost of running the 

system.

 Among many blockchain platforms, Hyperledger 

Fabric(Fabric)[15] has modular architecture 

management compared to other blockchain 

platforms. Docker containerization technology[16] as 

a runtime environment for Fabric is another 

manifestation of virtualization technology, which is 

an open-source lightweight virtualization container 

engine application written in Golang.

This paper proposes a blockchain-based smart 

home system with the distributed data storage on 

Hyperledger Fabric and docker for stable and high 

throughput. The smart contracts are written to 

make a user access the blockchain network more 
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secure and faster, and the asymmetric encryption 

algorithm is used to secure the system data 

transmission. 

This paper is organized as follows: Section II 

presents the deployment of the proposed system 

layers, the structure, and the workflow. Section III 

shows the results and comparison. In Section IV, 

we conclude the paper.

II. System Design

2.1 System Layers

The smart home system has four deployment 

layers in our system: device, gateway, blockchain, 

and application as shown in Fig. 1.

At the device layer, the sensors collect 

information and communicate with the controller 

that stores the data in a local database. and is 

responsible for communicating with the router.

그림 1. 시스템 계층
Fig. 1 System Layers

The gateway layer has a router that exchanges 

data on the blockchain network. Data is sent 

through the router to the blockchain nodes.

The blockchain layer records the operation logs 

and data information of each node in the network 

and defines the rules of interaction in the network.

The application layer is a web page and a 

Node.js based client. The user accesses all the data 

within the permissions through the web page and 

performs conditional queries through regular 

expressions. The client adds, deletes, and checks 

data in the database.

2.2 Proposed System Structure

The proposed system architecture consists of a 

home part and a blockchain network part as 

depicted in Fig. 2.

그림 2. 제안된 시스템의 다이어그램
Fig. 2 Diagram of the proposed system

The home part includes some sensors, RPi, 

routers, etc. and the blockchain network consists of 

several nodes. Each home in different regions can 

access the nearest 'peer' node. A node in Fabric 

belongs to its’ corresponding organizations(Org), 

and the Org independently manages the nodes, 

users, and certificates. In each Org, a 'peer' node 

is selected as the endorsing peer, which is 

responsible for checking the  transactions of 

requests and giving credibility to the transactions. 

The Raft consensus algorithm[17] selects the 

endorsing peer. The endorsing peer continuously 

sends to other peers heartbeats that are messages 

to confirm whether the peer is still working. When 

the endorsing peer is crashed, the heartbeat stops. 

Then the remaining peers initiate a vote to select a 

new endorsing peer. The network also includes an 

ordering service that is responsible for ordering and 

generating blocks of transactions. The ordering 

service keeps the database consistent for each peer. 

Channel is a bridge between different Orgs, and 
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Orgs share data only in the same channel. The 

channel keeps all the protocols and information 

required to communicate and the transactions 

between Orgs are recorded in the ledger as a form 

of blocks. Orgs that join the same channel have 

the same ledger. The policies of consensus and 

signature rights are recorded in the channel. 

CouchDB[18] is used for the database on the 'peer' 

node and a cache size of 64M is set to reduce the 

latency of accessing the database. Fig. 3 shows the 

complete structure of the Org.

그림 3. 제안된 조직 구조
Fig. 3 Proposed structure of the Org

Each Org has a Certificate Authority(CA) and 

Member Service Provider(MSP). The CA is 

responsible for issuing certificate files to each 

member(Peer, users, devices) of the network. This 

system uses ECC algorithm to generate the public 

and private keys and uses the Elliptic Curve Digital 

Signature Algorithm(ECDSA)[19] for signing. The 

MSP stores all certificates and public keys of the 

current Org, so the MSP is used to manage all 

members of the organization and authenticate all 

identities. The CA and MSP of each Org are 

independent and each Org manages its users 

independently.

Each node in the Org has a ledger and a 

database. The ordering service makes all ledgers 

and databases always consistent. The ledger 

records all access requests and forms a 

tamper-proof chain through a hashing algorithm. 

The database stores the data of each home which 

is queried or added by access requests. The 

workflow for identity issuance and transaction 

requests is shown in Fig. 4.

그림 4. 신분증 발급 및 거래 요청 워크플로
Fig. 4 Workflow of Identity Issuance and 

Transaction Request

When making a network, the network 

administrator first makes the Orderer Service and 

CA nodes and generates a certificate file for the 

Orderer Service. Then, the Orderer Service 

generates certificates and secret keys for all peers 

in the Org through the CA. A peer also generates 

certificates and key pairs for users and devices 

within the node through CA. All generated 

certificates and public keys are backed up in the 

MSP, and role-based access control(RBAC) is used 

to manage the permissions of these certificates. In 

this system, the certificate of the Orderer Service 

node is given the highest privileges. The highest 

privileges include adding network nodes, querying, 

and submitting data. The privileges of the 'Peer' 

node include querying and submitting data. User 

privileges include only querying data, and device 

privileges include only submitting data. RBAC 

makes it easier to preserve the relationship between 

roles and permissions. The user and RPi send 

signed transaction(Tx) requests to the endorsing 

peer through the client, and Txs are encrypted by 
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the public key of the endorsing peer. The 

endorsement peer then verifies the legitimacy of Tx 

initiator through the MSP. If the identity is 

legitimate, the endorsing peer simulates running the 

request within Tx, but does not record the result 

in the ledger. The endorsing peer then signs on Tx 

and the result. After encryption, the result is 

returned to the client. If Tx is a query request, the 

user gets the data in the returned result. If Tx is 

a submission request, the client packs Tx, the 

result, and the signature together as a packet 

which is sent to the ordering service. The ordering 

service sorts Txs and creates blocks. Whenever a 

new block is created, the ordering service 

broadcasts it in the blockchain network using the 

Gossip[20] protocol. The 'peer' nodes in the 

network then update their ledgers and databases 

upon receiving the blocks.

III. Results and Analysis

In this paper, one PC and two RPi's were used 

for the experiments and the hardware and software 

configurations are shown in Table 1.

표 1. 하드웨어 및 소프트웨어 구성  
Table 1. Hardware and software configuration

Hardware

CPU i7-8750H

Memory 8G * 2

Hard Disk 512G

Software

OS Ubuntu 22.04 LTS

Docker v20.10.17

Docker-Compose v1.29.2

Golang v1.18.3

Node.js v12.22.9

Hyperledger Fabric v2.2.0

The system uses Docker on the PC to simulate 

all nodes of the blockchain network. DHT11, 

MQ-2[21], RPi camera module 2 NoIR(No Infrared 

filter)[22], and HC-SR501[23] are used in the home. 

The local database of RPi uses SQLite[24].

In this paper, smart contracts are written in 

JavaScript and contain functions for querying and 

submitting data. This smart contract provides APIs 

for client-side calls. On the Node.js-based client, 

'queryTest.js' is used for the user to query data, 

and 'submit.js' is used for the RPi to submit data. 

Fig. 5 shows the results of queryTest.js and Fig. 6 

shows the results of submit.js.

그림 5. queryTest.js의 결과
Fig. 5 Results of queryTest.js 

그림 6. submit.js의 결과
Fig. 6 Results of submit.js

In queryTest.js, the date and hour are used as 

parameters, and all data for the specified period is 

successfully returned. The Wallet path in both 

figures is the location where the user and RPi 

store their identity files. The identity files include 

certificates and private keys. In submit.js, PRi 

reads the latest data from the local database and 

submits the data as an argument to the API.

In this system, ECC is used to encrypt the data 

so that cyber attackers cannot access the data 

during transmission. This ensures the security of 

the data transmission. This experiment uses the 
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'tcpdump' packet capture tool to capture the data 

submitted by the client to Peer0 in Fig. 2 and 

compare the results obtained by transmitting the 

data without ECC encryption. Fig. 7 is an example 

of data packet and Fig. 8 shows an example of 

data packet after ECC encryption.

그림 7. 데이터 패킷 예제
Fig. 7 An example of data packet

Capture Packet A is a data packet transmitted 

without encryption, and the data is transmitted in 

plaintext over the network so the home data be 

easily viewed.

그림 8. ECC 암호화 후 데이터 패킷 예제
Fig. 8 An example of data packet after ECC 

encryption

Capture Packet B is a packet transmitted after 

ECC encryption, and the data is transmitted in the 

garbled form on the network. The receiver must 

have the private key corresponding to the public 

key to decode and view the data. In addition, every 

message transmission is encrypted in the proposed 

blockchain system. ECC encryption effectively 

addresses the security of data transmission and 

ensures the privacy of users and devices accessing 

the network.

In this paper, the performance of the proposed 

system architecture is tested by simulating 

concurrent accesses of multiple threads. The time 

required by the smart contract to process different 

numbers of concurrent requests is calculated. In 

addition, 10, 25, 50, 100, 200, and 300 virtual client 

requests were set up to access the network 

concurrently. The statistical results are shown in 

Fig. 9 and 10.

그림 9. 동시 요청에 대한 시간 비용
Fig. 9 Time cost for concurrent requests

그림 10. 동시 요청에 대한 스마트 계약의 평균 비용 
시간

Fig. 10 The average cost time of smart contracts for 
concurrent requests
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From the data in these two graphs, the average 

time for queryTest.js is 84.5 [ms], and the average 

time for submit.js is 93.67 [ms]. The throughput of 

the system increases as the number of requests 

increases, while the average cost time remains 

stable, indicating that the system maintains high 

throughput for larger requests. The proposed 

system with millisecond access latency effectively 

improves the device access efficiency and the high 

throughput allows the system to access more 

homes without worrying about network congestion.

Ⅳ. Conclusion

In this paper, a blockchain-based smart home 

system is implemented. The smart contract is 

written in JavaScript and allows users or devices 

to access the blockchain through direct calls from a 

Node.js-based client. The smart contract has 

millisecond access latency, so the client queries and 

submits data faster. The Orderer service ensures 

the consistency of the ledger. The messages in the 

network are encrypted and sent through the ECC 

algorithm, and attackers cannot access the 

transmitted home data in the packet capture. 

Meanwhile, the smart contract detects the 

legitimacy of the identity, and there is no problem 

with false identity access, so the proposed data 

transmission scheme is feasible. The experimental 

results prove that the system ensures data security 

and high data throughput. 
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