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[Abstract]

Finite field arithmetic operations play an important role in a variety of applications, including modern
cryptography and error correction codes. In this paper, we propose an efficient multiplication algorithm
over finite fields using the Montgomery multiplication algorithm. Existing multipliers can be
implemented using AND and XOR gates, but in order to reduce time and space complexity, we
propose an algorithm using NAND and NOR gates. Also, based on the proposed algorithm, an efficient
semi-systolic finite field multiplier with low space and low latency is proposed. The proposed multiplier
has a lower area-time complexity than the existing multipliers. Compared to existing structures, the
proposed multiplier over finite fields reduces space-time complexity by about 71%, 66%, and 33%
compared to the multipliers of Chiou et al., Huang et al., and Kim-Jeon. As a result, our multiplier is

proper for VLSI and can be successfully implemented as an essential module for various applications.

» Key words: Finite fields, Montgomery multiplication, Semi-systolic array, Cryptography

4 F-Z(error correction codes) 5 THY
Aol A Fade] FA S ARSS

O{N FU{)
Q,

o P
= o o
12 sk e
Koo g
‘Tﬁ o
o o _ﬂ'
x g
> o g
0 3

2 3
R
r<

=

fo

i

O:

rir

=

>,

o

WE,

of o
N

A 1_]:
== Algksisith At Ak 3
AH]-A] 2= (semi-systolic) A wAIZ]E A|Skgtth AR A7 = 7]E] A
%} e (area-time complexity)E 7FIth 7]&8] F2E3 Blalshd, A
A FA7 = FIEAZY B3 = A Chiou 5, Huang 5 2 Kim-Jeon®] #Al7]o] 1|3
66%, 33%7F FHAF ATk wEbA AEe FA 7] VLSI il 4§t
A7

» FAO: B, S| S, MO|-A|AEH 0fF[0], YSst

=Oé
S
rlo
ofy
T
>~
o
J
I

A
i
o2
<
olo
oo
o
N

T

* First Author: Keewon Kim, Corresponding Author: Keewon Kim
*Keewon Kim (kwkim@mmu.ac.kr), Dept. of Computer Engineering, Mokpo National Maritime University
* Received: 2023. 01. 10, Revised: 2023. 01. 30, Accepted: 2023. 01. 31.

Copyright © 2023 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



70  Journal of The Korea Society of Computer and Information

I. Introduction
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II. Montgomery multiplication on
GF(2™)
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III. Proposed Montgomery Multiplier

1. Proposed Montgomery Multiplication Algorithm
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. Clim V4 NG, i=1
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2. Proposed Montgomery Multiplier
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Fig. 1. Proposed Montgomery Multiplier over GF(2*)
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Fig. 2. Proposed Montgomery Multiplier over GF(2°)



Efficient Semi-systolic Montgomery multiplier over GF(2™) 73
pj(:n gHC(z Imn](z “Pj(! 7—Imgj nj(j:lm g+lc(' mn](z mp(r d nj(ir—lm
. ey e ey
i o
by —i41(or 0) by >
byyiy by
[ B ] [ ] . L L
[ 1
4 v l l ’1 l] )
nj(ﬂ gj+I L}(!] Hj:(” pj(ﬂdj(ﬂ gj pJ(H C(l nj(l a;'(l
(i) ~(i)
(a) UV cell (b) U;" cell
Fig. 3. U and ﬁ;i) cells
(0 g0 G 0 Aptat 3o §5 Adtsta, Ve e Dg EA
, Jl b : of Alxket S SE ALk
o —» > 1
[ |
IV. Complexity Analysis
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Table 1. Comparison of architectures for multiplication over GF(2™)
L . Kim-Jeon [10] Proposed Multiplier
Multiplier Chiou et.al [7] Huang et.al [9] oven m | odd m oven m odd m
Area Complexity
AND, o2m?+2m o2m? 2m?+2m o2m?+2m 0 0
XOR;, 0 2m? 2m?+3m 2m?+3m m m
XOR3 m2+ m 0 0 0 0 0
NAND, 0 0 0 0 2m? 2m?
XNOR; 0 0 0 0 2m? 2m?
Latch 3.5m%+3.5m 3m? 3m?+4m 3m?+3m 3m?2—m 3m>—m
Total
Traneistor | 117m+117m 126m? 126m2+168m | 126m2+138m | 90m>—30m 90m2 —30m
Time Complexity
Cell delay 0.19 0.15 0.15 0.15 0.14 0.14
Latency m+1 m 0.5m+1 0.5m+0.5 0.5m+1 0.5m +0.5
Total delay 0.19m +0.19 0.15m 0.075m +0.15 0.075m +0.075 0.07m +0.14 0.07m +0.07
AT Complexit
AT product 22.23m® +44.46m* 18.9m? 9.45m* +31.5m* | 9.45m* +19.8m’ 6.3m® +10.5m* 6.3m® +4.2m’
+22.23m +25.2m +10.35m —4.2m —2.1m
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2421 XOR A0, 2-92 XNOR APE, ¥ D Y28
(flip-flop)o] At R|A A7 ZF2F 0.02, 0.03, 0.04,

004, @ 0.08 ns oJtft. Z, Tyanpy =0.02,
T,np2 = 0.03, Txope = 0.04, Txops = 0.08,
Txnor = 0.04, Tphpp =0.08, o714 Tea TS M

olad 7jlo|EQ] Mu}X]H AJ7to]ct.
Table 12 7]&9] F47]153 AQket

x5 ul@st 4
ojt}. AQtet Hlo]-AlAES] ofgf|o]o] ERRX|AE 7hE
L 90m?—30mo|t}. Chiou 5 [7], Huang S [9],
Kim-Jeon [10] &9 ESHXIAEH 7JREx ZH2F

117m* + 117m, 126m*, 126m”+ 168mo|u, A|tgt
Mo]-Al A= ofol= olofl BIal F 23%, 28%, 28%

FAN LY
Chiou < [7], Huang < [9], Kim-Jeon [10], Aot
Moj-AlAgEE  ofgfole] A A2 ARR: Zb

TAND2 + TXOR3 + TDFF' TAND2 + TXOR2 + TDFF'

TA ND2 + TXORQ + TDFF‘ TVA ND2 + TXVORQ + TDFF
olt}. Chiou 5 [7]7} Huang 5 [9]19] A|A AR 242t
m+1, mo]1, Kim-Jeon [10]z} A9t Ajo]-A|AE
ofgfo]] A|A AREZ 0.5m+ 125 Alo|Z0|th A|AE
g of2fo]of A2} AlRF AAE vlust7] HJ5HA, KA
It A A2] A7ES o] 1185HH, A|QIst Aju]-A|AE=
ojglo]= Chiou £ [7], Huang < [9], Kim-Jeon [10]o]
ylal] oF 63%, 53%, 6.6% 7FAst3ict.

Altet Ajo]-Al2F3] of2fo]e} Chiou -5 [7], Huang
< [9], Kim-Jeon [10]9] Aju]-A|AE=] of2fo]] AA| A
ARk} EAMR|AE F1eES] BOl BZ-ARE BAE
(AT complexity)S 8]uws}H, Z32F oF 71%, 66%, 33%
Zhasleit,

V. Conclusions

£ =82 GF(2")40) Suu] guS Ftol 5
=golo] 2Rl Gl A LualES AUASIACE
7189] dag]5oa= ANDQ} XOR AP|EES Al-E-o}od
23 2 o), AIZF W 27F BAIE 2 Zo]7] OaiA]
NAND2} NOR 7 ]o]E = Al85l= g ualEo 2 FMslA
c}. Aotst 4 12]5S 7Hto 2 Mo]-A|AEY] FA|S
AABIGCE Jal1 7|&E9 ZAY|Sat Fokst 2Al719)
7 BAte 9 x| A|7FS "wstn BAlsigct =27t

SAEE of 23% ZASKIL, ARFSREL: oF 3.3% 2

r

2o

Aslo], Z7H-ARZE B R oF 33% ZJAstlct. wekA
087 A1 B 7158 7HE TR 1 AL 7
E AWIEEY =2 B52 71 & ok EFF Al
e o LA ikt o] deshyt o F Y FEoA
o] FQR3 Aol o] 7| 2AQ Lae]E} ZER of
&4 2 Qlth
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