
Ⅰ. Introduction

Password changes have been one of the most 
long-standing of all best practices for securing in-
formation systems. Numerous studies have inves-
tigated the extent to which an individual creates a 
strong password by password change requirements 
(e.g., Kaleta et al., 2019; Khern-am-nuai et al., 2022; 
Merdenyan and Petrie, 2022; Zviran and Haga, 1999). 

While there are doubts on the effectiveness of 

the password changes, there are still security advan-
tages to requiring users to change their password 
periodically (e.g., Gulenko, 2014; Hartwig and Reuter, 
2022; Merdenyan and Petrie, 2022). However, requir-
ing users to change their password generates in-
dividuals’ password fatigue which may lead to mini-
mize their level of security effort (Cram et al., 2021). 
Such password changes could accumulate individuals’ 
password fatigue and exhaustion resulting from new 
combinations of passwords containing a particular 

Asia Pacific Journal of Information Systems

Vol. 33 No. 3 (September 2023), 603-623

ISSN 2288-5404 (Print) / ISSN 2288-6818 (Online)

https://doi.org/10.14329/apjis.2023.33.3.603

Affective Response to Feelings of Password 

Fatigue by Password Change Requirements

Sang Cheol Park*

Associate Professor, College of Business, Daegu University, Korea

A B S T R A C T

While prior work has conducted individuals’ password security behavior, there is a relatively neglect to examine 
individuals’ affect and feelings of password fatigue in password change context. Therefore, this study explicated 
individuals’ affective response to the feelings of password fatigue by drawing on several theoretical lens. Survey 
data collected from 267 users were used to test the model using partial least square analysis. This study found 
that feelings of password fatigue positively affected the negative password fatigue-induced affect, and also 
both the feelings of password fatigue and the negative password fatigue-induced affect were negatively related 
to attitude toward changing passwords, which in turn, leads to the intention to change passwords. Furthermore, 
this study found that shadow work recognition negatively moderated the relationship between attitude and 
behavioral intention. This study could offer a new theoretical perspective to understand an individual’s security 
behavior and provide empirical evidences for practitioners in charge of IT security in organizations.

Keywords: Feelings of Password Fatigue, Negative Affect, Shadow Work Recognition

*Corresponding Author. E-mail: sangch77@gmail.com



Affective Response to Feelings of Password Fatigue by Password Change Requirements

604  Asia Pacific Journal of Information Systems Vol. 33 No. 3

set of charaters, numbers, symbols, and uppercase 
letters. 

Meanwhile, individuals’ affective feelings play a 
crucial role in human motivation and influences per-
ception, cognition, social judgments, and behaviors 
(e.g., Forgas, 1995; Forgas and George, 2001). Even 
though there are previous studies on the affective 
concept in psychology and organizational behavior 
(e.g., Brockner and Higgins, 2001; Forgas and George, 
2001; Martin et al., 1998; Schaubroeck and Jones, 2000), 
there is a lack of systematic examinations on the affec-
tive response that involves human behavior in pass-
word changes context (e.g., Renaud et al., 2021). 

Hence, this study examines the relationship be-
tween the feelings of password fatigue and the affective 
response, which influences individuals’ attitudes and 
behavior for password changes. This study also consid-
ers shadow work as a silent moderator in the relation-
ship between attitude and behavioral change. 
According to Illich (1981), shadow work was initially 
defined as “entirely different form of unpaid work 
which an industrial society demands as a necessary 
complement to the production of goods and services.” 
Lambert (2015) also argues that consumers in digital 
era may feel fatigued when they feel enforced to per-
form shadow work, such as managing their passwords. 
It also refers to all unpaid tasks people do on behalf 
of businesses and organizations (Lambert, 2015). 

Password changes are close to shadow work because 
organizations and IT departments pass their work 
on to end-users. For instance, the password change 
requests by orgnizations push end-users through the 
cycle of inventing a new paswords, remembering them 
for a certain period of time, then forgetting them 
while devising and memorizing new ones. Such cycle 
open a factory of shadow work (Lambert, 2015). Thus, 
this study examines how shadow work can affect the 
relationship between attitudes toward password 

changes and the intention to change it. In light of 
the above, this study addresses the following research 
questions: 

How do users’ feelings of password fatigue influence their 
affective response when they are forced to change their 
passwords by organizations and how does the shadow work 
play in their security behavior?

To address the above questions, this study draws 
upon theories, such as fatigue (e.g., Cameron, 1973; 
Cram et al., 2021), affective event theory (e.g., Weiss 
and Cropanzano, 1996), theory of planned behavior 
(e.g., Ajzen and Fishbein, 2000), and shadow work 
recognition (Lambert, 2015). In addition, this study 
tests a theory-based model of how both feelings of 
password fatigue and affective response affect in-
dividuals’ attitude, and how it influences their pass-
word change behavior. 

Ⅱ. Literature Review

2.1. Password Security

To date, password security research has employed 
a variety of theoretical perspectives, yet there are 
commonalites in how people feel and behave when 
they are forced to change their password periodically. 
For example, Kaleta et al. (2019) dealt with in-
dividuals’ use of online passwords by using construal 
level theory to understand how people create and 
use strong passwords. Mainly, research streams on 
IT/password security are divided into two aspects: 
cognitive/affective perspective (e.g., D’Arcy and Teh, 
2019) and security/usability trade-off (e.g., Kaleta et 
al., 2019; Kim and Kang, 2008; Park and Oh, 2016). 
<Table 1> lists the studies that have conducted in 
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either cognitive or affective aspects and summarized 
their findings. 

As indicated in <Table 1>, much of work has 
neglected to explore the affective aspects as well as 
security-focus. Building on this stream of literature, 
this study attempts to further explicate individuals’ 
affective response to the feelings of password fatigue 
in password change settings by drawing on several 
theoretical lens such as fatigue, affective event theory, 
theory of reasoned action, and shadow work 
recognition.

2.2. Fatigue and Password Fatigue 

While numersous definitions on the fatigue have 
been existed in literature, there are no consensus 
definitions (e.g, Shen et al., 2006). However, the fa-

tigue has been often refered to a subjective lack of 
physical and/or mental energy which is perceived 
by the individuals to interfere with usual and desired 
activites (Béthoux, 2006; Cameron, 1973). Fatigue 
is a phenomenon studied in various research fields 
including cognitive neuroscience, exercise physiol-
ogy, psychology, and the medical sciences. For exam-
ple, different studies have shown the phenomenon 
of decreased cognitive performance after a period 
of activity as; central fatigue (e.g., Kluger et al., 2013), 
cognitive fatigue (Ackerman and Kanfer, 2009), and 
mental fatigue (Inzlicht et al., 2014). Such research 
on fatigue dealt with almost with variation in pro-
ductive output which resulted from prolonged work. 
As a type of security fatigue, password fatigue can 
be mental fatigue that pertains to the individual’s 
unwillingness to adhere to password-based security 

Authors Research Focus Major Findings Perspective Trade-off 
Focus

Keith et al. (2009) Improving password strength 
Demonstrating that well-designed passphrases do 
not increase login failures and generate positive 
user perceptions. 

Cognitive-oriented Usability 
Focus

Gulenko
(2014)

Examining the influence 
of emotions on security 

behavior 

Finding that there is a significant effect of positive 
emotions on security behavior. Affective-oriented Usablility

Focus

Stobert and Biddle 
(2014)

Suggesting the password 
life cycle for users to keep 

track of many accounts 
and passwords.

Identifying a password life cycle that follows users’ 
password behavior. Cognitive-oriented Usability 

Focus

Greene and Choong 
(2017)

Investigating ambiguous 
terminology in 
password rules.

Finding that users are confused by the terms 
“non-alphanumeric”, “symbols”, “special characters”, 
and punctuation marks” in password rules.

Cognitive-oriented Usabliilty 
Focus

Furnell et al. (2018)
Addressing problems that 

users tend to ignore 
security guidelines.

Suggesting that users actually respond to the 
“nudges” (i.e., indirect advice) as their behavior 
is significantly improved.

Cognitive-oritented Security
Focus

Wei et al.
(2018)

Observing how often 
passwords are specific to the 

services for which they 
were created.

Finding service-specific passwords can reveal 
other shared interests or demographics of that 
service’s user-base. 

Cognitive-oritented Usability 
focus

<Table 1> Summary of Research on Password Security (a chronological order)
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behavior. 
Despite some studies on security fatigue in IS areas 

(e.g., Cram et al., 2021; Furnell and Thomson, 2009; 
Stanton et al., 2016), there has been no attempt to 
examine the relationship between password fatigue 
and password security behavior. In the absence of 
academic research on password fatigue, previous re-
search suggested that users often perceived security 
as an obstacle that hindered their productivity (e.g., 
Cram et al., 2021; Stanton et al., 2016). Subsequently, 
this fatigue was coined to describe the threshold of 
acceptance beyond which it becomes too burdensome 
for users to maintain IT security (Furnell and 
Thomson, 2009). Security fatigue can be referred to 
“users’ weariness or reluctance to experience more of 
something (Stanton et al., 2016, p. 26).” Cram et al. 
(2021) focused on security fatigue as a socio-emotional 
state experienced by a user disillusioned with security 

guidelines and procedures. Therefore, in this study, 
password fatigue is defined as an individual’s feelings 
of weariness or reluctance to deal with changing 
passwords. 

2.3. Affective Events Theory and Affective 
Response 

Affective events theory (hereafter, AET) is a theory 
that demonstrates how various moods and emotions 
affect job performance in the workplace (Weiss and 
Cropanzano, 1996). According to the AET, percep-
tion and the experience of salient and relevant work 
events cause reactions in employees that can shape 
their momentary actions and create an ongoing emo-
tional tone in the workplace (Weiss et al., 1993). 
The AET is compatible with this research context 
because the individuals’ affective response is influ-

Authors Research Focus Major Findings Perspective Trade-off 
Focus

D’Arcy and Lowry
(2019)

Identifying the role of affect 
in judgment and decision for 

IS security. 

Developing employee compliance model that 
explains cognitive beliefs on the consequences 
of compliance and noncompliance as well as 
state-based affective constructs. 

Affective-oriented Secuirty
Focus

Kaleta et al. (2019) Examining choice of 
online passwords.

Finding people with a high construal level created 
or showed intention to choose stronger passwords. Cognitive-oriented Usabliilty 

Focus

Yıldırım and Mackie 
(2019)

Introducing a new 
user-friendly guideline 
approach to password 

creation

Offering a reliable solution by encouraging users 
to create their own formula to compose passwords. Cognitive-oritented Security

Focus

Woods and Siponen
(2019)

Improving password 
memorability. 

Finding small changes to the password verification 
stage can affect password memorability. Cognitive-oritented Security 

Focus

Zimmermann and 
Gerber (2020)

Suggesting password 
authentication schemes.

Finding that the password followed by fingerprint 
authentication scored highest in terms of 
preference, usability, and intention to use. 

Cognitive-oritented Usability 
focus

Cram et al. (2021)

Investigating how security 
fatigue affects employee 

security policy compliance 
and non-compliance. 

Developing security fatigue concept and finding 
its antecedents and consequences. Affective-oriented Security 

Focus

<Table 1> Summary of Research on Password Security (a chronological order)(Cont.)
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enced by the feature of a specific event (e.g., forcing 
users to change their existing passwords). 
Furthermore, many disciplines, such as organiza-
tional behavior, marketing, social psychology, and 
information systems, provided strong evidences that 
affect was a critical factor in job satisfaction (Forgas, 
2008; Weiss et al., 1999), decision-making (Mittal 
and Ross, 1998; Slovic et al., 2004), work motivation 
(Seo et al., 2004), and employees’ IS compliance 
(D’Arcy and Lowry, 2019). 

While there are several studies on password se-
curity policy (e.g., Hartwig and Reuter, 2022; Li et 
al., 2019; Merdenyan and Petrie, 2022; Tam et al., 
2010), they still neglect ‘affect’ in existing IS security 
that provides detailed explanations about why and 
how individuals behave in a particular way. Thus, 
based on previous work employing ‘affect’ in IS se-
curity, this study has regarded the affect response 
as a consequence of the feelings of password fatigue 
because it can fluctuate individuals’ attitudes, beliefs, 
and behaviors (D’Arcy and Lowry, 2019; Judge et 
al., 2006). Based on the above findings, this study 
predicts that affective response, which is tapped into 
AET, could result from the feelings of password fa-
tigue and the antecedent of individuals’ attitudes and 
behavioral intentions.

2.4. Theory of Planned Behavior and 
Shadow Work

The theory of planned behavior (hereafter, TPB) 
postulates that an individual’s behavior is influenced 
by attitude, subjective norms, and perceived behav-
ioral control (Ajzen, 1991). The TPB is intuitive, 
parsimonious, and insightful to explain behavior 
(Bagozzi, 1982). Previous studies have confirmed that 
the intention to comply with IS compliance is strongly 
influenced by the attitude, and perceived behavioral 

control (Bulgurcu et al., 2010; D’Arcy and Lowry, 
2019; Venkatesh et al., 2003). Most of IS literature 
verified the relationship between attitude and behav-
ioral intention as well as provided a consistent pattern 
of emprical evidences (Venkatesh et al., 2003). 
Namely, positve attitude toward IS security polices 
increases behavioral intention to comply with IS se-
curity rules. Conversely, negative attitude will de-
crease an individual’s compliance behavioral 
intention. In summary, the TPB has been widely 
used in explaining individuals’ decision to adopt ac-
ceptable computer security (e.g., Lee and Kozar, 2005) 
or comply with IS security policies (D’Arcy and 
Lowry, 2019; D’Arcy and Teh, 2019). 

Additionally, this study regards that shadow work 
recognition plays a moderating role in the relation-
ship between attitude and behavioral intention. 
Shadow work has been referred to all the unpaid 
tasks people do for businesses and organizations 
(Lambert, 2015). The term shadow work was pre-
sented by Illich (1981), an Austrian philosopher and 
social critic. He mentioned that shadow work was 
all the unpaid labor done in a wage-based economy. 
Later then, Lambert (2015) presented a new per-
spective on shadow work in the service economy. 
He highlighted that the ‘service’ of many service sec-
tors disappeared. For example, most people pump 
their gas and fill the tank by themselves, and pay 
their bills by swiping a credit card. In addition, airport 
travelers should issue their tickets using self-service 
check-in kiosks. Shadow-working travelers do all of 
this themselves on their computer/smartphone 
screens. It represents replacing the past paid work 
of travel agents with the unpaid work of customers. 

In this study, a typical example of shadow work 
is shown in the password change context. In general, 
individuals have long lists of digital keys such as 
username and passwords among their favorite web 
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sites/applications. They must update and protect their 
lists at all times. Most applications force users to 
create or recall usernames and passwords for even 
the most unimportant tasks. Another problem is when 
every new password stupulates specific requirements 
(e.g., numbers of characters, capitalizatios, punctua-
tion marks). Such requirements could accelerate the 
shadow work. Password expiration can also cause 
shadow work. This pushes individuals through the 
cyle of inventing a password, remembering it for three 
months, then forgetting it while devising and memo-
rizing a new one. Based upon the above example, 
the concept of shadow work could be applied to this 
study. Therefore, this study has considered shadow 
work a psychological trigger in the current manner 
of doing or thinking about changing passwords.

Ⅲ. Research Model and Hypotheses

3.1. Research Model

As shown in <Figure 1>, when individuals are 
forced to change their existing passwords, their affec-

tive response will become negative because they suf-
fered from password fatigue. Feelings of password 
fatigue and affective response will also negatively 
affect the individuals’ attitudes toward changing 
passwords. Furthermore, the effect of attitude on 
behavioral intention might be weakened if in-
dividuals recognize password change as shadow 
work, even though they have positive attitudes. 
Based on above assessment, this study has proposed 
the research model in <Figure 1>.

3.2. Research Hypotheses

The feelings of password fatigue are defined as 
the feeling of exhaustion resulting from the request 
for password change. Cram et al. (2021) have identi-
fied antecedents and consequences of security fatigue. 
They reported that the security fatigue was related 
to feelings of frustration, tiredness, and hopelessness, 
which were a kind of ‘affect’. The affect plays a crucial 
role in organizational behavior, and it helps shape 
an individual’s overall experience and behavior (Oreg 
et al., 2011; Seo et al., 2004). Even though there 
is no research which directly elucidated the relation-

<Figure 1> Research Model
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ship between feelings of password fatigue and affec-
tive response, previous work indicated that password 
management might cause an affective or emotional 
response (e.g., Cram et al., 2021; D’Arcy and Lowry, 
2019; Gulenko, 2014). Since it is reasonable to assume 
that the feelings of password fatigue could affect neg-
ative password fatigue-induced affect. Thus, this 
study states the following hypothesis:

H1: Feelings of password fatigue are positively related 
to the negative password fatigue-induced affect. 

In security-usability trade-off, changing the pass-
word composition (i.e., increasing the length of pass-
word characters or removing the need for special 
characters) could make it more complicated for in-
dividuals (e.g., Greene and Choong, 2017; Kaleta et 
al., 2019; Zviran and Haga, 1999). For example, com-
mon password requirements enforce that a password 
cannot match the username, must be of a certain 
length, and contain various characters, including up-
per/lowercase letters, numbers, and special characters 
(Zviran and Haga, 1999). Such a password require-
ment with mandatory changes has led to considerable 
confusion and stress for those trying to keep track 
of passwords in both work and personal settings. 
Therefore, password fatigue can negatively influence 
attitude toward changing passwords. Based on the 
logic, this study could present the following hypoth-
esis:

H2: Feelings of password fatigue are negatively re-
lated to attitude toward changing passwords.

Previous studies reported that the affective re-
sponse influenced attitudes (D’Arcy and Lowry, 2019; 
Derbaix, 1995). For example, D’Arcy and Lowry 
(2019) conceptualized positive and negative mood 

in terms of both positive and negative affectivity. 
They reported that both positive and negative affec-
tivity leads to compliance attitudes. Prior work also 
explained that ‘affect’ encompassed moods and emo-
tions regarding feeling states (Lowry et al., 2014; 
Zhang, 2013). Thus, if individuals are in a positive 
mood, they are more likely to have a positive attitude 
toward changing passwords, whereas the attitude 
could become more negative as people are in a negative 
mood. Based on previous work, this study assumes 
that a higher negative password fatigue-induced affect 
is associated with a more negative attitude toward 
changing passwords.

H3: Negative password fatigue-induced affect is neg-
atively related to attitude toward changing 
passwords.

An attitude is a strong predictor of an individual’s 
intention to engage in that behavior, whereby in-
tention is a behavioral action tendency (Ajzen, 1991; 
Ajzen and Fishbein, 2000). The attitude results from 
one’s cognitive values, expressing whether a person 
feels positively or negatively about performing a spe-
cific behavior (Ajzen and Fishbein, 2000). Prior stud-
ies showed consistent patterns of results which found 
the significant relationship between the attitude and 
intention to use in a variety of research contexts 
(e.g., D’Arcy and Lowry, 2019; Ilies et al., 2006; Judge 
et al., 2006). Thus, this study posits the following 
hypothesis: 

H4: Attitude toward changing passwords is pos-
itively related to the intention to change 
passwords.

While there is a positive relationship between the 
attitudes toward changing passwords and intention 
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to change passwords, the direction of the relationship 
might be changed because of the effect of shadow 
work. Specifically, in password change context, in-
dividuals must put their time and effort into typing 
the password to execute the action. It becomes trou-
blesome and time-consuming when individuals make 
optimal combinations to meet the criteria by pass-
word policies (e.g., Keith et al., 2009). In this case, 
it leads to a negative impact on usability (e.g., Kaleta 
et al., 2019). Hence, this study posits the following 
hypothesis: 

H5: Shadow work recognition will moderate the 
relationship between attitude and intention to 
change passwords such that the strength of 
the relationship will be weaker when the shad-
ow work recognition is higher.

3.3. Construct Operationalization

This section describes how it operationalized each 
of the constructs. The feelings of password fatigue 
were operationalized by capturing the extent to which 
the individuals feel fatigued, bored, and exhausted 
under the situation that forces the end-users to create 
passwords (Cram et al., 2021). These ones form the 
basis for three of the measurement items (PF1–PF3). 
The negative password fatigue-induced affect was op-
erationalized by creating seven measures from affec-
tive response construct (AR1–AR7) (Feldman and 
Russell, 1998; Seo et al., 2004; Zhang 2013). According 
to D’Arcy and Lowry (2019), the attitude toward 
changing passwords was operationalized using three 
scales. Intention to change passwords was operational-
ized using a four-item scale to determine if the 
end-users intend to make new passwords in the near 
future (Ajzen and Fishbein, 2000). Lastly, for the shad-
ow work recognition, this study developed a simple 

yes/no-based question because there is no theoretical 
background in academic area so far. To avoid agree-
ment bias from a nature of a simple yes/no-based 
question, this study rephrased to remove the positive 
and negative sentiments, thus answer options are neu-
tral (Callegaro et al., 2015). In this study, the final 
answer options on asking shadow work are the follows: 
‘Yes, it is a shadow work’, ‘No, it is not a shadow 
work’, and ‘I have no idea’. <Table 2> shows the 
actual measurement items in this study. 

3.4. Research Approach and Data Collection

Given that this study evaluates how password fa-
tigue engages in intention to change passwords via 
affective response, this study adopted a survey ap-
proach to test the proposed research model. The 
survey was developed and refined as follows. First, 
this study developed an initial questionnaire in which 
each subject was asked to respond based on their 
most recent experience on changing passwords. The 
survey was developed in English and two experts 
who were fluent in both English and Korean trans-
lated it into Korean. After that, they performed a 
backward translation to ensure consistency between 
Korean version of the measurement items and the 
original English version. Then, forty-nine under-
graduate students in one of universities in South 
Korea completed the hard-copy-based survey. This 
served as a pilot test of the modified version of the 
questionnaire. After the pilot test, this study con-
ducted a web-based survey in July 2022 that targeted 
employed professionals in organizations with having 
recent experience on changing passwords. This study 
instructed a research firm to collect responses and 
it paid participants a small amount for respondents’ 
participation. Since the research involves human re-
search participants, this study obtained the formal ap-
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proval from DU-IRB committee of Daegu University 
in South Korea, before collecting data from respondents 
(approval number: 1040621-202205-HR-035).

For the sampling frame, this study adopted simple 
a random sampling method that allows the sampling 
error to be calculated and reduced selection bias. 
The random sampling method is the most straightfor-
ward method of probability sampling (Bryman, 2016). 
Based on this frame, this study collected two hundred 
and eighty survey respondents and finally two hun-
dred and sixty-seven survey respondents were re-
tained for the analysis due to screening out one of 
answering options of questioning the shadow work.1) 

 1) Frequency/ratio of responding the shadow work are 
follows: ‘1 = yes, it is a shadow (n = 131, 46.78%)’, ‘2 = 

For the research method approach, the partial least 
square (PLS) technique is adopted to test the measure-
ment and structural models. One advantage of PLS 
is that it can examine all of the paths in the proposed 
model including both measurement model and struc-
tural model simultaneously. Furthermore, the PLS 
parameter estimates reveal the strength and direction 
(i.e., positive or negative) of the relationships among 
variables compared to correlation coefficients. It also 
avoids parameters estimation biases common in re-
gression analysis (Henseler et al., 2015). Hence, it 
is well suited for the predictive nature of this study. 
In this study, using Smart PLS 3.0, a bootstrap analysis 

No, it is not a shadow work (n = 136, 48.57%)’, and ‘3 
= I have no idea (n = 12, 4.28%)’. 

Construct Items Sources

Feelings of Password 
Fatigue

1. I feel fatigued due to changing passwords.
Cram et al. (2021)2. I feel bored due to changing passwords

3. I feel rather exhausted due to changing passwords.

Negative Password 
Fatigue-induced Affect

Changing passwords is…

Seo et al. (2004);
Zhang (2013) 

1. impassive –irritated
2. desirable – annoying
3. comfortable – fed up with
4. delightful – embarrassed
5. relaxed – nervous
6. satisfied – unsatisfied
7. pleasant – unpleasant

Attitude toward 
Password Change

Changing passwords is…

Ajzen and Fishbein 
(2000) 

1. bad-good
2. unfavorable-favorable
3. negative- positive 

Intention to Change 
Passwords

1. I intend to change passwords from now on.

Ajzen and Fishbein 
(2000)

2. I plan to change passwords in the future.
3. I prefer to change passwords.
4. My willingness to change passwords is quite high.

Shadow Work Do you think that your password change is considered as shadow work? Developed

<Table 2> Measurement Items for Key Constructs
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was performed with 300 subsamples, with a sample 
size set equal to the number of respondents in the 
sample (n = 267). 

Ⅳ. Data Analysis and Results

4.1. Descriptive Analysis

<Table 3> lists the demographics for the sample. 
In the sample, 68.54% of respondents were female, 
and approximately 88.9% were in the 21–50 age 
group. The highest experience on recent password 
change was observed for less than three months (n 
= 156, 58.43%), followed in decreasing order by three
–six months (n = 65, 23.21%), six-12 months (n 
= 24, 8.57%), one-two years (n = 15, 5.36%), and 
more than two years (n = 7, 2.62%).

4.2. Measurement Model

The measurement model was tested by examining 
the convergent and discriminant validity (Hair et al., 
1998; Hair et al., 2012; Hair et al., 2017). Generally, 
two different assessments were made for convergent 
validity: (1) individual item reliability and (2) con-
struct reliability. Individual item reliability was as-
sessed by examining the item-to-construct loadings 
for each construct measured with multiple indicators. 
For the shared variance between each item and its 
associated construct to exceed the error variance, the 
standardized loadings should be greater than 0.80. 
As shown in <Table 4>, all the item-to-construct 
loadings exceeded the desired threshold. 

The next step involved examining the composite 
reliability, Cronbach’s alpha, the average variance ex-
tracted (AVE), and Rho_A for each block of measures. 
As shown in <Table 5>, each measure appears to 

be more than acceptable by established criteria.
As shown in <Table 5>, all the constructs exceeded 

the established criteria for AVE. Thus, all the con-
structs exceeded the threshold judged acceptable for 
construct reliability. Having established convergent 
validity, this study then turned to discriminant 
validity. This study conducted three tests for discrim-
inant validity. First, this research calculated each in-
dicator’s loading on its construct and its cross-loading 
on all other constructs (see <Table 3>). In the columns 
of the <Table 4>, the loadings for the indicators 
for each construct were higher than the cross-loadings 
for other construct indicators. In addition, across 
the rows, each indicator has a higher loading with 
its construct than cross-loading with any other 
construct. This provides evidence of discriminant 
validity (Fornell and Larcker, 1981). As a second 
test of discriminant validity, this study also considered 
whether the AVEs of the latent constructs were great-
er than the square of the correlations among the 
latent constructs (see <Table 6>). When true, more 
variance is shared between the latent construct and 

Items Category Frequency Ratio (%)

Gender
Male 84 31.46%

Female 183 68.54%

Age

21–30 67 23.92%
31–40 99 37.07%
41–50 78 27.86%

Over 50 23 8.21%

Recent 
Experience on 

Password 
Change by 

Organizations

Less than 
3 months 156 58.43%

3–6 months 65 23.21%
6–12 months 24 8.57%

1–2 years 15 5.36%
More than 

2 years 7 2.62%

<Table 3> Sample Demographics



Sang Cheol Park

Vol. 33 No. 3 Asia Pacific Journal of Information Systems  613

its block of indicators than with another construct. 
As seen by reading across the rows of the <Tables 
6>, the measures passed this test, providing additional 
evidence of discriminant validity.     

Lastly, this study calculated the Heterotrait- 
Monotrait Ratio of correlation (HTMT) to assess the 
discriminant validity. The HTMT criterion measures 
the average correlations of the indicators across 
constructs. Henseler et al. (2015) suggested an acceptable 

level of discriminant validity (< 0.90). In this study, 
it provided good evidence of discriminant validity.

4.3. PLS analysis

Given the sample used in this study, statistical 
tests can be very sensitive and may detect spurious 
effects (Hair et al., 1998). Therefore, a strict sig-
nificance level of 0.001 was used for all statistical 

Construct Items AR FP AC IT SW

Negative Password 
Fatigue-Induced Affect 

AR1 0.860 0.482 -0.344 -0.323 0.299
AR2 0.832 0.434 -0.290 -0.267 0.317
AR3 0.853 0.465 -0.379 -0.286 0.339
AR4 0.816 0.379 -0.256 -0.234 0.345
AR5 0.860 0.433 -0.346 -0.219 0.351
AR6 0.831 0.416 -0.275 -0.202 0.258
AR7 0.847 0.411 -0.252 -0.189 0.303

Feelings of Password Fatigue
FP1 0.357 0.827 -0.268 -0.341 0.214
FP2 0.472 0.917 -0.302 -0.307 0.315
FP3 0.501 0.866 -0.216 -0.196 0.242

Attitude toward Changing 
Passwords

AC1 -0.361 -0.285 0.933 0.666 -0.212
AC2 -0.357 -0.296 0.939 0.579 -0.198
AC3 -0.303 -0.254 0.919 0.561 -0.151

Intention to CHANGE 
PASSWORDS

IP1 -0.253 -0.233 0.518 0.881 -0.204
IP2 -0.209 -0.249 0.500 0.885 -0.167
IP3 -0.254 -0.284 0.604 0.925 -0.284
IP4 -0.324 -0.356 0.676 0.892 -0.259

Shadow Work 0.375 0.298 -0.202 -0.260 1.000

<Table 4> Item-Factor Loadings and Cross-Loadings

Construct Mean Std Cronbach’s 
Alpha

Composite 
Reliability AVE Rho_A

Negative Password Fatigue-Induced 
Affect 4.473 1.107 0.932 0.945 0.711 0.936

Attitude toward Changing Passwords 4.436 1.525 0.923 0.951 0.866 0.928
Feelings of Password Fatigue 4.896 1.417 0.840 0.904 0.758 0.853

Intention to Change Passwords 4.494 1.657 0.919 0.942 0.803 0.930
Shadow Work N/A N/A 1 1 1 1

<Table 5> Reliability of Each Construct
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tests. The explanatory power of a structural model 
can be evaluated by looking at the R2 value (variance 
accounted for) of the final dependent construct. 

The final dependent construct in this study (IP) 
had an R2 value of 0.455, indicating that the model 
accounts for 45.5% of the variance in the dependent 
variable. The R2 values for attitude toward changing 
passwords and affective response were 0.152 and 
0.265, respectively. These R2 of 0.455, 0.151, and 
0.265 values can be as a rule of thumb in empirical 
studies related to IS research in general, interpreted 
as substantial, weak and moderate respectively based 
on guidelines of coefficient of determination (Chin, 
1998). Thus, R2 values in this study are sufficient 
to interpret the path coefficients as meaningful. 

The structural model was tested by examining the 
path coefficient’s statistical significance and magni-
tudes (Chin, 1998). The magnitude of a path co-
efficient represents the strength of the direct effect 
and it carries meaning only if the path coefficient 
is statistically significant. According to prior work 
(e.g., Chin, 1998; Huber et al., 2008; Urbach and 
Ahlemann, 2010), path coefficient values close to 

0.5 or greater were interpreted as corresponding to 
large effect sizes, value around 0.3 were interpreted 
as corresponding to medium effect sizes, and values 
near 0.1 as corresponding to small effect size. Huber 
et al. (2008) also suggested that path coefficient must 
be at least 0.100 and at a significance level of at 
least 0.05. As this study used bootstrapping technique 
to determine the significance level (Efron and 
Tibshirani, 1993; Wetzels et al., 2009), path coefficient 
values at the 0.001 level is meaningful. 

As shown in <Figure 2>, the path between feelings 
of password fatigue and negative password fatigue-in-
duced affect (β = 0.514, t = 9.813) was significant 
at p < 0.001. The path between feelings of password 
fatigue and attitude toward changing passwords (β 

= -0.151, t = 2.317), the path between negative pass-
word fatigue-induced affect and attitude toward 
changing passwords (β = -0.290, t = 4.055), and the 
path between attitude toward changing passwords 
and intention to change passwords (β = 0.552, t = 
15.861) were all significant at p < 0.001. Lastly, the 
path between the interaction of shadow work recog-
nition with attitude toward changing passwords and 

Construct AR FP AC IT SW
Negative Password Fatigue-Induced Affect 0.843

Feelings of Password Fatigue -0.368 0.930
Attitude toward Changing Passwords 0.514 -0.300 0.871

Intention to Change Passwords -0.295 0.650 -0.319 0.896
Shadow Work 0.375 -0.202 0.298 -0.260 1

<Table 6> Squared Pairwise Correlations and Assessment of the Discriminant Validity

Construct AR FP AC IT SW
Negative Password Fatigue-Induced Affect 

Feelings of Password Fatigue 0.390
Attitude toward Changing Passwords 0.572 0.341

Intention to Change Passwords 0.310 0.693
Shadow Work 0.388 0.209 0.158 0.229

<Table 7> Heterotrait-Monotrait Ratio of Correlation (HTMT) for Assessing the Discriminant Validity



Sang Cheol Park

Vol. 33 No. 3 Asia Pacific Journal of Information Systems  615

intention to change passwords (β = -0.122, t = 2.557) 
was significant at p < 0.001. <Table 7> lists the results 
for all of the hypotheses tested.  

As indicated in <Table 8>, all hypotheses were stat-
istically supported. This study examined how in-
dividuals’ feeling of password fatigue influence their 
negative password fatigue-induced affect, which 
might lead to password change when they are forced 
to change by organizations. This research also exam-
ined the moderating effect of shadow work recog-
nition in the relationship between attitude and the 
intention to change passwords. 

By developing and testing a theoretical research 
model, this study showed that individuals’ password 
changing behavior in organizations could be described 

by feelings of password fatigue, negative password 
fatigue-induced affect, and shadow work recognition. 
Specifically, individuals’ affective response could re-
sult from feelings of password fatigue and a negative 
emotional driver of their attitude toward changing 
passwords. Furthermore, the positive relationship be-
tween attitude and intention becomes weakened due 
to shadow work recognition and somewhat influ-
enced in a negative direction. 

Ⅴ. Conclusion

This study examined the effects of individuals’ 
password fatigue and negative password fatigue-in-

# Hypothesis Results
1 Feelings of password fatigue are positively related to negative password fatigue-induced affect. Supported
2 Feelings of password fatigue are negatively related to attitude toward changing passwords. Supported
3 Negative password fatigue-induced affect is negatively related to attitude toward changing passwords. Supported
4 Attitude toward changing passwords is positively related to the intention to change passwords. Supported

5
The shadow work recognition will moderate the relationship between the attitude toward changing passwords 
and the intention to change passwords such that the strength of the relationship will be weaker when 
the shadow work recognition is higher.

Supported

<Table 8> Summary of Testing Hypotheses

<Figure 2> Results of Testing the Hypotheses
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duced affect on their security behavior related to 
password change. This study also found that shadow 
work recognition could play a moderating role in 
the relationship between their attitude toward chang-
ing passwords and intention to change passwords. 
Based on the findings, this research offers a new 
theoretical perspective to understand an individual’s 
password change behavior and provides empirical 
evidence for practitioners who are interested in IT 
security.

5.1. Implications for Research

This study has several implications for research. 
First, this research offers a new theoretical concept 

to understand an individual’s password creation 
behavior. Specifically, this study introduced the effect 
of password fatigue as a trigger for describing online 
security behavior. Prior research recognized the us-
ability and security tradeoff problem and attempted 
to solve the tradeoff in passwords (e.g., Kaleta et 
al., 2019; Keith et al., 2009). This study could offer 
new insights regarding usability by focusing on pass-
word fatigue for understanding password creation 
behavior. Thus, this research contributes to the exist-
ing literature on a password management strategy 
from a psychological perspective. 

Second, while password fatigues could be an inter-
esting topic in IS security areas, there is no empirical 
evidence on the effect of password fatigue to in-
dividuals’ security behavior. This study examined the 
effect of password fatigue on IS security behavior 
for explaining how individuals feel password change 
requirement. In addition, this study has regarded 
the negative password fatigue-induced affect as a 
consequence of password fatigue. Particularly, this 
research offers empirical evidence that a negative 
affective response leads to a negative attitude toward 

password creation. 
Lastly, this study introduced the concept of shadow 

work and identified how this is relevant to security 
behavior. Specifically, this study tested how shadow 
work recognition play a moderating role in the rela-
tionship between attitude and behavioral intention 
in password security context. While many studies 
on password security have been conducted, no at-
tempt has been made to explore individuals’ psycho-
logical mechanisms on password creation by adopting 
shadow work recognition. By applying this new con-
cept to the study, this is the first study that provides 
empirical evidence that shadow work can be a moder-
ator in the relationship between attitude and behav-
ioral intention. By introducing the shadow work con-
cept, this study contributes to provide a unique theo-
retical ground for relevant researchers in IS security 
literatures.

5.2. Implications for Practice 

This study also has some implications for 
practitioners. First, this study provided empirical evi-
dences on that the feelings of password fatigue could 
be a critical factor to generate individuals’ negative 
attitudes. The password fatigue poses a great cyber-se-
curity risk, apart from the mental effect and stress 
that comes with password fatigue. Since individuals 
get frustrated remembering many complex pass-
words, they have possibilities to use weak passwords 
and even repeat them without minor changes. 
Hackers can take advantage of this fatigue because 
weak and repeated passwords are vulnerable to crack-
ing and dictionary attacks. Thus, practitioners must 
find a way to alleviate the password fatigue users 
experience to decrease organizations’ time, money, 
and mental energy in their organizations. For exam-
ple, single sign-on could be one of alternative ways 
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to alleviate the password fatigue. 
Second, the results of this study indicated that 

the negative password fatigue-induced affect, attitude 
toward changing passwords, and intention to change 
passwords are influential in this regard. Thus, organ-
izations are well advised to focus on managing em-
ployees’ emotions induced by the interaction between 
employees and IT security polices in organizations. 
For instances, organizations could tailor password 
security policies to a contextual aspect of the job 
position and organizations. In addition, organizations 
should make an effort to stop forcing frequent pass-
word changes to prevent generating negative affective 
responses and attitudes. 

Lastly, this study has provided an empirical evi-
dence that shadow work recognition plays a moderat-
ing role in the relationship between attitude and 
behavioral intention. In this study, as the extent of 
shadow work is greater, the direction of the relation-
ship between attitude and behavioral intention is 
changed from positive to negative. This finding sug-
gest that individuals’ perception shift could be a useful 
strategy to improve their password management. For 
IT security managers, it is necessary to create a work 
atmosphere that evokes the idea that changing or 
updating passwords is entirely the users’ job they 
are willing to do so that they do not feel like they 
are performing shadow work.

5.3. Limitations and Suggestions for Future 
Research 

This study is subject to limitations and it is im-
portant to point these out. This study asked re-
spondents to recall their most recent experience. 
Recall bias can be a threat in these circumstances 
because respondents may not have an accurate recall 

of their experience. Common method bias (hereafter, 
CMB) can also be another limitation, given the design 
of this study. Hence, this study conducted a CMB 
test to guard against any error that could have arisen 
due to the self-report survey methodology. 
According to Kock (2015), the occurrence of 
a VIF greater than 3.3 indicates pathological 
collinearity and that a model may be con-
taminated by CMB. If all VIFs in the inner model 
resulting from a full collinearity test is equal 
to or lower than 3.3, the model can be consid-
ered free of common method bias. In this study, 
all the VIFs in the inner model were lower than 
1.4 (see <Appendix A>). Hence, CMB was 
not a significant limitation in this study. Another 
limitation of this study is that this study did 
not explore additional variables because it fo-
cused on the parsimonious model. Thus, future re-
search may explore additional predictors to expand 
the scope and explanatory power of the research 
model. Lastly, this study has employed TPB as one 
of several theoretical lens to explain an individual’s 
behavior. Although the TPB had been a well-known 
theory to predict individuals’ behavior, this study 
admitted that it was one of the old-fashioned theories. 
Therefore, future research needs to consider a differ-
ent relevant theory to predict users’ behavior in this 
study context. 
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<Appendix A> Collinearity statistics (VIF)

Construct AR AC FP IP SW SW x AC
Negative Password Fatigue-Induced Affect (AR) 1.360

Attitude toward changing passwords (AC) 1.081
Feelings of password fatigue (FP) 1.000 1.360

Intention to change passwords (IP)
Shadow work recognition(SW) 1.044

SW x AC 1.037
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