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Information Security Job Skills Requirements:
Text-mining to Compare Job Posting and NCS

Hyo-Jung Jun" - Byeong-Jo Park - Tae-Sung Kim™™”

Abstract

As a sufficient workforce supports the industry’s growth, workforce training has also been carried
out as part of the industry promotion policy. However, the market still has a shortage of skilled mid-level
workers. The information security disclosure requires organizations to secure personnel responsible for
information security work. Still, the division between information technology work and job areas is unclear,
and the pay is not high for responsibility.

This paper compares job keywords in advertisements for the information security workforce for 2014,
2019, and 2022. There is no difference in the keywords describing the job duties of information security
personnel in the three years, such as implementation, operation, technical support, network, and security
solution. To identify the actual needs of companies, we also analyzed and compared the contents of
job advertisements posted on online recruitment sites with information security sector knowledge and
skills defined by the National Competence Standards used for comprehensive vocational training. It was
found that technical skills such as technology development, network, and operating system are preferred
in the actual workplace. In contrast, managerial skills such as the legal system and certification systems

are prioritized in vocational training.

Keywords: Job Postings, National Competence Standards, Text-Mining, Cybersecurity Workforce,
Job Skill Requirements, Longitudinal Comparative Study
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