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Design of a Delayed Dual-Core Lock-Step Processor with

Automatic Recovery in Soft Errors
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Juho Kim, Seonghyun Yang, and Seongsoo Lee

Abstract

In this paper, we designed a Delayed Dual Core Lock-Step (D-DCLS) processor where two cores operate same
instructions with delay and the result is compared to mitigate soft errors and common mode failures in automotive
electronic systems. Because D-DCLS does not know which core an error occurred in, each core must be recovered
to the point before the error occurred, but complex hardware modifications are required to return all intermediate
values on the pipeline stage. In this paper, in order for easy hardware implementation, all register values are saved
to a buffer whenever a branch instruction is executed. When an error is detected, the saved register values are
automatically restored, and then ‘BX LR’ instruction is executed to return to the last branch point. The proposed
D-DCLS processor was designed using Verilog HDL and was confirmed to continue normal operation after
automatically recovering error.
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Fig. 1. Flowchart of the proposed D-DCLS processor.
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Fig. 2. Architecture of the D-DCLS processor.
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Fig. 3. Waveforms of error occurrence, detection, and recovery.
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