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Abstract

This paper proposes an efficient algorithm to detect CAN (Controller Area Network) bus attack based on a
lightweight CNN (Convolutional Neural Network), and an I[DS(Intrusion Detection System) was designed,
implemented, and verified with FPGA. Compared to conventional CNN-based IDS, the proposed IDS detects CAN
bus attack on a frame-by-frame basis, enabling accurate and rapid response. Furthermore, the proposed IDS can
significantly reduce hardware since it exploits only one convolutional layer, compared to conventional CNN-based
IDS. Simulation and implementation results show that the proposed IDS effectively detects various attacks on the

CAN bus.
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Fig. 1. Lightweight CNN architecture.
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] 2 =Fo|AE TensorFlow?t FPGA LFol|A A5
< &4t TensorFlow® AlE#o]4ste] A2 4
A= X 29, FPGAE S35t 42 YA &

3°] HEHHGIT). o5 &3l & =wollA ARERE st
9 CNN 299 450l mms 9432 & & U1,
FPGA 438 Z3} TensorFlow 438 ZAx}e} A9l SA}
site A2 & 4 AUtk
Table 2. Performance of TensorFlow simulation.
T 2 TensorFlow AIZY0IM &5
Attack Accuraccy | Precision Recall Fl-score
Dos 99.98999 | 99.95196 100 99.97597
Fuzzy 99.27942 | 97.44172 | 98.44916 | 97.94285
Gear 97.15772 | 90.06326 | 99.30242 | 94.45745
RPM 98.31865 | 92.42658 | 98.84297 | 95.52715
Table 3. Performance of FPGA execution.
HE 3. FPGA &% M5
Attack Accuraccy | Precision Recall Fl-score
Dos 99.96998 | 99.85605 100 99.92797
Fuzzy 99.02922 | 96.86431 | 97.58759 | 97.22461
Gear 97.07766 | 89.88472 | 99.17932 | 94.30355
RPM 98.27862 | 92.14982 | 98.95317 | 95.43039
V. 72
2 =woMe T AEEH FPGAE 8835
CAN H2oM9] 342 aydo= HASh= CNN 7
Hh 73 AARE IDS AlAEE AASIAL skt ARk
Sl IDSE —“ﬁ—rﬁ glojolE shrt ARESIL o]
] A= 53 w4171 didloll AND APIEE AR

5o ]‘E%](ﬂe A g5kttt T3 TensorFlow
AlEdlolda} FPGA 43 Z23E H|wsits of AQtst
= YaEEe] Aol v f56ielon 1 ATHE
AMEEE FPGA o] Faaa3E ARt TensorFlow
AlEdlold A9l sYUsith= A HSSIS:
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