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In this research, a new Test and Evaluation (T&E) procedure for defense Al systems is proposed to fill the existing gap

in established methodologies. This proposed concept incorporates a data-based performance evaluation, allowing for independent

assessment of Al model efficacy. It then follows with an on-site T&E using the actual Al system. The performance evaluation

approach adopts the project promotion framework from the defense acquisition system, outlining 10 steps for R&D projects and

9 steps for procurement projects. This procedure was crafted after examining Al system testing standards and guidelines from

both domestic and international civilian sectors. The validity of

each step in the procedure was confirmed using real-world data.

This study's findings aim to offer insightful guidance in defense T&E, particularly in developing robust T&E procedures for

defense Al systems.
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‘ (@ T&E Scenario Development

e et ‘{ (@ Data construction

:| Test data H Training data, Validation data ‘ I

® Test data @ Apply data quality checklist |
evaluation and

) ® Application of Al model
supplementation for data quality evaluation

* Test only once

* Test multiple times

A4

@ Confirm 4' Basic performance test |—>

the test data —' ® Learning performance test |—’

3 Al Model

Min—ho Lee

,—---i Performance evaluation }“--\

Basic O
—»  performance X
test result

. O

Learning
Development | [ performance X
(System to test) X

test result

<Figure 2> Data-based Performance Evaluation Procedure in Al System R&D Project
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<Table 1> Example of Factor Grouping for a T&E Scenario

Development
Condition Factor Levels
time dawn, daytime,
(4 items) evening, night
essential environment season spring, summer, fall, winter
condition (4 items)
(8 items) - skipping -
filming distance standard distance,
(2 items) long distance
no. of people
. 2 items) 1 person, 2 people
essential event
condition - skipping -
(9 items) . .
act concealment, infiltration,
(11 items) stop, escape, walk, etc.
individual condition object size(5 Level),

(5 items)

magnification(3 Level), etc.
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{Table 2> Example of Checklist ltems

Item

checklist
classification criteria

Description

classify the checklist and assign a
classification number

describe the purpose, method, and target of

checklist item . .
each checklist item in a clear sentence.

check time check time for each checklist item

classified as tester or testee for each

check performer checklist item

Classified as quantitative or qualitative

check type method
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she 42 olgaA Ak 2 Ak ATh30L

233

<{Table 3> Example of Data Source Reliability Checklist
from 1SO 25024

X=A4/B
A = number of data values provided or validated/certified by a qualified
organization

B = number of data values for which source credibility can be defined
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@ A vlole A dA M= AEH7rRA, s Al
A 28 A7 T o UF-9] ols|AAREC] AlE Hlo]
H 54 37 A4 Soll g8 HE 2 st Al
g HlolEE FAst) o] dAYAE 53] <Table 4>}
2ol o] GAlA dloly F7F 3, A diolH A
5ol 93k Aol Walo] W ClFA|F(Al) B A

so) Wat re A4S B FHE Erk

R B

M

{Table 4> Example of Comparison before and after
Supplementation of Test Data

Test data supplementation

Metric
Before After
time 1 class 2 classes
characteristics (daytime) (daytime, evening,)
4 classes
3 classes — .
- . (civilian uniform,
outfit (civilian uniform, .
. . combat uniform,
characteristics | combat uniform, o .
o hillie suit ghillie sui,
Diversity & poncho raincoat)
5 classes 6 classes
behavioral (stop, escape, (concealment, stop,
characteristics crawl, walk, escape, crawl,
conceal) walk, conceal)

- omitted below -

F1-Score 0.93 0.93
effectiveness Precision 0.99 0.95
Recall 0.90 0.93

78S A A E AFA (AL R T
ST GE SHFAFE A8ATIAC HAlE AEE, FB
-Score & AFAG(Al) FeH7t HEE AHEste] Al@st
th 71T AlEHE AFA (A BEo] Alg HolHE
SFetA FEE 54 Al7]el 137 Fagit)

© 54 g dACA = dolE 4 wel s
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ki3 =
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EAFTAGAN ZEY o &7 A FFRE V)FE =
% B 7l v 502 Frhsth 54T Hke o
27 AT SFARe} MR AFAFTA) B AT
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Bl W3lol 2dl F(tuning) ol Wl Aol dE A
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{Table 5> Performance Evaluation Results

Test result
Basic Learning Enter the next stagex*
performance performance
possible to improve entrance
performance
satisified . . . conditional entrance
impossible to improve
(need to check
performance s
generalizability)
possible to improve conditional entrance
) performance (need to build data)
unsatisfied - - -
impossible to improve
not entrance
performance

*on-site T&E using the actual Al system.
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<Table 6> Performance Results in Procedure in Al
System R&D Project

Contents F1-Score Precision Recall
Before 0.74 0.77 0.72
After 0.93 0.99 0.9
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| @ T&E Scenario Development |

l

@ Construction a
draft test data

’—{ 3 Apply data quality checklist

,,——-| (@ Performance evaluation |~->~\

)

® Test data

\—{ @ Application of Al model for data quality evaluation |

evaluation and
supplementation

l * Test only once

® Confirm
the test data

* Test multiple times

4‘ @ Basic performance test }—'
4‘ Learning performance test }—'

Basic O
—»  performance X
J test result

Al Model
(System to test) _[4’

Learning
performance
test result

EO
X
X

<Figure 4> Data-based Performance Evaluation Procedure in Al System Purchasing Project
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