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Analysis of Research Trends of the Information Security Audit Area
Through Literature Review

So, Youngjae* - Hwang, Kyung Tae**

7 With the growing importance of information/information system, information security is emphasized,
LAbstract _ and the significance of information security audit as a tool for maintaining the proper security level is
increasing as well. The objectives of the study are to identify the overall research trends and to propose future research
areas by analyzing domestic and overseas research in the area. To achieve the objectives, 103 research papers were
analyzed based on both general and subject-related criteria. The following are the major research results : In terms of
research approach, more empirical studies are needed; For subject “Auditor,” studies to develop a framework for related
variables (e.g., capability) are needed; For subject “Audit Activities/Procedures,” future research should focus on the
process/results of detailed audit activities; Future domestic research for “Audit Areas” should look for the new
technology/industry/security areas covered by foreign studies; For “Audit Objective/Impact,” studies to define the
variables (e.g., performance and quality) systematically and comprehensively are needed; For “Audit
Standard/Guidelines,” research on model/guideline needs to be continued..
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1. YEEHO ZALS| 2jojet 7HE 8

7BH o ZAe ste] 7)ol Qelo] Foje
slele aeha QX B 7120) ABWA, 58

BIEY 59 BRE B eA Y ARE
FAH o0& FAsHL AFhe E5°ltHOGC, 2007
Suduc, et al., 2010). °]2gt At E5 FolA AR
HOF 7S oh8a} Zro] thofslA AolE 1 Q).

= 24 JHO 7D /7[R S RSt 9
" ZFHPopescu, et al., 2008).
29| HE Aike] 71U/ AR/ 7HAS
'5} | A% o] 24 #51, B

T4 o FE 15ty A% 7l
(Dharmalingam & Smalov, 2016)
AE Qlmeto] HgFA/Ag A EAo] thet RS
FAste], JHRAARY] Het 228 Hrlela, 1
IS v o2 YHHEE A AR tigt AT
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A JEEQHY] ZAEE Adst AT &
Z35to] AIJEE 1= A(Lee, et al., 2010)
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o|& o|Yol= T otz 52 E FAT 4= Sirt. ol
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9 ofojtjoiu} 7l g gfEsto] ALE st A
o|th(Alavi & Carlson, 1992). A% A9} H|AZ
AT AlF AHL Alavi and Carlson(1992)
o &5 ol wt, A5 A7 AR AR
AH)o](Survey), A (Case Study), 22} Hlo]¥]
(Secondary Data) 24 5202, HAZ A1= 7
J(Conceptual) 29, $8/33HMathematical/
Engineering) 2%, EE8 4/ H(Tutorial/
Review) 502 E=3lc)

o2 #e cﬂ:rL g9 A4 WeE 4

Est7] 9%t At FAof ¥ 71€2 Kim and
Hwang(2021)9] 71%-& AH83tet. o] 7182 HEet
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(B1) g4t 24 71

(Table 1) General Analysis Criteria

Analysis criteria Explanation

Analysis item

Publication year

Publication year of the research article

Year when the research article is

published

Research approach Empirical vs. non-empirical

Whether the research is empirical or non-
empirical

Research method of the

empirical study research article

Detailed research method of the empirical

Surveys, case study, secondary data
analysis, etc.

Research method of the
non-empirical study

empirical research article

Detailed research method of the non-

Conceptual model, mathematical/
engineering model, tutorial/review, etc.

2) o: B4 7]12(CobiT ¥+ ISO/IEC 27001)& vlgo g E4
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(Table 2) Analysis Criteria for Research Topics

Analysis item Explanation

Subjects related to auditors (or audit organizations/entities)

A (Auditor/Audit Organization . T ) L . L
( / & ) - Characteristics, capabilities, relationship with the auditee, time invested, etc.

Subjects related to the performance of audit activities

Audits (Audit Activities/Procedures . L .
( / ) - Basic concepts, audit activities, audit procedures, etc.

Subjects related to the area being audited

B (Audit Area) - Overall areas, specific industry, specific technology/system, etc.

Subjects related to the objectives or effects (performance) of audit

C (Audit Objective/Effect - Need for audit, objective, effect(performance), and quality of audit

Subjects related to guidance applicable to the audit process

D (Audit Standard/Guidelines) - Standard/Criteria, tools/techniques, models, guidelines, etc.

< 9l dled, AR e A2 BAE Y. [ BM Za}
A Audits B for C by D 4 fdos 244 10309 =22 2=
o] FAIIA AR AGARI/Z2A)E FEES A R =RolA YEHHo s Agshe dAjo] ue B4
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201099 717t Betoll 71 L6t 3H ol% 7
& FAIE UEL 13, 7 FEolle AT Aol
= Fgolth. FU9 At YR WA AlAE
1, s 9 717 sejol Blsf 109 o4
Fto, 31919 9oz oA 7HA] o] o] At
7t A&H 0 E Y =t vl Sule] Bl
2016055 Fraste 2o)= 3 AFo] git,
U A7 HZE $PE AZIY 7HY 255
ZeYE A717F s <fol] Hlel ERE olf= =W FH
Heto Id $83% Ao f55 & 5 Aok &
guete] A, A7t 7 EdelA 9YE]7] Akt
20069 o]Hof oju] HH Ko IAH ALt W7t
o] AuE et JEESE #H HEY 49 1995
doll AFE HEIESA7ER 07 A HH o]
7124 Q] q+7go] npAE A, I o] %2 1999W o] M=+
7P S A E 7| A 0] AFESLAL, 2001d =
MJEBAT o854 5o Wit HE 0 "HESAY
o571 9 JHHEZ Fo] B HE E /NFEHIL,
AHES A4 QASA=(Information Security
Management System: ISMS)7} == AHKim,
2014; NCSC, 2022). AR HQF B & ZHo|A
199649l S B R SAE|(EHY =g RESHE
AKISA), 1998\30] =7 E T AAHS], 20009

l..

e 39 %o

1 3) @7t 7|70 A ma(H|8)
(Table 3) Number (Ratio) of Papers by Period

Period All Overseas Domestic
Before 2000 5 (4.9%) 2 (2.4%) 3 (14.3%)
2001~2005 8 (7.8%) 5(6.1%) 3 (14.3%)
2006~2010 23 (22.3%) 16 (19.5%) 7 (33.3%)
2011~2015 27 (26.2%) 21 (25.6%) 6 (28.6%)
2016~2020 33 (32.0%) 31 (37.8%) 2(9.5%)
After 2021 7 (6.8%) 7 (8.5%) 0 (0.0%)

Total 103 (100.0%) 82 (100.0%) 21 (100.0%)
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ESF '——'1”419] A7t sfefof] His] 4 AJFHE o]
Hasks A2 U] 7ol 2452
2l 7HL"°]"} 7IHES thE Ukl el o we
Aok 22 oldH (Early Adopter)o] AT, =9 o]F
A&2Q1 WA WAStE = E HE F4I0E A%
5] A3k o] o] #ope] AtoA L ALH Ao
2 e thLee, et al., 2012).

U At 8 A S 1/4 o He
AL, A s] 22\ 7] QoA FEERY F240]
a7 Hrhe 7151 Sle A ARbeithd,

ol
ool tigt sha2]l A7t A&H 08 o] FojAof

-

1=
[

_(ﬁL'ru

H1

OI

ENEN S

ok Hu:

ARHOL At ok A7) A

& wﬂ 319, Sp TEsle] HATt
Yol ej=o] giet.

—ow 2 4 9l Ho} o], HRROl 24} Hopo)

FE SIA3 A7) A0l 806 ooz 4o

L 1 4%0] 90% o402 1

A7 H2H
4

l

A

c

HAdZF ?'EL_ELTH st A
T 7= s 7ke Aol FuHAeltH(Kim, et al.,

(& 4) MU0l 6 XupHo| B
(Table 4) Distribution of Research Approach

Approach All Overseas Domestic
Empirical 20 (19.2%) 18 (22.0%) 29.1%)
Non-empirical 84 (80.8%) 64 (78.0%) 20 (90.9%)

Total 104 (100%)? 82 (100%) 22* (100%)
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(I8 1) HIA3 A1 HIEQ| HEl 50|
(Fig. 1) Patterns of Ratio of Non-empirical Research
2005; Shao, et al., 2010; Kim & Hwang, 2017). &, ZHol|A @<} Zo| HjAdF A1Es0] F2 Y=
o2 A9 27| PN G Bope] Bl AHES  ARL ROl AFAA 4E HlAE ATolH 27
A9ET B WS S 59 MASH B H A4S T weh 49Ee AaE ANT 4
A(Exploratory) G771 o] 9T, o/ v & A% 979 wFe ¥ Bast ok ek
A% $ole] e 8% 09| WA Aol e
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(B 5) M3 MEHTUH 2
(Table 5) Distribution of Research Methods of Empirical Studies

Research method All Overseas Domestic
Case study 10 (50.0%) 10 (55.6%) 0 (0%)
Survey 7 (35.0%) 5(27.7%) 2 (100%)
Secondary data 3 (15.0%) 3(16.7%) 0 (0%)
Total 20 (100.0%) 18 (100%) 2 (100%)
(B 6) NZUT HRATYHS SRTH 244
(Table 6) Number of Research Topics by Methods of Empirical Studies
Research topic Case study Survey Secondary data
A (Auditor/Audit Organization) 1 1 2
Audits (Audit Activities/Procedures) 7 - -
B (Audit Area) 2 1 -
C (Audit Objective/Effect) 5 6 2
D (Auditing Standard/Guidelines) - - -
(B 7) HAZAT HRAYHe
(Table 7) Distribution of Research Methods of Non empirical Studies
Research method All Overseas Domestic
Concept model 41 (48.8%) 26 (40.6%) 15 (75.0%)
Tutorial/Review 33 (39.3%) 29 (45.3%) 4 (20.0%)
Mathematical/Engineering Models 10 (11.9%) 9 (14.1%) 1(5.0%)
Total 84 (100.0%) 64 (100.0%) 20 (100.0%)
B ATHEES chebA Aeshe Aol w2 it 23 dolel 249 Aol A% CE 27 o]
og wEr}, olE}2 B4 B TSl
T A7A 0] ATHAo] HS ATHES 4 olHT BI o] Fopo] FF ATONA AT FAq
9% YU 5 US4 AP SE 97 9T A4 AT PUE QoY A 4 Aoz
FAE A EITH(E 6)). AHATY A9 7P T HEET
o] 2 FAl= Audits®} CZA|, detzoz A}r’—ﬂ B 502 HlAS Ao AR ARl et £4
of digt ZAL I (Audits) T AIHC)S BASIe] 7] Ak (E 7)ol =0l Atk AAHOE HEA B
g S0l giF-ZolUH. Aol B¢, 7 ol ?—'_% AAlehz A7t ARE Y (48.8%)F AFAIstaL 9
E

Foldl FAE CaA FREQ ] F4% AIE &

T, 1 theoz 718 Aol 714 52 a7k R
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I 8) HHZHT MEATUHE HAZH 2
(Table 8) Number of Research Topics by Methods of Non-empirical Studies

Research topic Conceptional model TF;J;\(jir(i:/lv/ Eng/ilr?ztez‘iir:strﬁgzels
A (Auditor/Audit Organization) 0 2 0
Audits (Audit Activities/Procedures) 3 18
B (Audit Area) 19 13 0
C (Audit Objective/Effect) 5 5 2
D (Auditing Standard/Guidelines) 36 7 9

Eelg/e BT B 56930 AHtT Uok
Yo7 11.9%9) A5 S2l/3e R At
k. e9) Aot | G2 Hlws) B, T AT
o 9 g B8 wiFo] 75%= FEAo], S/
F3 599 Bgo] H2F A0 tehidrh,

G5 Fafold v4F 4TS +9F el Y =
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of ek e 2l He A AFolA 7 wol
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Folle #Ate] AiE 2] 292 59 EA51
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TE0] F5 |73, ‘%E’W —’Fxﬂ( (Al 24),
Audits, B)E B A= A8 lSlth FFol= o]
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=0
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2 AFolAe eholA A3t Hiet o] Ut 712
gt 24 o] 9ok, A F7HA] o] Fopl A HEAE
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LAZ Tjets] 915} A7 FAY BES BART,
S, 47904 B 342 ATsGA 194 %o
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17] 913} A70] ERE AT T4 58 BHRT,
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ARRO A TN TR Y AT FAZ B
A% A3He T (& 9)0] HHo] 9k, ol 2
% Q= wheh gol, &7 4] DAY 712/ A AVt 71
4 wo] thRiALG6%), 1L THEoR BRI A
24%, 181 Audits(AAt S5/A3heE C(HEAF 54/

5) Kim & Hwang(2021)2] 24 ZA3H= D(38%), B(26%), C(22%), Audits(10%), A(6%)2] %02 Uehtg.
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(Table 9) Number (Ratio) of Papers by Research Topic

Research topic Al Overseas Domestic
A (Auditor/Audit Organization) 6(4.1%) 6 (5.4%) 0 (0%)
Audits (Audit Activities/Procedures) 28 (19.2%) 26 (23.4%) 2(.7%)
B (Audit Area) 35 (24.0%) 22 (19.8%) 13 (37.1%)
C (Audit Objective/Effect) 25(17.1%) 22 (19.8%) 3 (8.6%)
D (Auditing Standard/Guidelines) 52 (35.6%) 35 (31.5%) 17 (48.6%)
Total 146(100.0%)” 111 (100.0%) 35 (100.0%)
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AT, 1 o2 Audit(FAt &
S4/E)e] £2= A7} o]Fo
AL, AR ‘/ )QP BO#A o)l dit 9] ]
& vl WA YERGTH(E 11)). SIS vl 2
H, Sl 17 A1 e A9 A5, AAdeR
ZAd AT HZL 9] ALt 34 thER] AN,

AGARDSF BEAF Aol gt d7-71 48 o] FofA]

A k=, A A&t viet o] Aof diet dF-E
FT AP0 8 D g7} Qe ek

1, 9 Uo7} WS 7he) AabA7K] AR A 208 )9 FAS A7 EE AT Y]
oA sfef Aol Hsl A st we AFAAE B4 Ak (& 129 FEEo ok 7HE Azl
Aoz Helck, FA= BEA t)eE DAL 71%/A18)E 2ol 9+
ThgoEL A7 A SR URolW AT g T AOICHeE 43%). o] T AT FH hEL 54 A
< A WA VA FAE O A5 d dolu 7ledl A8 & s AA AIE Ak A
(2 10) A7FH 29 22
(Table 10) Distribution of Number of Research Topics
Number of Topics All Overseas Domestic

1 61 (59.2%) 54 (65.9%) 7 (33.3%)

2 41(39.8%) 27 (32.9%) 14 (66.7%)

3 1(1.0%) 1(1.2%) 0 (0%)

Total 103 (100%) 82 (100%) 21 (100%)

(B 11) 11 R[S0 AR 2R
(Table 11) Distribution of Contents of 1-topic Research
Research topics All Overseas Domestic

A (Auditor/Audit Organization) 4(6.6%) 4(7.4%) 0 (0.0%)

Audits (Audit Activities/Procedures) 13 (21.3%) 11 (20.4%) 2(28.6%)

B (Audit Area) 2(3.3%) 23.7%) 0(0.0%)

C (Audit Objective/Effect) 11 (18.0%) 10 (18.5%) 1(14.3%)

D (Auditing Standard/Guidelines) 31 (50.8%) 27 (50.0%) 4(57.1%)

Total 61 (100.0%) 54 (100.0%) 7 (100.0%)
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(Table 12) Distribution of Contents of 2-topic Research

Research topics All Overseas Domestic
AC 2 (4.9%) 2 (7.4%) 0(0.0%)
Audits B 10 (24.4%) 10 (37.0%) 0(0.0%)
Audits C 5(12.2%) 5(18.5%) 0(0.0%)
BC 49.8%) 3(11.1%) 1(7.1%)
BD 18 (43.9%) 6(22.2%) 12 (85.7%)
CD 2(4.9%) 13.7%) 1(7.1%)
Total 41 (100.0%) 27 (100.0%) 14 (100.0%)
A GHARRY/ZA): Audits (A 25/ B (GAF B13): C (GHAF 84 /a3h): D (74 71%/A1%)
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(Table 13) Contents of Research Topic A

Content Topic Detailed contents Related literature

Proposes a labor time estimation method for the information

Audit man-hours A . .
security audit

Satoh & Komoda, 2005

Auditor qualifications, code of ethics, and trainin )
lificati A torq 8 Drastich, 2013
Qualifications/ requirements
Competencies of
auditor/audit Analyze the relationship between the audit organization’s
organization A, C | industry expertise, size, experience, etc. and identification Yen, et al., 2018

of internal/external threats facing the client

Describe the relationship between the audit department and

. ) . Steinbart, et al., 201
the information security department 3

Relationships with A
non-audit Explain the role played by accounting societies/professional Stafford. 2018
personnel/ associations in relation to information security audits !
organizations

Analyze the impact of the relationship between the audit
A, C | department and the information security department on Steinbart, et al., 2013
information security performance

A (FARY/ZA); Audits (A 85/ 24 B (AT d/); C (AR 521/E3); D (A 71%/413)

E 14) A2FH AZARNS 77k M Zat
(Table 14) Analysis Results for Research Topic A by Period

Content 2001~2005 2006~2010 2011~2015 2016~2020 Total
) . Satoh & Komoda, _ _ _
Audit man-hours 2005 10)
gualificatiqn/ - - Drastich, 2013 Yen, et al., 2018 200)
ompetencies

) o ) Stafford, et al.,

Rdﬁon“_ﬁg.tw“h - - Stﬂ“bzaorget a1 9018: Steinbart, et | 30)
! al., 2018

Total 1(0) 00) 200) 3(0) 6(0)

Numbers in () are the numbers of domestic research articles

&4 9 ol A7) 3 9t oIS S¥, Drastich(2013) 44}
A% WSS AuE, AR, WA & A9 AR B4, AA4, dme, A9
1
o

el o

4
o, A, 3YY, AEA, 584,

o
Folut 71ek - B4, T, QU 2 52 skl Sl Yen,
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(Table 15) Contents of Research Topic Audits

Content Topic Detailed contents Related literature
Descr‘1be thg need and procedures for information Pathak, 2006; Popescu, et al., 2008
security audits

Audits
Concents Explain the basic concept of information security Surcel & Amancei, 2007; Tofan, 2011;
P audit Min & Lee, 2016; Lu, et al., 2018
Audits, B Descr.1be the{ need for and audit areas of e-business F. Nastase & P. Nastase, 2007
security audits
Describe information security audit procedures Suduc, et al, 2010; Azubike, 2011; Grzyb
yauep & Kowalik, 2020
Audits
Dess:nbe the procedures for information security Kim. et al.. 2013
audits
Describe the ERP Security Audit Procedure Yu & Gao, 2013
Procedures 0 ) ) . )
Describe information security audit procedures in .
. . Radu & Isai, 2014
the electric power industry
Audits, B ) .
’ . . . Cohen, 1998; Quanxiu & Guangying,
Describe the procedures for network security audits 2011: Afifi, 2020: Zhou, 2020
Provide a method for auditors to identify/correct
when organizational insiders inadvertently pose a Stafford, et al., 2018
threat to the company’s information security
Audits Summarize the process/results of an information Lo & Marchand, 2004; Goel, et al., 2006;
security audit for a case organization Candiwan & Priyadi, 2016
Preser.lt security audltﬂ procedures./ res.ults for an Vieira & Serrdo, 2016
organization's financial web applications
Audits, B | Present a cybercrime security audit plan Alviana, 2020
Icilxp.lam the a}pphcablhty of auditing for mobile Othman, et al., 2021
evice security
Activities . .
For lecture purposes, explgm the aufilt procedures/ Tanriverdi, et al., 2006
results, etc. for a hypothetical organization.
Present the audit process/results based on CISSP . )
CBK for XYZ school Arionadi, et al., 2016
Audits, C Present the purpose/process/results of information
) . Barankova, et al., 2019
security audit
Presenting the importance of and procedures for
risk identification/assessment in information Beldiman, 2021
security audits

A (BARY/ZA): Audits (B4 5/22): B (@A H1): C RHA 54/Z3): D (AL 71%/413)
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(Table 16) Analysis Results for Research Topic Audits by Period

Content Before 2000 2001~2005 2006~2010 2011~2015 2016~2020 After 2021 Total
Pathak, 2006;
Surcel &
Amancei, 2007; Min & Lee,
Concepts - - F. Nastase & P. | Tofan, 2011 2016; Lu, et al., - 7(1)
Nastase, 2007; 2018
Popescu, et al.,
2008
gif;l;eu éOll, Stafford, et al.,
Suduc, et al Guangying, 2011; 2018; Grzyb &
Procedures | Cohen, 1998 - 2010 e Ki ’ | | Kowalik, 2020; - 11(1)
im, et al., 2013; " .
| Afifi, 2020;
Yu & Gao, 2013; Zhou. 2020
Radu & Isai, 2014 ’
Arionadi, et al.,
2016; Candiwan
Goel, et al., & Priyadi, 2016; . .
Activities B Lo & Marchand, | 2006; ) Vieira & Serréo, gi%rzin’etzgfl’ 100)
2004 Tanriverdi, et 2016; 2021 R
al., 2006 Barankova, et
al., 2019;
Alviana, 2020
Total 1(0) 1(0) 7(0) 6(1) 11(1) 200) 28(2)

Numbers in () are the numbers of domestic research articles
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(Table 17) Contents of Research Topic B

Content |  Topic Detailed contents Related literature
B Ripple effect of electronic money on information security audits (B) Warigon, 1999
B,C Network security audit in the big data era Lin & Huang, 2020
Describe the ERP Security Audit Procedure Radu & Isai, 2014
Audits, B | Describe the need for and audit areas of e-business security audits IL).ei\’I:sttié,ZZOOlO% F. Nastase &
Applicability of auditing for mobile device security Othman, et al., 2021
Propose an audit trail system for EDI system security Jeong, et al., 1997
New Propose an audit model for web-based systems/applications Yun, et al., 2003; Jeon, et al., 2007
Tech Propose an audit model for Industrial Control Systems Lee, 2008
Propose an audit model for RFID-based information system JLei;nﬂ,eettaelt.lt,ZZ[)(?lgé
Audits, D | Propose an information security audit model for SCADA systems Lee, et al., 2009
Propose audit standards/models for the cloud computing field ]éiﬁggcgﬁiézn%ig 2015;
Propose the audit process/framework in a virtual environment Dharmalingam & Smalov, 2016
Propose an audit system for e-commerce personal information protection | Lee, et al., 2018
Explain the audit methodology for ERP/CRM systems Voevodin, et al., 2020
Network Securfy Audi. Cohen, 1998 Qi & Gy
Audit, B | Rinancial web application Vieira & Serrdo, 2016
Security plan against cybercrime Alviana, 2020
Security Explain the need for auditing network security in the era of big data Lin & Huang, 2020
areas B, C I]i;;gtljéi (E}rlle need to introduce an audit system for personal information Jeong, et al., 2013
Data/Database security audit Almadhoob & Valverde, 2014
B,D Audit model for privacy protection Lee & Park, 2010; Lee, et al., 2018
B.C.D Identify factors affecting the quality of dgtabase security audits and Muneeb-ul-Hasan & Arshad,
present a conceptual framework for audits. 2019
Audits, B | Audit procedures in the power industry Yu & Gao, 2013
B, C Survey on the IT security audit status of medical institutions Hermann & Tanguy, 2022
Propose the audit system of public institutions Jeon, et al., 2006
Industry Propose an audit model for defense information systems Choi & Nam, 2001
B,D Propose an audit process model for educational institutions Billones & Ona, 2011
Propose an audit model for the hospital information system Yu, et al., 2014
Propose a meta-model for bank audits Wen, et al., 2018
Others B,C User awareness (user awareness of data security) Almadhoob & Valverde, 2014
B SOX (Identify risks to SOX and IT resources) Smith, 2007

A GARY/ZA); Audits (A Z5/23); B (A TV); C (AH S0/, D (A 71%/213)
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(Table 18) Contents of Research Topic B

Content All Overseas Domestic
New Technology 17 (44.7%) 9 (37.5%) 8 (57.2%)
Specific Security Areas 12 (31.6%) 9 (37.5%) 3(21.4%)
Specific Industry 7 (18.4%) 4(16.7%) 3(21.4%)
Others 2(5.3%) 2(8.3%) 0 (0%)
Total 382 (100.0%) 24 (100.0%) 14 (100.0%)
£ 19) 975K BAHY) 979 7128 24 21}
(Table 19) Analysis Results for Research Topic B by Period
Content | Before 2000 2001~2005 2006~2010 2011~2015 2016~2020 After 2021 Total
F. Nastase & | Jeon, et al., )
P Nastase, | 2012 Radug | Dnarmalingam &
Jeong, et al., 2007; Jeon, et | Isai, 2014; Smalov, 2016;
New | 1997, Yun, et al., Pt ' . Lee, et al., 2018; | Othman, et al.,
i al., 2007; Lee, | Bendovschi & ) 17(8)
Tech | Warigon, 2003 1 .| Lin & Huang, 2021
1999 2008; Lim, et | Ionescu, 2015; 2020: V. .
} ; Voevodin,
al., 2008; Lee, | Gupta & etal. 2020
et al., 2009 Shakya, 2015 v
Vieira & Serrao,
Quanxiu & 2016; Muneeb-
| S st
Security Cohen. 1998 _ Lee & Park, 2011: Jeong, Lee, et al.. 2018; _ 126)
areas 2010 2013; .
Almadhoob & Lin & Huang,
Valverde. 2014 2020; Afifi, 2020;
’ Zhou, 2020;
Alviana, 2020
Billones & Ona,
~ Choi & Nam, | Jeon, et al., 20115 Yu & Hermann &
Industry 2001 2006 Gao, 2013 vy, | Wemeral 2018 o o202 | 7O
etal., 2014
Jeong, 2013;
Others - - Smith, 2007 | Almadhoob & - - 3(1)
Valverde, 2014
Total 2(1) 22) 7(6) 9(4) 7(1) 100) 28(14)

Numbers in () are the numbers of domestic research article
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(Table 20) Contents of Research Topic C

Content Topic Detailed contents Related literature
Present t.he need to .mtroduce an audit system for personal Jeong, 2013
information protection
Need B.C Analyze user perception of data security Almadhoob & Valverde, 2014
Necessity of network security audit in the era of big data Lin & Huang, 2020
Survey on the IT security audit status of medical institutions Hermann & Tanguy, 2022
Present the 5C objectives of information security Chandra, 2008
Expla.m the felatlonshlp between financial audits and information Singleton & Singleton, 2008
security audits
Objective Present audit process/results based on CISSP CBK for XYZ school Arionadi, et al., 2016
Audits, C | Present the purpose/process/results of information security audit Barankova, et al., 2019
Descr%be Fhe audit procedures/results, etc. for a hypothetical Tanriverdi, et al., 2006
organization
Present metrics to measure the process/results of information security audits | Popa, 2010
Analyze the relationship between information security audit and bank Hatsu, et al., 2015
performance for four banks in Ghana
Analy.ze the impact of audits (awareness of audits) on information Jeon, et al., 2015
security performance
Analyze the impact of IT governance and knowledge management on Au& Fung. 2019
C the audit results &
Analyze the rglatlonshlp betwgen the 1mp.len.1enltatlon of audit Salihu & Berisha-Hoti, 2019
recommendations and reduction of security incidents
Analyze the relationship between audits and number of accidents .
Dias, 2021
Performance based on the fuzzy theory
Analyze the relationship between audit data/audit scope/cost
submitted to SEC and number of audit violations Westland, 2021
Ana@ysm of impact of t.he relationship be.tween thfe audit départment and Steinbart, et al, 2018
the information security department on information security performance
AC Analyze the relationship between the audit organization’s industry
expertise/size/experience, etc. and identification of internal and Yen, et al., 2018
external threats facing the client company
Pro.\cfllde gmgthod folr auditors hto 1dent1§// correct Whep ?rgamz.atlonal . Stafford. et al, 2018
Audits, ¢ | nsiders inadvertently pose a threat to the company s information security
"~ | Present the importance of/procedures for risk identification/ .
L ; B . Beldiman, 2021
assessment in information security audits
Analyze the relationship between network security policies and Hamdan. 2017
C documentation of audit evidence '
Descr1k?e the security concerns that should be carefully considered in Shakya & Gupta, 2017
an audit
Quality Pre(zjs.ent a guantltatlve model for auditing and analyze the impact on D. Kim & H. Kim, 2004
cD audit quality
' Present audit work breakdown diagram and budget model for audit ,
Surcel & Amancei, 2011
cost control
BCD Identify factors affecting the quality of DB security audits and present | Muneeb-ul-Hasan & Arshad,
7 a conceptual framework for auditing 2019

A (FARY/ZA); Audits (A 85/ 24 B (B4 d/); C (AR 52/E3); D (FAF 71%/413)
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Foe theol (& 21)0] Relsol gk ARt F A BAF Aol BAOWS TE A7, 1E/A
Aol Ba gl B ATE BE B4 A BEl A DY FAOS e A7 5ol Utk

AREES, dole] ek MEAD Bk, JslWel k] BA/ANE FAR T A7 A% U8S
ARHOL S SUY BaKol JEAS BASG  /PER BT ik (2T 2

th. AEuot 2o BAo] Bek ATE AEEet 7 AREO Ao Was BHo) te AT HlE
Ao} BAQRFS THE ATE IR SRR A A 2L 20 dFEo] 8K 0R o]Rejd Ao 1t
5 24P BHOL L4 AFSolgleh A8 etk FREC gake] An/aze] fiE AT %
B} 7Ate] Aol BeAs Aol AREC k] 7|5 BRI of ZA thlAl g Bkl 4
AHORE i 47 AR 4O 09l 53 U AR U 5 U, I8, o] 8 o
AT BT A7, BA5Y BEEO AHOS BY W A7 A37H) 120 APEsiA gk ol 4

(B 21) A7FH C(HASH)| 7|71 24 Z1
(Table 21) Analysis Results for Research Topic C by Period

Content 2001~2005 2006~2010 2011~2015 2016~2020 After 2021 Total
Jeong, 2013; . Hermann &
Need Almadhoob & %1256 Huang, Tanguy, 2022 4(1)
Valverde, 2014
Tanriverdi, et al.
) ’ ’ Arionadi, et al.,
Objective - 2006f C.handra, - 2016; Barankova, - 5(0)
2008; Singleton & etal. 2019
Singleton, 2008 v
Steinbart, et al.,
2018; Yen, et al., Beldiman
Hatsu, et al., 2018; Stafford, et 20211, Di s
- Popa, 2010 2015; Jeon, et al., | al., 2018; Au & Lo 11(1)
Performance ) 2021; Westland,
2015 Fung, 2019; 2021
Salihu & Berisha-
Hoti, 2019
Hamdan, 2017,
. Shakya & Gupta,
. D. Kim & H. Surcel & ; B B
Quality | i 2004 i Amancei, 2011 | 2017+ Muneeb 50)
ul-Hasan &
Arshad, 2019
Total 1(1) 4(0) 5(1) 11(0) 4(0) 25(2)

Numbers in () are the numbers of domestic research article

10) Chandra(2008)& FEES A B3 thEdt 22 S7HA] EAS HEoR %
comprehensive, current, communicated, compliant, convertible.
11) ARHEQE At Atz 229 AilHatsu, 2015), R ESE Al (eon, et al., 2015), ZAF

2021; Salihu & Berisha-Hoti, 2019), ZAMEE A4~(Beldiman, 2021) 50| =},

Z3HAu & Fung, 2019)), HQHA
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(Table 22) Contents of Research Topic D

Content Topic Detailed contents Related literature
B,D Propose auditing standards for cloud computing Bendovschi & Tonescu, 2015
) ) e ) ) ) Capuder, 2004; Cefaratti,
Standards/ Explain ISO 27001, which may aid in information security audits etal, 2011
Criteria D
Describe standards related to information security audits Popa & Doinea, 2007
Describe the IT Baseline Protection Manual Bhaskara, et al., 2018
Present an audit methodology for ERP/CRM systems Voevodin, et al., 2020
B.D Develop an audit trail system for EDI system security Jeong, et al., 1997
Analyze and design an audit system for the information protection
R Jeon, 2008
management of public institutions
cD Present the audit work breakdown diagram and budget model for Surcel & Amancei. 2011
' audit cost control '
Compas b e o s b [ 153
P 1 y ¥ Roratto & Dias, 2014
mechanisms
Ryy, et al., 1997,
Design a network monitoring system that provides an audit trail Rudowski & Tarnowska,
2016
Popescu, et al., 2007
Propose an expert system for information security audit Kanatov, etal, 2014
P pert sy ¥ Atymtayeva &
Kozhakhmet, 2015
Tools/

Techniques SWOT analysis of three methods of information security audit Ivanova, et al., 2010
Presept a me;thodology to increase the efficiency of information Shultz, et al., 2014
security audits

D

Propose an open source security information management system
that supports information security audits

Hermanowski, 2015

Present the Security Requirements Elicitation from the Business
Processes (SREBP) approach to support information security audits

Kozlovs, et al., 2016

Propose an audit methodology based on semantic web ontology

Li, 2016

Present an instantaneous information security audit methodology

Livshitz, et al., 2016

Propose a matrix methodology

Markina & Diachkov, 2019

Propse a methodology for auditors to predict risk using Bayesian
inference techniques

Satoh & Samejima, 2019

Present an audit methodology based on the Neuro-Fuzzy System to
support information security audits

Lakhno, et al., 2021

Propose a remote information security audit methodology

Lontsikh, et al., 2021

YHotgH 25
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(Table 22) Continued
Content Topic Detailed contents Related literature
Propose an audit model for personal information protection Lee & Park, 2010
Present an information security audit model for RFID-based
. . Jeon, et al., 2012
information systems
Propse an IT securit‘y audit system for e-commerce personal Lee, etal, 2018
information protection
Propose an audit process model for educational institutions Billones & Ona, 2011
Present an audit model for cloud computing Gupta & Shakya, 2015
Present audit process/framework in a virtual environment 12)51 1a6rmahngam & Smalov,
Propose a meta model for bank information security audits Wen, et al., 2018
B,D
Propose an information security audit model for defense information Choi & Nam, 2001
systems
Present an audit model for web-based systems Yun, et al., 2003
Propose an information security audit model for web applications Jeon, et al., 2007
Present an information security audit model for industrial control Lee, 2008
systems
Models/ Propose an information security audit model for RFID-based Lim. et al. 2008
Guidelines information systems ’ v
Present an information security audit model for the SCADA system Lee, et al., 2009
Propose an audit model for the hospital information system Yu, et al., 2014
C.D Pres.ent a quantitative model for auditing and analyze the impact on D. Kim & H. Kim, 2004
audit quality
BCD Identify factors affecting the quality of DB security audits and present | Muneeb-ul-Hasan &
n a conceptual framework for auditing Arshad, 2019
Propose a security and privacy audit model Zorkadis & Siougle, 2001
Present the SISAP (Simple Information Security Audit Process) Raggad & Collar, 2006
methodology
Pro?gse a conceptual framework for international standards-based Pereira & Santos, 2010
auditing
D von Roessing, 2005; Lee, et
Propose an information security audit model al., 2010 Gulzira, et al., 2020;
Pereira & Santos, 2011
Present an audit model using XML concepts Golyash, et al., 2011
Present a maturity-based audit model Lee & Park, 2015
Presenting a fuzzy-based audit model Rytov, et al., 2017

A AR/ 2A); Audits (FAF 25/24D); B (@A H4): C (RRAFS24/23); D (#AF 712/41%)
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(Table 23) Contents of Research Topic D

Content All Overseas Domestic
Standard/Criteria 5(9.6%) 5(14.3%) 0 (0%)
Tools/Techniques 21 (40.4%) 17 (48.6%) 4(23.5%)
Model/Guidelines 26 (50.0%) 13 (37.1%) 13 (76.5%)

Total 52 (100%) 35 (100%) 17 (100%)
E 24) A7FH DAL 712/X1E) G719 71248 24 Zat
(Table 24) Analysis Results for Research Topic D by Period
Content Before 2000 2001~2005 2006~2010 2011~2015 2016~2020 After 2021 Sum
Cefaratti, et al.,
Reference/ B Popa & 2011 Bhaskara, et B
Standard Capuder, 2004 Doinea, 2007 | Bendovschi & |al., 2018 50
Tonescu, 2015
Surcel & Kozlovs, et al.,
Amancei, 2011; | 2016; Li, 2016;
Jeon, et al., Livshitz, et al.,
2012; Kanatov, | 2016,
Povescu. et al. | € al., 2014; Rudowski &
2087. Iva’tnovzq Shultz, et al., | Tarnowska,
Tools/ o l' 2010: " 2014 2016; Lee, et | Lakhno, et al.,
Techniques - - Le:é’c Park, Atymtayeva & |al., 2018; 2021; Lontsikh, 21(4)
i 2010: Lee ét Kozhakhmet, | Markina & etal., 2021
Al 2’010 ' 2015; Diachkov,
N Hermanowski, |2019; Satoh &
2015; Samejima,
Rudowski & 2019;
Tarnowska, Voevodin, et
2016 al., 2020
Raggad & ) Dharmalingam
Zorkadis & Collar, 2006; l;gﬁr.legoﬁc Ssr}lla, & Smalov,
Siougle, 2001; |Jeon, et al., ot 1’ 201‘/1, "1 2016; Rytov, et
Kim & Nam, | Choi & Nam, | 2006: Jeon, et Peae:}a & ' al., 2017; Wen,
Model/ | 1993; Jeong, et |2001; Yun, et | al., 2007; Lee, 5 rrlt;s 011 | € al,, 2018; B 26(13)
Instructions | al., 1997; Ryu, | al., 2003; 2008; Lim, et Yi ot ’al 20'14, Muneeb-ul-
etal, 1997 D. Kim & H. al., 2008; Lee, Leé &P "rk " | Hasan &
Kim, 2004; von | et al., 2009; 2015: Gi t'a 8 Arshad, 2019;
Roessing, 2005 | Pereira & sh k’ 2%1 5 Gulzira, et al.,
Santos, 2011 aa 2020
3 33) 63) 12(7) 15(3) 14(1) 2(0) 52(17)

Numbers in () are the numbers of domestic research articles
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Communications and Computers

* 6th IEEE International Conference on Intelligent Data
Acquisition and Advanced Computing Systems

* 6th International Conference on Engineering & MIS 2020

+ 6th International Conference on Knowledge Management:
Projects, Systems and Technologies

+2011 2nd International Conference on Artificial
Intelligence, Management Science and Electronic
Commerce

+ 2013 International Conference on Control Engineering and
Communication Technology

+2014 Joint 7th International Conference on Soft Computing
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and Intelligent Systems (SCIS) and 15th International
Symposium on Advanced Intelligent Systems (ISIS)

* 2015 IEEE 2nd international conference on cybernetics

*2016 IEEE Conference on Quality Management, Transport
and Information Security, Information Technologies

+2020 International Conference on Communications,
Information System and Computer Engineering

+2021 International Conference on Quality Management,
Transport and Information Security, Information
Technologies

*2021 3rd International Cyber Resilience Conference





