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ABSTRACT

Previous studies have shown that insiders pose risks to the security of organisations’ secret information.
Information security policy (ISP) intentional violation can jeopardise organisations. For years, ISP violations persist
despite organisations’ best attempts to tackle the problem through security, education, training and awareness
(SETA) programs and technology solutions. Stopping hacking attempts e.g., phishing relies on personnel’s
behaviour. Therefore, it is crucial to consider employee behaviour when designing strategies to protect sensitive
data. In this case, organisations should also focus on improving employee behaviour on security and creating
positive security perceptions. This paper investigates the role of psychological capital (PsyCap), punishment
and organisational security resources in influencing employee behaviour and ultimately reducing ISP violations.
The model of the proposed study has been modified to investigate the connection between self-efficacy, resil-
ience, optimism, hope, perceived sanction severity, perceived sanction certainty, security response effectiveness,
security competence and ISP violation. The sample of the study includes 364 bank employees in Jordan who
participated in a survey using a self-administered questionnaire. The findings show that the proposed approach
acquired an acceptable fit with the data and 17 of 25 hypotheses were confirmed to be correct. Furthermore,
the variables self-efficacy, resilience, security response efficacy, and protection motivation directly influence ISP
violations, while perceived sanction severity and optimism indirectly influence ISP violations through protection
motivation. Additionally, hope, perceived sanction certainty, and security skills have no effect on ISP infractions
that are statistically significant. Finally, self-efficacy, resiliency, optimism, hope, perceived severity of sanctions,
perceived certainty of sanctions, perceived effectiveness of security responses, and security competence have
a substantial influence on protection motivation.
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I . Introduction

Information security policy (ISP) violations lead
to many negative consequences for organisations in-
cluding data loss or theft, computer attacks and pri-
vacy breaches (Ponemon Institute, 2016; 2017; Young
and Ernst, 2011). According to a recent survey con-
ducted by Ponemon Institute, approximately nine
out of ten bank employees suffered at least one data
breach (Ponemon Institute, 2020). Researchers con-
cluded that the weakest link in securing ISP in busi-
nesses is often the end users themselves (Kolkowska
et al,, 2017; Merhi and Ahluwalia, 2014; Moody et
al, 2018; Safa and Von Solms, 2016). Strong ISP
policies in organisations are nonetheless impeded
by the actions of their employees. Nearly 56% of
those who participated in an IT security practitioner
survey said that workers’ unwillingness to comply
with ISP regulations is the most significant obstacle
in adopting effective security tactics in firms
(Ponemon Institute, 2016). Additionally, PWC’s
“Global State of IS Survey in 2018” indicated that
staff activities remain the primary source of organ-
isations’ ISP (PwC, 2017).

Because of this, the emphasis of ISP research has
been on examining employee behaviour in the setting
of ISP regulations being followed (Bulgurcu et al.,
2010; Hwang and Cha, 2018; Merhi and Midha, 2012).
When insiders purposefully violate ISP, security
breaches will escalate as insiders fall victim to phish-
ing efforts (Jalali et al.,, 2020). In the case where
organisations have tried various security training,
awareness programs and technological solutions to
tackle the situation (Dada et al., 2021), the ISP viola-
tions however still persist (Farshadkhah et al., 2021;
Jalali et al., 2020). A total of 43% data breaches were
triggered by employees breaking IT standards
(Trends Report, 2021) and 33% of IT-related mishaps

were caused by employees not following standards
(PwC, 2017).

The adoption of ISP rules necessitates behavioural
changes in how users interact with IT systems, thus
producing triggers for resistance to such changes
(Kolkowska and Dhillon, 2013; Krazit, 2016; Merhi
and Ahluwalia, 2015). The two most important factors
that are responsible for employees breaking ISP poli-
cies are psychological reactance, which is the desire
of employees to restore freedom, and security com-
pliance stress, which occurs when employees are re-
quired to fulfil security controls and standards in
a manner that requires additional effort, time and
expertise.

Therefore, it is essential to have knowledge of
the factors that motivate employees to adhere to
the ISP rules. As there have been very few studies
on employee intention to break ISP regulations, this
research fills a key gap in the literature. Liang et
al. (2012) posited that organisational punishment is
often employed in firms as a deterrence to guarantee
that the organisational norms are followed to the
fullest degree.

General deterrence theory (GDT) is used as the
basis of the punishment concept which also relies
on three elements ie., harshness, certainty and speed
of punishment (Aurigemma and Mattson, 2017a).
Punishment is determined based on a considerable
portion of the ISP material in which the employee’s
intention to comply with the ISP rules are explored
and better understood. According to the research
of Bulgurcu et al. (2010), D’Arcy et al. (2009) and
Straub (1990), increasing the severity of the penalties
for non-compliance with ISP can lead to higher level
of ISP compliance, as it discourages employees from
violating the policy. Therefore, further research is
needed to clarify how exactly punishment affects em-
ployees’ compliance intention, given that GDT yields
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a wide range of behavioural outputs and contradictory
results (D’Arcy and Herath, 2011; Herath and Rao,
2009; Hwang and Cha, 2018; Trang and Brendel,
2019).

Additionally, tangible resources such as SETA pro-
grams (D’Arcy et al,, 2009), facilitating conditions
(Ng and Rahim, 2005; Moody et al., 2018, resources
availability (Herath and Rao, 2009), top management
participation (Hu et al, 2012) and rewards (Bulgurcu
et al, 2010) primarily focus on positively encouraging
the employees to meet the security demand. Li et
al. (2018) argued that intangible resources such as
employee psychological capital (PsyCap) have always
been disregarded despite their importance.

Next, the theory of psychological capital, according
to Seligman and Csikszentmihalyi (2000), should fo-
cus not on frightening people but rather on empower-
ing them and assisting them in adapting to the
changes in their environment. Employees are moti-
vated to meet the security criteria when they are
encouraged to focus on their distinctive qualities such
as character traits, virtues, and skills. PsyCap encour-
ages workers to concentrate on these aspects of them-
selves in order to enrich and better their lives. Kimolo
(2013) argued that an organisation’s connection with
its employees is significantly impacted by the degree
to which the organisation empowers its workforce.
Alternatively, Choi and Lee (2014) and Nolzen (2018)
discovered that employees with a robust sense of
autonomy are more likely to have a favourable atti-
tude towards their organisations and take care of
the properties belonging to the business.

Meanwhile, this research argues that considering
the PsyCap’s relevance in motivating an individual’s
response to changes and behaviour (Burns et al,
2017), protection-motivated behaviours among em-
ployees may efficiently be encouraged by PsyCap.
This is one of the primary findings of this study.

As a result, the findings of this research provide
PsyCap that can be used to either enhance or replace
the deterrence idea. Additionally, security com-
pliance stress may result from the additional work,
time and knowledge required to comply with security
controls and regulations (Pham, 2019). Although em-
ployees may find security restrictions to be incon-
venient, laborious and difficult to follow, the re-
sources that an organisation makes available to facili-
tate employee security compliance can reduce the
demand placed on IT and indicate the success of
organisational security measures (Duong, 2022).
Users are more likely to implement security pre-
cautions when they understand the purpose of the
programme, see the significance and use of security
precautions and have confidence in their ability to
properly implement these safeguards. Users are more
willing to work together with a cyber-security system
if they believe an organisation is doing its bit to
ensure the system’s integrity (Pham, 2019).
Furthermore, when employees have a favourable
impression towards an organisation, they are more
likely to go above and beyond in their usual tasks
to protect the safety of the organisation (Bélanger
et al, 2017; Burns et al, 2018; Hsu et al, 2015 Wahda
et al, 2020). In this sense, Hsu et al. (2015), MacKenzie
et al. (1998), Wahda et al. (2020) and Xu and Guo
(2017) stated that the motivation for in-role behav-
iour (ie., obeying the instructions of the system)
is different from the motivation for extra-role behav-
iour (i.e., organisation’s citizenship behaviour) be-
cause of their belief and positive attitude towards
the organisation. Consequently, the concept has be-
come a practical application in research, in which
the organisation’s protective motivation lowers the
ISP violation. This research analyses the organ-
isation’s protection motive as a mediator between

the components of punishment, including psycho-
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logical capital, organisational resources security and
the desire to violate (resistance). In other words,
the protection motive acts as a mediator in the rela-
tionship between ISP resistance and organisational
sanctions, psychological capital, organisational se-
curity ~ resources

and organisational security

resources.

II. Literature Review
2.1. Information and Cyber Security

Cyber security protects networks, computers, pro-
grammes, and data against attack, damage, and un-
authorised access. Ajie, 2019 Organisations struggle
to secure customer, HR, business email, calendar,
payment, accounting, and other data (Herath and
Rao, 2009; Jakobsson, 2016; Mishra et al., 2022;
Zweighaft, 2017). Information security protects con-
fidential, secure, and available information and in-
formation systems against unauthorised access, use,
disclosure, interruption, modification, or destruction.

Thus, information security seeks to identify and
explain internal and external dangers that might dam-
age, alter, or steal these resources (Kumar, 2022).
Information security is often defined in terms of
many different types of desired security, such as acces-
sibility, integrity, and privacy. Most firms, at some
point in the road, will adopt procedures to protect
sensitive customer data better. Determining which
courses of action are the most prudent and should
be taken may be challenging. Standardised practises
have developed over the last several decades to aid
businesses in making the best judgements possible,
even though they must adapt to ever-changing
environments. Such processes are often included in

the more widespread “plan-do-check-act” framework.

Therefore, information security aims to catalogue
and define the many external and internal risks that
businesses face, including those that aim to pilfer,
tamper with, or destroy such assets (Kumar 2022).
Potential attacks from the outside are the greatest
challenge that businesses face. Therefore, the goal
of cybersecurity is to theorise and explain the numer-
ous online hazards that may be launched by an ex-
ternal person to the firm and unlocked, either pur-
posely or mistakenly, by an inside person (Saxena
et al,, 2020). Based on the research of others (Akter
et al, 2022; Siddiqi et al, 2022). The field of cyberse-
curity studies the technical and psychological compo-
nents of cyberattacks; this is done to understand
cyberattacks and develop a variety of human and

technological responses to combat them.

2.2. Human Behaviours

The technology component ensures the con-
fidentiality of an organisation’s data (Warrington,
2017). The current investigation revealed that human
behaviour is the primary barrier (Khando et al,, 2021;
Yeo and Banfield, 2022), for instance, Alavizadeh
et al. (2022) and Valasvuo (2022) concluded that
firewalls and comprehensive monitoring systems are
insufficient to ensure an organisation’s information
security resources are safe. User behaviour is crucial
to information security because it determines pro-
tection success (Khando et al., 2021; Saridakis et
al,, 2016). Users’ technical and physical security meas-
ures protect information assets and systems. Thus,
understanding how user behaviour affects in-
formation asset security against vulnerabilities like
cyberattacks is vital. User behaviour is a major risk
to information security (Alohali et al., 2018). As the
weakest link in the security chain, individuals often
create problems (Jaakko, 2019; Sprissler et al., 2018).

866 Asia Pacific Journal of Information Systems

Vol. 33 No. 4



Ayman Hasan Asfoora, Hairoladenan kasim, Aliza Binti Abdul Latif, Fiza Binti Abdul Rahim

Human variables are complex and intertwined with
organisational culture, perception and personality.

Thus, information security is difficult to solve.
This research examines direct and indirect human
variables that impair an organisation’s information
security. Human factors e.g., ISP violation, human
errors and talent deficit can create huge security
breaches, thus difterent methods should address them
(Evans et al., 2019; Ncubukezit, 2022). Therefore,
understanding security behaviour is crucial because
organisations may fail to resist insider threats if they
misread or neglect purposeful and unintentional se-
curity behaviour (Saxena et al., 2020). It also assists
organisations to choose and execute cybersecurity
initiatives.

Individuals can intentionally breach an organ-
isation’s information security policy and deny its
existence (D’Arcy and Lowry, 2019; Guo and Yuan,
2012; Koohang et al., 2020). Reactance is the violation
intention. The intention to violate has a higher va-
lence than the intention to conform (Lowry and
Moody, 2015; Moody et al., 2018). In other words,
the intention to violate indicates rejection and taking
actions to violate the policies (Alotaibi, 2017; D’Arcy
and Teh, 2019), while the weak intention to comply
comes from a lack of awareness or perceptions of
the uselessness of these policies (Al-Omari et al,
2012; Alotaibi, 2017; Pahnila et al., 2007). The in-
tention to violate is founded in criminology as an
offensive behaviour that risks an organisation’s assets
and may lead to punishment (Velazquez Lucia, 2020).
In the next part, we will look at the various earlier
studies that discussed ISP violations.

2.3. Related Work

The following <Table 1> summarizes various stud-

ies in ISP violation that include Theories used,

Factors, Research Methods, Sample Size and Finding.

In the next part, four perspectives on ISP violations
are discussed and considered; these ideas may be
used to study techniques to enhance ISP compliance,
which is an important area of research.

2.4. Theory of Planned Behaviour (TPB)

The TPB states three elements define a person’s
behavioural goals i.e., perceived behavioural control,
subjective norm and attitude (Zhang et al.,, 2019)
which may properly anticipate and explain human
intention and behaviour in diverse situations such
as embracing new technology (Johnson and Johnson,
2017). TPB may also predict safe online behaviour
(Burns and Roberts, 2013). The field of ISP has
adapted and modified TPB to comprehend employee
intention on compliance and violation better (Pham
et al, 2017; D’Arcy and Lowry, 2019). ISP compliance
studies show a strong intention-behaviour correlation
(Lebek et al,, 2014; Ma, 2021). In this sense, “attitude”
refers to a person’s broad notion of whether or not
they would comply with the ISP based on their own
experiences, degree of faith in the ISP and cultural
norms (Hina et al., 2019). The “perceived control
behaviour” of employee confidence in their capacity
to follow their employers’ ISP has been shown to
predict their actual compliance (Aurigemma and
Mattson, 2017b). Finally, “subjective norms” is
defined as peers’ influence on ISP compliance that
strongly predicts the desire to comply (Anye, 2019).

TPB’s sufficiency and relevance to compliance and
violation are questionable (Sommestad and Hallberg,
2013). TPB was established to describe how users
accept technology depending on their connection
with it (Venkatesh and Davis, 2000; Teo et al,, 2016).
In contrast, the desire to comply with regulations

is based on the user’s view of being deprived of
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<Table 1> Various studies in ISP violation

Authors Theories used Factors Research Method | Sample Size Findings
Demonstrated that when
Abusive supervision, individuals felt abusive
(Xu organization directed IS The quantitative supervision, they were more
u v
et al, Neutralization | misuse, Metaphor of the researd? desion used 203 responses | likely to utilize the ledger
2021) ledger, Tenure with & metaphor as a neutralizing
supervisor tactic to justify their
participation in IS abuse.
titati
(Gwebu . . .Quan.l a.1ve 393 employees | Employee disobedience is
Theory of Ethical work climate, investigation. : o )
et al, o . . from different | significantly influenced by
Neutralization beliefs PLS is used to test o o ]
2020) hypotheses organizations | neutralization and beliefs.
Deterrence is not affected by
Power distance Design of a From 48 national culture.
W ) . . . .
(Vance Theory of o scenario-based . ISP noncompliance intention
o masculini nations, there P
et al, Neutralization, ndividualism tyr;mr A quantitative study. are ’615 is influenced by shame,
2020) Deterrence Theory o PLS was used to neutralization, and moral
beliefs employees. .
analyze the results. beliefs of personnel from
various cultures
Computer abuse behaviour is
Punishment LaHood, 2 total of 120 caused by procedural and
(Bansal Reward likelihood, . organizational unfairness;
Deterrence theo Design of a females and 101 §
et al, and RCT Y Moral Beliefs, Control ua.ntitatigve research | males took part punishment certainty
2020) variables, Neutralization q . p minimizes the effect of
. in the research| . . . .
Scenarios injustice and the desire to
misuse ISP.
The quantitative The perceived severity and
(Lankton research approach | There were a attitude regarding ISP
et al, PMT IT vision conflict employed, as well as| total of 275 | noncompliance behavior are
2019) the PLS utilized for | correct answers. | influenced by IT vision
findings and analysis conflict.
(Merhi and Design of There are 139 | Employee norms are shaped
Ahluwalia TPB. GDT Descriptive norms, quantitative employees from | by deterrence variables, which
2019) ’ ’ moral norms research.PLS is used | ten different | impact behavioral resistance
in model testing. companies. to ISP compliance
Prospect Theory, Quanntatw.e resee}rch A total of 500 .
I methods including Impediments to task
(Kajtazi RCT, Sunk cost, . people from i .
e T . | pre- and post-testing. . completion have a substantial
et al, self-justification | self-justification, and risk ) various h ,
2018) Theory. A h . For findings and . impact on employees
ry, Approac perception . companies . )
. analysis, SEM was L noncompliance with ISP
Avoidance Theory participated.
employed.

868 Asia Pacific Journal of Information Systems

Vol. 33 No. 4




Ayman Hasan Asfoora, Hairoladenan kasim, Aliza Binti Abdul Latif, Fiza Binti Abdul Rahim

<Table 1> Various studies in ISP violation (Cont.)

Authors Theories used Factors Research Method | Sample Size Findings
I 239 workers The rational use of
The quantitative . .
(Aurigemma research approach from the punishments results in
afrgld Previous punishment | was used. SIEI\P;[ based United States attitude-dependent ISB.
TPB, PMT, GDT p_ T . Department of | The attitude formed as a result
Mattson, experience on covariants is .. .
- Defense took | of disciplinary threats is
2017b)) utilized for research . .
. part in the influenced by past
model testing. . . .
exercise. punishment experience
The paper’s primary purpose
was to put fairness theory to
the test in the context of
reactive computer usage at the
Threat to freedom from v puter Hsage.
workplace, which it
new ISP, Importance of I 320 experts .
(Lowry control theory, Quantitative ) accomplished successfully.
. ISP freedom, Reactance from a wide
et al, psychological methods were used The authors, on the other
proneness, Reactance to . . range of . .
2015) reactance in this study. . . hand, considered certainty,
new ISP, Intent to industries . .1
. severity, and timeliness as
comply with new ISP . .
possible counter-explanations.
They were inconsequential in
the perspective of the
situation.
Perception of A total of five
. Deterrence, organization injustice, o situations were .
(Warkentin o 8 on Ty The quantitative Hations w Increase in employee
Organizational Technique of chosen from a |, .
et al, . o . research approach interactions and, as a result, a
justice, Neutralization, Behavior probable o
2011) . . . used . reduction in computer abuse.
Neutralization | intention to perpetrate scenario pool of
computer abuse 64 possibilities.

personal freedom owing to the policies or the organ-
isations (Lowry and Moody, 2015b; Burns et al,, 2018).
Despite TPB being successful and applicable to other
fields including dieting, drug usage, exercise and mar-
keting, it has not been widely employed to influence
or regulate security behaviour (Sommestad and
Hallberg, 2013). Due to these discrepancies, re-
searchers have to create and alter new theories to
explain compliance (Burns et al., 2018; Lu, 2018).
Thus, theories like the protection motivation model
(PMT) (Rogers, 1975; Maddux and Rogers, 1983),
general deterrence theory (GDT) (Goode et al., 2015),
fear appeals theory (FAT) (Janis, 1967; Janis and
Feshbach, 1953) and social cognitive theory (SCT)
(Bandura, 1977) are used to extend and replace the

main constructs.
2.4.1. Protection Motivation (PM)

The adoption of PMT is the first change that has
been recognised to be made to the TPB (Ifinedo,
2012). Similarly, researchers proposed incorporating
PMT into TPB (Sommestad et al.,, 2015). According
to the PMT, an individual’s primary motivation for
ISP compliance is to safeguard the organisation’s
information assets because of the individual’s positive
perception towards organisations (Burns et al., 2018).
When a person has a positive attitude towards organ-
isation, he or she is willing to perform extra-role

behaviour to protect the organisation, which leads
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to a stronger intention to comply with policies than
just avoiding punishment (Bélanger, 2017; Burns,
2018; Hsu et al,, 2015; Wahda et al., 2020), based
on that it has been replaced the concept of PM from
PMT in instead of attitudes construct in TPB.

2.5. General Deterrence Theory (GDT)

Deterrence has been restricted to the crime-pre-
ventative effects of legal punishment. Cesare
Beccaria’s 1764 deterrence theory emphasises “fear”
as the punishment for being detected. The perceived
harshness of punishment and the advantages of
breaching rules are considered (Ritzman and
Kahle-Piasecki 2016), thus, ‘detectability refers to
the offender’s capability and/or desire to make this
calculation is the perceptual process by which
would-be offenders evaluate risks and rewards prior
to offending and deterrence” (Jacobs, 2010, p.417).

Rational Choice Theory (RCT) addresses the costs
and benefits of different outcomes while making deci-
sions (Burns and Roszkowska, 2016; Lu, 2018).
D’Arcy and Herath (2011) argued that this notion
was derived from the ISP literature and is the most
extensively used theory in this domain (D’Arcy and
Lowry, 2019). This theory suggests that breaking the
ISP provides users greater freedom, time-saving, and
job efficiency (Chen et al., 2020; Pham, 2019). There
is a cost to pay for following the ISP, for example,
upgrading passwords every month may increase em-
ployees’ burden, therefore some can save time and
effort by not following these standards (Fitzgerald,
2020; Jeon and Hovav, 2015).

The psychological cost of defying the ISP depends
on the severity and certainty of the penalty and is
translated into threats and worries for those who
do not comply (Bulgurcu et al,, 2010; Herath and
Rao, 2009). Since employees may not value password

changes, the benefits may not be immediately
apparent. Thus, ISP researchers used deterrence theo-
ry from criminology to boost ISP advantages. In
other words, breaching the rules may cost (Chen
et al., 2018 Lowry et al, 2015), Wortley and
Sidebottom (2017). In other words, fear is used to
construct ‘persuasive messages aimed to terrify peo-
ple by depicting the awful things that will happen
to them if they do not do what the message suggests”
(Tannenbaum et al., 2018; Witte, 1992, p.329). Fear
and penalties prevent ISP infractions, according to
academics.

People who see a violation being punished have
a higher perception of penalty severity and likelihood
than those who have not (Aurigemma and Mattson,
2017a). Fear is transformed into severity and certainty
for employees (Chen et al., 2018; Shahbaznezhad,
2020). That is to say, individual perceptions of the
certainty and severity of repercussions are significant
in forecasting employee compliance and non-com-
pliance (Aurigemma and Mattson, 2014; Johnston
et al, 2015; Merhi and Ahluwalia, 2014; Wang and
Xu, 2021). The theory of deterrence has several weak-
nesses in it. Assumptions about individual differences
in response to threats and sanctions might lead to
unintended consequences. Employees may not react
positively to punishment if they do not believe it
is fair and lawful (Kuhalampi, 2017). This highlights
the importance of the deterrence theory but also
suggests that it should not be used in isolation.
Differences in character and the ways in which pun-
ishment is perceived can also play a role in how
employees respond to punishment. It is important
to consider these factors when implementing de-
terrence mechanisms to ensure that they are effective
in promoting compliance with ISP.

Due to the differences in ethics and reason, people
often misjudge the ISP and its repercussions. As has
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been pointed out before (Alshare et al., 2018; Boss
et al, 2009; D’Arcy et al., 2009; Posey et al., 2011),
an abundance of monitoring systems might be seen
as an invasion of privacy and as a factor in deciding
the password. D’Arcy et al. (2009), Merhi and
Ahluwalia (2019), and Hirtenlehner and Schulz
(2021) argued that moral convictions modulate the
association between punishment and violation.
However, the relationship between severity percep-
tion and compliance intention was shown to be modi-
fied by personal norm alignment but not certainty
perception (Li et al., 2010).

Employees are often frustrated by the lack of com-
munication between them and management. The em-
ployment of negative consequences has the potential
to deter inappropriate actions. On the other side,
encouraging positive interactions between manage-
ment and employees might assist in lessening dis-
ruptive actions. Thus, Burns et al. (2018) found that
in many businesses, the major motivator of following
ISP is avoiding penalty rather than their overriding
goal to preserve the security of the organisation’s
information assets. When workers know they are
being watched and that deviation is always a possi-
bility, they may be more likely to follow the rules.
This short-sighted strategy requires a rigid monitor-
ing apparatus that constantly monitors employees.

2.6. Psychological Capital (PsyCap)

Deterrence relies on fear and punishment, which
might have unintended repercussions (Kuhalampi,
2017). One of the primary causes of this condition
is concerned about changes in the rules (Xu et al,
2020). This study presents positive psychology as
a supplement to the deterrence theory. Positive psy-
chology literature focuses on empowering and allow-

ing individuals to accomplish and deal with environ-

mental changes (Seligman and Csikszentmihalyi,
2000). Some individuals struggle to grasp new regu-
lations, rules, and policies. The changes in rules and
regulations may stress them out (Tavakoli, 2010).

Employee empowerment largely determines or-
ganisational relationship (Kimolo, 2013). The more
empowered employees feel, the more likely they are
to have a good attitude towards their organisation
and safeguard its assets (Choi and Lee, 2014; Nolzen,
2018). Positive psychology was introduced by
Seligman and Csikszentmihalyi (2000) which focuses
on people’s assets such as qualities, values and abilities
to make their lives more meaningful and productive.
Burns et al. (2017) found that psychological capital
(PsyCap) influences insider risk appraisal and coping
evaluation. Avey et al. (2008) and Burns et al. (2017)
stated that PsyCap is the key to countering dysfunc-
tional attitudes and behaviour necessary for organisa-
tional transformation and impacting workplace out-
comes since it develops employees’ protective moti-
vated behaviour. The PsyCap’s IS security efficacy
hinges on its employees” psychological skills. An or-
ganisation may develop PsyCap at the subconstruct
or higher-order factor level for example by fostering
a conducive organisational climate (Luthans et at.,
2008).

2.7. Organizational Security Resources

Users may need different resources to meet security
concerns. Organisational security resources are phys-
ical, social and organisational characteristics of the
job that help achieve work goals by decreasing job-re-
lated costs and boosting personal progress.
Perceptions of the organisational security response
efficacy and security skills motivate personnel to take
precautionary measures (Pham, 2019).

The resources and security measure an organ-
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isation provides to aid end users in complying with
regular and non-routine security chores will lessen
compliance burnout and boost security engagement.
In the context of information security, “security en-
gagement” is the degree to which end users actively
develop their security knowledge and skills and dem-
onstrate ethical loyalty to the company (Pham et
al.,, 2016).

[lI. Research Model and
Hypothesis Development

3.1. Related Variables and Assumptions on
General Deterrence Theory (GDT)

The GDT theory uses two constructs ie., perceived
severity and certainty. Perceived severity is the per-
ceived degree of physical, psychological, social and
economic pain to the violation (Trang and Brendel,
2019). This perspective and ISP have a significant
link (Boss et al., 2015; Lee and Larsen, 2009; Vance
and Siponen, 2012; Warkentin et al., 2016). One
possible explanation is that people are less likely to
abuse an information system if they have a good
opinion of its defensive capabilities (Choi et al., 2013;
D’Arcy et al, 2009). D’Arcy et al. (2009) and
Aurigemma and Mattson (2017a) stated that employ-
ees comply with ISP because they fear punishments
and their severity while D’Arcy and Herath (2011)
and Trang and Brendel (2019) found that the GDT
is a better predictor of non-compliant ISP conduct
than compliant ISP conduct.

When someone commits a crime, they may feel
“certain” about the consequences they will face if
they get caught. Assuming the person knows the
high probability that a serious punishment will be
imposed on them, for that person, the added cost

of the crime will reduce the likelihood that they
will commit it (Burns, 2021; Paternoster and Simpson,
1993). The employees’ impression of the severity
of the consequences of breaking the rules is a major
element in whether or not they will break the rules
(Chen et al., 2020; Pratt et al., 2006). Examples of
such a system include technical monitoring (e.g.,
analysis of logs), administrative measures (e.g., regu-
lar on-site audits), and social control through peers;
all of which have been shown in the academic liter-
ature to be effective in reducing deviant behaviour
(Johnston et al., 2015; Kuhalampi, 2017). Individuals
working for businesses could be concerned about
the possibility of receiving sanction (severity or cer-
tainty) from their employers if they fail to carry
out their regular obligations in a secured and risk-free
manner (Posey et al, 2013). It has been demonstrated
that the application of extrinsic considerations in
the form of sanctions can deter criminals from engag-
ing in acts of espionage and protect the company
(Xu et al,, 2019). As a result, it is predicted that:

Hia: Perceived Sanction Severity will be significantly
negatively related to the Intention to Violate ISP
HIb: Perceived Sanction Severity will be significantly
positively related to the Protection Motivation
H2a: Perceived Sanction Certainty will be significantly
negatively related to the Intention to Violate ISP
H2b: Perceived Sanction Certainty will be significantly
positively related to the Protection Motivation

3.2. Related Variables and Assumptions on
Psychological Capital (PsyCap)

PsyCap is categorised into four dimensions i.e.,
self-efficacy, hope, optimism, and resilience.
Self-efficacy expresses people’s beliefs when doing
(Plamenova Djourova, 2018) and goes beyond actual
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skills to execute activities. High self-efficacy may pos-
itively and negatively affect motivation. Self-con-
fident people are motivated and tend to choose tough
assignments to improve their performance and drive
themselves to overcome challenges. It is predicted
that:

H3a: Self-Efficacy will be significantly negatively related
to the Intention to Violate ISP

H3b: Self-Efficacy will be significantly positively related
to the Protection Motivation

Next, resilience is the ability to rebound from
misfortune or depression. It helps individuals see
difficult circumstances positively. Kim et al. (2019),
Burns et al. (2017), and Rabenu and Yaniv (2017)
showed that resilience has a reactional component
that impacts people’s orientations to life challenges.
It is predicted that:

Hda: Resilience will be significantly negatively related to
the Intention to Violate ISP

H4b: Resilience will be significantly positively related to
the Protection Motivation

Optimism means thinking most of the time
favourably. Optimists beat pessimists in job sat-
isfaction, job performance and work happiness
(Nguyen and Ngo, 2020). Optimism boosts pro-
ductivity by increasing constant involvement (Sahoo
et al.,, 2015). Dora and Azim (2019) observed that
the positively-oriented psychological development
scenario, which includes optimism, is a complete
resource for coping with challenges and crucial
situations. These variables reduce workplace deviance
by encouraging good conduct (Altahat and Atan,
2018). Four PsyCap factors positively correlate with
hope, optimism, resilience and peaceful work behav-

iour (Sarkar and Garg, 2020). Moreover, optimists
are ambitious, driven and happy. They foster organ-
isational commitment by stating that people are re-
sponsible for their own happiness and believe that
positive thinking bring more good things (Bhowmik
and Sahai, 2018). Optimism at work improves job
performance, productivity, happiness, fulfilment and
a sense of responsibility (Avey et al., 2010; Burns
et al,, 2017; Malik, 2013; Paolillo et al., 2015).

Hba: Optimism will be significantly negatively related to
the Intention to Violate ISP

Hbb: Optimism will be significantly positively related to
the Protection Motivation

Hope drives purpose (Boutilier, 2020). Dora and
Azim (2019) found that hope, a subfactor of PsyCap,
is crucial in minimising workplace deviance. Hope
also distinguishes good psychological progress.
Mindfulness practitioners are happier, more con-
fident and less ruled by negative emotions.
Emotionally stable employees are less likely to let
negative moods distract them and are better able
to handle impulsive intentions that may result from
daily negative moods, which reduces the impact that
daily negative moods may have on service sabotage
and other misconduct (Altahat and Atan, 2018). Hope
stabilises employees’ emotions, reduces distractions
and allows them to make spontaneous judgments
(Nolzen, 2018). Four PsyCap traits, hope, optimism,
resilience and peaceful work behaviour are positively
correlated (Sarkar and Garg, 2020). It is predicted:

Héa: Hope will be a significant positively related To
Violate ISP
Héb: Hope will be a significant positively related to

Protection Motivation
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3.3. Related Variables and Assumptions on
Organizational Security Resources

Security response efficacy assumes that adaptive
reaction will be effective if an organisation is
protected. Employees may feel that following business
security policies will reduce security breaches.
Research shows that employees™ perceived efficacy
in responding to security breaches affects their views
about cybersecurity regulations and their inclinations
to take cybersecurity measures (Li et al., 2022).

HVa: Security Response Efficacy will be significantly
negatively related to the Intention to Violate ISP

HJb: Security Response Efficacy will be significantly
positively related to the Protection Motivation

Insiders should be knowledgeable about technol-
ogy and network prevention, as well as information
and system management (ISM), to perform the pro-

tection step by identifying management and access

Sanctions

Perceived Sanction
Severity (PSS)

Perceived Sanction
Certainty (PCS)

Psychological Capital

Resilience(R)

Optimism(O)

Organizational Security
Resources

Security Response
Efficacy (SEE)

Security Skill (SS)

control, setting data security protections consistent
with the organisation’s risk strategy and protecting
organisational resources through maintenance and

repair services (Senarak, 2021).

H8a: Security Skill will be significantly negatively related
to the Intention to Violate ISP

H8b: Security Skill will be significantly positively related
to the Protection Motivation

Protection motive refers to the behavioural in-
tention of employees to protect their companies from
security issues by complying with ISP (Moquin and
Wakefield, 2016). Numerous studies based on TPB
(Ajzen, 1991) have shown that motivation or behav-
ioural intention strongly predicts actual behaviour
in various contexts including in health (Ferrer et
al., 2018), tourism (Wang et al., 2019), smartphone
security (Verkijika, 2018), farming (Raza et al,, 2019)
and information security (Menard et al., 2018). In
line with these results, this study proposes that em-

Hlb+ Protection

H2b+ Motivation
(PM)

H3b+

Hab+

H5b+

H6b+

H7b+

H8b+ Ho-

Hla-
H2a-
H3a-
H4a-
H5a-

:ga- Intention To
a Violate
H8a-

<Figure 1> Research Model.
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ployees with high protective incentives are more likely
to participate in the real action of ISP. Employees
who are more dedicated to their organisations are

more likely to follow security policies.

HY: Protection Motivation will be significantly negatively
related to the Intention to Violate ISP

<Figure 1> shows the conceptual framework that

underlies this investigation(Research Model).

IV. Research Methodology
4.1. Research Method and Data Collection

In this study, a survey was used as the research

instrument to gather information and data. The sur-
vey questionnaire was based on measurement items
from prior studies with some adjustments. A
small-scale pilot study was conducted before the main
survey, which was administered online to achieve
a more equitable distribution of participants. Our
studies utilized probability sampling techniques, in-
cluding the simple random sample. The sample frame
included employees from 10 different financial in-
stitutions in Jordan. Of the original 850 surveys, only
364 were processed, while 466 were returned and

102 were considered invalid.

4.2. Measurement

<Table 2> displays the items for each of the ten

factors used in this study. The items were taken

<Table 2> Examining Results of Hypothesized Direct Effects of the Constructs in Structural Model

Std Std 95% LL- 95% UL- Hypothes
Relationshi t-value -value £ VIF

P Beta  Deviation P CI CI is Result

Hla  SEIVISP  -134 063 2136 033 -260 -.008 012 4322 Supported
H2a© RIVISP  -090 063 1.413 158 -210 036 006 4276 Rejected
H3a OSIVISP  -100 047 2.137 033 -197 -008 009 3346  Supported
Hda  HIVISP  -058 075 0.777 437 -214 077 002 4079 Rejected
HIb* SE> PM 112 047 2.407 016 024 203 015 4260  Supported
H2b' R> PM 148" 052 2.844 .005 051 255 026 4167  Supported
H3b* 0> PM 096 038 2542 011 022 171 014 3300  Supported
H4b*  H> PM 1447 055 2.636 009 028 245 026 3976  Supported
H5a PSSDIV_ISP  -.075 053 1411 159 -182 022 005 3391 Rejected
Héa PSC>IV_ISP  .080 061 1.304 193 -044 203 005 3816  Rejected
H5b" PSS PM 136 046 2971 003 051 234 028 3299  Supported
Heb* PSC> PM 102 046 2223 026 .009 192 014 3765  Supported
H7a  SREDIV_ISP  -146 059 2452 014 -258 -.020 019 3350  Supported
H8a SSDIV_ISP  -.023 063 0.369 712 -160 088 .000 3283 Rejected
H7b* SRE> PM 216" 046 4746 000 127 298 074 3118  Supported
H8b"  SS> PM 096’ 045 2142 032 .008 187 014 3237 Supported
HY PMIV ISP -3617 083 4.356 .000 -520 -183 078 4956 Supported

Note: *p < 0.05, *p < 0.01, **p < 0.001
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directly from previously published publications using
the same models or ideas. The modified instrument
was also subjected to testing, validation and demon-
stration of its scales’ internal consistency and reli-
ability i.e., Cronbach’s alpha and construct validity
based on Alfons et al. (2022), A seven-point Likert
scale was used to assign ratings to each topic, with
1 representing strong disagreement and 7 represent-

ing strong agreement.

4.3. Measurement Model Assessment

The level to which the observed variables are loaded
onto their underlying concept is assessed by compo-
nent analysis (Zhao et al., 2016). Cronbach’s alpha
and composite reliability were used to assess the
model’s internal consistency, convergent validity and
discriminant accuracy. After completing the first
three steps, the study moved on to the structural
model analysis (hypotheses testing). The inves-
tigation determines whether or not there is a link
between the variables observed and the latent
components. The outer model or confirmatory factor
analysis (CFA) was advised (Byrne, 2001) and used
SmartPLS version 3.0.

The underlying latent variable is responsible for
explaining the items’ variance, which in turn demon-
strates the items’ reliability (Iacobucci, 2010), whereas
the latent construct is responsible for illustrating the
standardised outer loadings (absolute correlation),
which must be more than 50% (Zhao et al., 2016).
Cronbach’s alpha was greater than the suggested value
of 0.7, but the composite reliability was higher than
the cut-off value of 0.70 (Cronbach, 1951; Nunnally
and Bernstein, 1994). Every latent variable had an
average variation extracted (AVE) value that was
more than the suggested value of 0.5 (50%) which
indicated that every construct could explain more

than half of the variance associated with its measuring
items on average (Fornell and Larcker, 1981).

<Appendix A> summarises the criteria for measur-
ing how well a model fits the data. Results for discrim-
inant validity are provided in <Appendix B>. The
inter-correlations between the ten hypothesised latent
constructs in the measurement model ranged be-
tween -0.781 and 0.823, which were below the thresh-
old of 0.85 (Kline, 2005). Furthermore, as shown
in <Appendix B>, the analysis indicated that the
value of the off-diagonal elements was smaller than
the value of the square root of AVE. Therefore, it
confirms that each latent construct measurement was
totally discriminating to each order (Fornell and
Larcker, 1981; Hair et al, 2014) based on the
Fornell-Larcker approach.

4.4. Data Analysis and Results

According to the findings of the study of the route
coefficient, only 12 of the 17 hypotheses were
significant. A p-value of less than 0.05 was required
for statistical significance, and the expected sign ori-
entations were present for all 12 hypotheses.
However, the route coefficient values () varied from
0.081 to 0.332. There were found to be 12 significant
direct connections (p-values less than 0.05 and t-val-
ues more than 1.96); in terms of the direct correlations
that exist between the variables that influence the
intention to violate, the findings showed that Hla
(SEIV_ISP, p = .033), H3a (OIV_ISP, p = .033)
and H7a (SRE>IV_ISP, p = .014), were statistically
significant. Meanwhile, H2a (R>IV_ISP, p = .158),
H4a (H>IV_ISP, p = .437), H5a (PSS>IV_ISP, p
= .159), Héa (PSCIV_ISP, p = .193) and H8a (SS>
IV_ISP, p = .712) were statistically insignificant.
While the direct relationship between the determi-
nants of PM indicated that Hlb (SE> PM, p =
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016), H2b (R> PM, p = .005), H3b (0> PM, p
=.011) H4b (H-> PM, p = .009) H5b (PSS—> PM,
p = 003), Heb (PSC> PM, p = 026), H7b (SRE>
PM, p = .000), H8b (SS> PM, p = .032) were statisti-
cally significant.

There was a substantial correlation between pro-
tection motivation and the intention to violate. The
data supported the hypothesis which is the direct
association between protection motivation and the
intention to violate, H9 (PM (IV_ISP, p = .000) was
statistically significant. The results are summed to-
gether in <Table 2> and <Figure 2>.

4.5. Path Coefficient Analyses

The path coefficient that Smart-PLS calculates is
quite comparable to the standardised one calculated
by multiple regression analysis. The bootstrapping
method was used in order to estimate the t-statistics
and the confidence intervals (Chin, 1998), given that
PLS does not need distribution assumptions to be

Sanctions

Perceived Sanction

Severity(PSS)

Perceived Sanction
Centenary (PSC)

Psychological Capital

Resilience(R)

Optimism(O)

Hope(H)

Organizational Security
Resources

Security Response
Efficacy (SRE)

Security Skill (58) |/ ="

H7a =-0.146*

H8a =-0.023

met. The use of path estimates or hypothetical con-
nections was necessary in order to notice the im-
portant relationships included inside the inner route
model. The regression coefficient ([3) was used to
explore each hypothetical route in the framework.
In order to determine whether or not the assumptions
of the structural model should be accepted (Alfons
et al., 2022; Hayes, 2009), the value was put to the
test using the PLS bootstrap procedure. The value
of the path coefficient must be at least 0.1 for the
model to consider a particular impact caused by the
interactions between the variables (Wetzels et al.,
2009)

4.6. Mediation Effect of Protection Motivation
(Indirect)

Protective motivation has a significant and
long-lasting effect on employee attitudes and actions,
contributing to reducing ISP violations. For instance,

employees might comply with the requirement of

R?=0.798 Q?=0.635

Protection
Motivation
(PM)

HY =-0361%**

Intention To
Violate

R?=0.664

Q2=10.708

*p< 0.05, **p< 0.01, ***p< 0.001

Dotted lines denote insignificant impact

<Figure 2> Results of

Structural Model Testing
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the organisation’s policy to not download any materi-
al from an email that seems suspicious as a kind
of protective motivation. The mediation analysis was
used to determine the mediation effects of Protection
Motivation (PM) as a mediating variable on the effects
of Self-Efficacy (SE), Resilience (R), Optimism (O),
Hope (H), Perceived Sanction Severity (PSS),
Perceived Sanction Certainty (PSC), Security
Response Efficacy (SRE) and Security Skill (SS) as
independent variables on the Intention to Violate
ISP (IV_ISP) as dependent variable (i.e., Hlc, H2c,
H3c, H4c, H5¢, Héc, H7c, H8a, H8b, H9). The indirect
effects of the independent factors on the dependent
variable via the mediating variable were also explored.
Mediation statistics are correlational.

Mathieu and Taylor (2006) proposed a decision
tree framework to investigate the covariance con-
nections between an independent variable (IV), a
mediating variable (M), and a dependent variable
(DV). <Figure 3> illustrates this concept (Garver
and Mentzer, 1999). In order to establish the media-
tion effect and its degree, the regression coefficients
between IV, M and DV were analysed. The results
indicated that Protection Motivation (PM) fully me-

{ ._l'\'_._; "-'\___Il‘l'_.___i

f: e = -.__H‘.__
- ~

diates the relationship between Resilience (R),
Perceived Sanctions Severity (PSS) and Intention to
Violate ISP (IV_ISP) [(H2c (R>PM->IV_ISP) H5c
(PSS=>PM~->1IV_ ISP)]. Protection Motivation (PM)
also partially mediates the relationship between
Self-Efficacy (SE), Optimism (O), Security Response
Efficacy (SRE) and Intention to Violate ISP
(IV_ISP)[H1c (SE2PM—>IV_ISP), H3¢c (O>PM~>
IV_ISP) and H7c (SER->PM->IV_ISP)], were the
remaining two hypotheses ie., H4c (H>PM—>
IV_ISP) and H8c (SS>PM—>IV_ISP) were statisti-
cally insignificant as shown in <Table 3>.

V. Discussion

Several studies have demonstrated the significance
of considering behavioural elements while tackling
the issues and problems with ISP compliance in the
workplace. Companies create ISP policies to direct
and evaluate employee conduct to mitigate the dam-
age that could result from ISP breaches occurring
in the workplace. This study has examined the con-
cept of opposition to ISP policy and its significance
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<Figure 3> Decision tree for Evidence Supporting Different Intervening Effects (Source: Mathieu and Taylor, 2006)
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<Table 3> Results of Examining Mediation Effect Hypotheses in Structural Model

Independent Variable
Perceived Perceived  Security Securi
Self-Efficacy Resilience Optimism Hope Sanction Sanction Response Skjllty
(SE) (R) (0) (H) Severity  Certainty Efficacy (55)
(PSS) (PSC) (SRE)
Total Effect of IV on DV without ~ -0.175** -0.143* -0.134*  -0.110 -0.125% 0.043 0224 -0.058
M (path a)
Direct Effect of IV on DV with M -0.134* -0.090 -0.100* -0.058 -0.075 0.080 -0.146*  -0.023
(path @)
Indirect Effect of IV on DV -0.040* -0.053* -0.035*  -0.052*  -0.049* -0.037+  -0.078%  -0.035*
through M (path bc)
Effect of IV on M (path b) 0.112* 0.148** 0.096*  0.144™  0.136** 0.102* 0.216"*  0.096*
Effect of M on DV (path ¢) 03617 03617 -03617  -3617  -03617 -03617  -03617 -0.361"
Mediation Type Partial Full Partial N/A Full N/A Partial N/A
Hypothesis Result Hic H2c H3c H4c H5c¢ Héc H7c H8c

sufficient
regulations. According to the research on resistance,

in ensuring compliance with ISP
factors that need people to alter their behaviour are
a common source of this phenomenon. It is possible
for the circumstances set by organisations for employ-
ees to comply with ISP policies to operate as stimu-
lants that cause employees to act in a way that goes
against the original intent.

This study proposes that the opposition is an un-
derappreciated yet important aspect of ISP com-
pliance studies. It also investigates the factors con-
tributing to employee violation (resistance) of ISP
regulations, including employees’ psychological capi-
tal, organisational punishment, organisational se-
curity resources and protection motivation. PLS-SEM
was used to test and validate a total of twenty-five
(25) hypotheses that were generated. A total of 364
valid responses were obtained from employees work-
ing at ten different banks in Amman, Jordan, indicat-
ing that 17 of the 25 hypotheses were verified, while
the other eight were invalid. It was found that ISP
violations are affected directly by factors ie.,
Self-Efficacy, Resilience, Security Response Efficacy,

and Protection Motivation. Optimism and Perceived
Sanction Severity, on the other hand, influence ISP
violations indirectly by acting on Protection
Motivation. In addition, Hope, Perceived Sanction
Certainty and Security skills do not significantly im-
pact ISP infractions. In addition, the research found
that self-efficacy, resilience, optimism, hope, per-
ceived severity of penalties, perceived certainty of
sanctions, perceived effectiveness of security re-
sponses and security competence have substantial

influences on protection motivation.

5.1. Theoretical Contribution

In sociological literature, certain personalities act
differently and break regulations when presented with
new freedom-limiting laws. This study used psycho-
logical reactance theory to understand employee’s
policy intention and attitude. In this study, the TPB,
GDT, PsyCap and organisational security resources
were integrated, which represents the study’s most
significant contribution. This study also proposes

a comprehensive and interrelated conceptualisation
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of security behavioural elements to improve person-
ality characteristics in sociological literature to reduce
ISP breaches. Thus, the model has the sufficient pre-
dictive capacity and predictive significance to explain
the ISP violation protection organisation and its
results. The first major improvement is a shift from
the “Attitude” idea of TPB to the “PM” concept
of PMT. This research was conducted in Jordan’s
organisational context, providing actual evidence of
the factors that reduce ISP infractions in developing
countries. This study addresses the absence of re-
search on ISP infractions in developing country
organisations. Given that the research model was
highly influenced by literature from industrialised
nations, the results demonstrated that certain charac-
teristics are not vital to the financial organisation
in Jordan. Furthermore, no studies have included
protection motive as a mediator between psycho-
logical capital, punishment as deterrent, organisa-

tional security resources, and the intention to violate.

5.2. Practical Implications

From the perspective of self-efficacy, organisations
should provide security skills training and knowl-
edge-sharing activities for their employees to increase
self-efficacy and their ability to deal with potential
dangers, such as training employees on how to prop-
erly manage sensitive data and specialist training on
the steps, tools and methods needed to reduce these
risks and mitigate their effects. Employee training
and chances to boost self-efficacy may enhance in-
formation security management. This will boost em-
ployee confidence in security-related talents. The im-
portant outcomes suggest businesses to develop an
optimistic atmosphere in information security man-
agement, which increases employees’ trust in their

abilities to combat security-related challenges.

Training and optimism boost employee optimism,
which aids information security. Businesses can pro-
mote optimism around information security manage-
ment to enhance employee trust in the organisations’
ability to identify and resolve security issues. Training
on security tactics and other information sharing
will boost employee’s security incident response
confidence.

Organizations should foster resilience by giving
employees many ways to achieve their goals.
Participants are also asked to list their own assets
and difficulties to help them build resilience.
Dissatisfaction management training boosts in-
formation security employee resilience. Maintaining
employees’ resiliency is also important. The results
of the perceived severity sanction have a significant
with major effect on employees. According to the
findings, organisations must make efforts to increase
the harshness of penalties to enhance employee’s
adherence to information security regulations.
Organisation’s management must develop fear-ap-
peal scenarios that tend to focus on the severity of
consequences security measures such as creating a
cautionary statement that includes management’s in-
tention and willingness to expose employees to new
security technologies and encourage them to learn
how to protect organisational IT assets because se-
curity response efficacy affects security behaviour.
When management and skills development in-
centives are available, it is easier to follow the in-
formation system’s security rules. Company leaders
must make sure employees understand the risks of
ISP violations.

VI. Limitations and Future Research

Despite its substantial contributions, it is necessary
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to highlight the constraints imposed by this work.
These limitations also provide opportunities for fur-
ther research. To begin, the model offered in this
study probably requires some alterations; nonethe-
less, considering the culture will surely result in the
extension of the researcher’s knowledge and will in-
crease the comprehension of the factors that contrib-
ute to the resistivity of the ISP. Power distance is
an example of one of the cultural elements at play
here i.e., the variables that may cause individuals
to react in various ways to government initiatives
on ISP.

As a result, the potential moderating effect of power

distance on the hypotheses discussed in this article
may be the subject of an investigation in subsequent
research. Second, researchers have emphasised keep-
ing the study model as simple and practical as possible.
Finally, what is contained in the ISP’s rules might
be the reason employees resist the ISP’s regulations.
On the other hand, this study aims to analyse the
role of social norms in dealing with resistance from
employees against ISP regulations. It is strongly rec-
ommended for more research to be carried out that
analyse many parts of ISP guidelines and how these

various aspects affect employee resistance.
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<Appendix A> Convergent Validity and Reliability for Measurements

Construct Item / 1st Order Factor Average Variance Composite Internal Reliability
nstruc
Construct Loading Extracted (AVE)' | Reliability (CR)® | Cronbach Alpha
PM1 0.909
Protection PM2 0.908
Motivation 0.833 0.952 0.933
(PM) PM3 0.906
PM4 0.927
IV_ISP1 0.943
Intention to IV _ISP2 0.936
Violate ISP 0.883 0.968 0.956
(IV_ISP) IV_ISP3 0.939
IV_ISP4 0.941
SE1 0.935
SE2 0.926
Self'(igﬁ)cacy SE3 0919 0.859 0968 0.959
SE4 0.935
SE5 0.921
R1 0.930
R2 0.922
Resilience (R) 0.869 0.964 0.950
R3 0.945
R4 0.931
01 0918
02 0.926
Optimism (O) 0.851 0.958 0.942
03 0.929
04 0918
H1 0.915
H2 0.933
H3 0.930
Hope (H) 0.860 0.968 0.959
H4 0.929
H5 0.927
Hé6 0:362¢
PSS1 0.941
i i PSS2 0.945
Percelve.d Sanction 0.887 0.969 0.957
Severity (PSS) PSS3 0.944
PSS4 0.937
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<Appendix A> Convergent Validity and Reliability for Measurements (Cont.)

Construct Item / Ist Order Factor Average Variance Composite Internal Reliability
Construct Loading Extracted (AVE)' | Reliability (CR)® | Cronbach Alpha
PSC1 0.951
Perceived Sanction PSC2 0.946
. 0.896 0.972 0.961
Certainty (PSC) PSC3 0.946
PSC4 0.941
SRE1 0.939
i SRE2 0.941
Security Response 0.890 0970 0.959
Efficacy (SRE) SRE3 0.955
SRE4 0.939
SS1 0.950
SS2 0.946
Security Skill (SS) 0.898 0.972 0.962
SS3 0.952
SS4 0.943
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<Appendix B> Discriminant Validity

H IV_ISP (0] PM PSC PSS R SE SRE
H 0.927
IV_ISP -0.699 0.940

0) 0.775 -0.693 0.923

PM 0.780 -0.781 0.755 0912

pSC 0.655 -0.607 0.632 0.740 0.946

PSS 0.607 -0.601 0.600 0.711 0.823 0.942
R 0.811 -0.709 0.752 0.782 0.650 0.588 0.932

SE 0.792 -0.722 0.782 0.784 0.665 0.636 0.819 0.927

SRE 0.640 -0.684 0.641 0.766 0.639 0.600 0.670 0.656 0.944
SS 0.676 -0.656 0.658 0.747 0.642 0.604 0.643 0.682 0.789

Note: Diagonals represent the square root of the average variance extracted while the other entries represent the correlations; H = Hope;
IV_ISP = Intention to Violate ISP; O = Optimism; PM = Protection Motivation; PSC = Perceived Sanction Certainty; PSS = Perceived

Sanction Severity; R = Resilience; SE = Self-Efficacy; SRE = Security Response Efficacy; SS = Security Skill;
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