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ABSTRACT

Smart speakers represent a growing product in home electronics. However, their capability to record voices
in their immediate surroundings has spurred concerns about privacy violations. In this paper, we assess the
extent of those concerns in the opinions of smart speaker users by examining the reviews posted by smart
speaker users. We focus on South Korea as a representative of advanced Asian economies. The results show
that Korean smart speaker users are either unconcerned or unaware of privacy issues, confirming the results
of previous studies about UK users, but with an even lower degree of interest in the topic. However, for the
few users concerned about privacy, their attitude towards privacy influences their overall opinion about smart

speakers.
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I . Introduction

While Google, Amazon, and Apple are under pres-
sure to enable their smart speakers to collect and
store voice recordings of their users, a similar sit-
uation is unfolding in South Korea. In September
2019, the Korean tech giants Naver and Kakao admit-
ted that they had been gathering audio data from
smart speaker users and converting it to written files.
Furthermore, identical methods were also discovered
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to have been carried out by KT and SK Telecom
to improve the performance of their devices (Yeo,
2019). Potential privacy violations in smart speakers
have hit the news and have become a hot issue.

Speakers equipped with intelligent voice assistants,
like Google Assistant and Amazon Alexa, are used
every day for entertainment, question-answering,
web browsing, and a variety of other tasks. These
devices are the core control points for many smart

home features, and their popularity has increased
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enormously in the last eight years. Since the launch
of the first Amazon Echo in 2014, the use of smart
speakers has spread internationally, with global ship-
ments expected to top 200 million in 2023.1) Smart
speakers have been adopted at a global level, and
the privacy issues related to their use have attracted
the attention of academia as well as the media. Since
the very first stage of smart speakers’ adoption, practi-
tioners and academicians have shown an interest
in such devices’ privacy and security vulnerabilities.
Despite the field’s novelty, scholars have created a
substantial corpus of relevant literature, exploring
different themes while discussing how using smart
speakers might expose users to privacy and security
risks. Previous research in the field of information
privacy of smart speakers has been exploring the
perception of privacy issues (Abdi et al,, 2019; Bolton
et al,, 2021), their influence on adoption decisions
(Bawack et al.,, 2021; Pridmore and Mols, 2020), the
identification of vulnerabilities (Jiang and Apthorpe,
2021; Zhang et al., 2019), the proposal of possible
countermeasures (Lin et al., 2021; Mandalari et al.,
2020) and the study of legal implications (Neville,
2020). An exhaustive literature review of the privacy
risks of smart speakers is proposed by Maccario and
Naldi (2022b) and Bolton et al. (2021).
However, in spite of the many countries affected
by the phenomenon, the field of privacy of smart
speakers has been largely limited to certain themes
and national boundaries, lacking a cross-cultural,
multinational approach. Nearly every nation has sys-
tems for regulating privacy, yet each one has its own
distinctive set of behavioural and psychological ap-
proaches (Knijnenburg et al., 2022), reflecting the
national character and culture. In their multinational

1) Source: Global smart device shipment forecasts 2020 to
2023, https://www.canalys.com/newsroom/canalys-world
wide-smart-device-shipments-2023

study on online privacy, Cho et al. (2009) discovered
that national culture strongly influenced internet
users’ privacy concerns. Similarly, Bellman et al.
(2004) found that consumers in different countries
live in diverse social environments, which may result
in considerable disparities in levels of concern be-
tween nationalities. Recently, Maccario and Naldi
(2022a) reported the findings of a text-mining analy-
sis of over 4,500 reviews of the Echo line of smart
speakers collected from Amazon, which found the
owners to be generally unconcerned about privacy
issues.

However, their conclusion was based on a sample
of reviews limited to a specific Western country:
the United Kingdom. How do customers from cultur-
ally and geographically diverse backgrounds perceive
and express privacy concerns about their smart speak-
ers? Would a text-mining analysis based on materials
collected from a culturally diverse country reach re-
sults similar to what was obtained for the United
Kingdom? In particular, would that occur when we
consider a country from a very different geographical
area, e.g, a different continent, embodying a differ-
ent culture? Since the United Kingdom is a sig-
nificant representative of Western Europe, Asia
could represent an alternative setting to explore
users’ attitudes. In particular, we could examine
a country with a similar level of technological devel-
opment and consumption but a different national
cultural background. Our choice has been South
Korea. South Korea and the UK are known for their
cultural differences (Hofstede, 2003; Nisbett, 2003),
exhibiting disparities in collectivism and uncertainty
avoidance (Choi et al., 2014), which in turn influence
distinct behaviors of adopting IT services.

In this paper, we examine the attitude of smart
speakers owners towards privacy in South Korea.
We replicate the methodology employed in Maccario
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and Naldi (2022a) for the sake of performing a com-
parison between a Western country and an Asian
one on level ground. The research questions we wish

to answer are:

RQI: Is privacy a significant topic for smart speaker
buyers in South Korea?

RQ2: What is the sentiment of smart speaker buy-
ers about privacy in South Korea?

RQ3: Does the sentiment toward the privacy com-
ponent influence the overall sentiment about

smart speakers in South Korea?

The answers to those questions allow us to draw
a parallel between the attitude of Western and Asian
consumers. As in Maccario and Naldi (2022a), we
rely on the opinions expressed by consumers on
e-commerce platforms.

In Section 2, we review the market of smart speak-
ers in South Korea. In Section 3, we describe the
privacy features incorporated in the most popular
smart speakers in the Korean market. In Section
4, we detail the rationales behind selecting platforms
in South Korea for gathering reviews and blog posts.
Methods and results are described in Sections 5 and

6, respectively.

II. The Market of Smart Speakers in
South Korea

The market of smart speakers in South Korea is
markedly different from that of Western countries,
which was analysed in Maccario and Naldi (2022a).
In this section, we describe its most relevant
characteristics. The increasing importance of smart
speakers within the private houses of South Koreans
is confirmed by the latest Smart Home Report by

Statista, which reveals how the number of South
Korean households actively using a smart home appli-
ance is expected to reach 13.8m users by 2025; with
a household penetration of 20.6% in 2021, expected
to reach 61.5% by 20252) Despite a growth rate similar
to other western countries, the South Korean market
of smart speakers is unique in terms of competitors
and composition. As shown in <Figure 1>, Amazon
and Google have nearly no direct competitors in
all the countries surveyed in the Global Consumer
Survey 2021 by Statista, whereas China and South
Korea are the only exceptions.

The Korean smart speaker landscape is charac-
terized by several national companies competing with
the most prominent American brands. Amazon,
Google, and Apple are battling for dominance with
South Korean companies such as SKT, KT, and
Kakao, and it seems like they are losing ground.
According to the latest Statista Global Consumer
Survey, as of October 2022, the two most owned
smart speakers among respondents were developed
by Korean companies: KT and SKT, with a market
share respectively of 24% and 17%, followed by
Google Home, owned by 16% of the respondents,
Naver Wave (11%), and Kakao mini (11%). As it
can be seen in <Figure 2>, Amazon Echo was reported
to be owned by only 3% of the respondents. It can
be assumed that, similarly to what happened in China,
one of the key reasons that allowed South Koreans
manufacturers to be competitive was the rapidity
in launching their own product shortly after the debut
of the first generation of Amazon Echo in the United
States. The first South Korean company to unveil
its smart speaker was SKT with its smart speaker
Nugu, followed by KT with its GiGa Genie, Naver

2) https://www.statista.com/forecasts/887726/smart-home-
penetration-rate-per-segment-in-south-korea
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China "Redmi”
South Korea ”SKT GIGA”

Canada ” Google Home”

Netherlands ” Google Home”

Sweden ” Google Home”

Brazil ” Amazon Echo”

India ” Amazon Echo”

U.S. ?” Amazon Echo”

Germany ” Amazon Echo”

U.K. ” Amazon Echo”

20 40 60 80

Market share [%]

<Figure 1> Most Owned Smart Speaker Brands in 2021, by Country

with Clova and Kakao with Kakao mini (Malin, 2019).

For the purpose of our research, we extracted and
analysed reviews and blog posts concerning five prod-
ucts sold on the Korean smart speakers’ market. The

five devices that were selected for our analysis are:

e SKT NUGU Candle;
SKT NUGU Mini;

» Kakao Mini GC;

e Amazon Echo dot;
* Google Home Mini.

Google Nest

Kakao Mini

KT

Naver Wave

As observed in our brief market analysis in the
paragraph above, the five selected devices offer a
representative portrait of the current South Korean
smart speaker landscape, jointly accounting for al-
most half of the smart speakers owned by South
Koreans (exactly 47%). In order to capture the pecu-
liarities of the South Korean market, we selected
two of the most famous national brands (SKT and
Kakao) and two U.S. companies (Amazon and
Google).

Google Home

Apple Home Pod

Amazon Echo

Other

<Figure 2> Smart Speaker Ownership by Brand in South Korea.
(Source: Statista Global Consumer Survey)
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Il. Privacy Settings

Scholars have found that smart speaker customers
may not know or even ignore which data practices
and controls smart speaker companies have in-
troduced on their devices (Ackerman et al., 1999;
Clark et al., 2015; Tabassum et al., 2019).

Yet, many devices include privacy options that
can be used to secure consumer data. In this section,
we review the privacy settings of the five smart speak-
ers we have selected.

3.1. SKT Smart Speakers: Candle and Mini

Each SKT smart speaker come with two dedicated
online manuals: a product manual and a service
manual. In the product manual, the only setting de-
scribed which could be beneficial for users to protect
their data is the Microphone OFF button, a feature
that allows disabling voice recognition. A red LED
shows that the microphones have been turned off,
and the device will not respond to the wake word.

Furthermore, in the service manual, under the
section “Hidden features of Nugu”,3) there are in-
structions on how to prevent the device from hearing
sound while watching tv - a useful feature, since
scholars have reported that misactivations due to
background voices, like those produced by televisions,
represent a major source of accidental triggers
(Dubois et al., 2020).

3.2. Kakao

The informational webpage dedicated to Kako
Mini smart speaker does not directly explain which

3) Please note that we here refer to the English translation
of a South Korean webpage

features users can adopt to protect their privacy.
The QA pages for Hey Kakao, the operating system
of Kakao Mini C, provide information on privacy
settings. Similar to other speakers, it features a
wake-word (“Hey, Kakao”) and a microphone-off
button. In addition, several pages with extensive in-
formation on Kakao privacy policies can be found
at the bottom of the page.#) Kakao even developed
an “easy-to-understand privacy policy” page with
simplified information regarding their privacy poli-
cies on matters such as collection, use and deletion

of personal data.>)

3.3. Amazon Echo dot

Following reported cases and research on mis-
activations voice-recognition flaws of its smart speak-
ers (Maccario and Naldi, 2022a), Amazon developed
several web pages to explain how to manage its de-
vices’ privacy settings.6)

Like other smart speakers in the Echo line, the
Echo Dot is designed to record and send any voice
interaction just after hearing a wake word, which
is by default “Alexa” for all the Echo devices but
can be manually changed to alternative wake words.
In addition, Amazon Echo devices allow their users
to create voice profiles, used to train Alexa, and
assign the trained voice to the user account
(Sudharsan et al., 2019).

Similar to what is found in SKT devices, the Echo
Dot allows their users to disconnect the microphones
of their device by clicking on the microphone-off
button, which comes with a red LED indicating that
the device will not respond until switched on again.

4) https://www.kakao.com/policy/privacy

5) https://www.kakao.com/policy/privacyPolicy/easy?type=
easy&lang=

6) https://www.amazon.com/gp/help/customer/display
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Furthermore, Amazon claims that all users’ record-
ings in transit to their cloud service are encrypted

to prevent any fraudulent access.”)
3.4, Google Home Mini

Google Home users have options equivalent to
those provided by Amazon to protect the privacy
of their data. Users can always go to the Assistant
Activity page to see what Google Home has recorded,
set up automatic data deletion, or use voice com-
mands to ask Google Assistant to delete the data.
“Hey Google, remove what I said (this week, today,
etc.)” would be the command in English.
Furthermore, the Google Home Mini micro-phones,
like all other devices examined, can be turned off
by clicking on the turn-off button. Google also created
an extensive webpage containing information on the
privacy policies of their home products.8)

Each speaker features options to disable the micro-
phone and necessitates wake words for initiating
recordings. SKT' NUGU includes a voice record but-
ton, allowing users to engage in conversation with
the speaker without uttering the wake word.
Conversely, all speakers except SKT NUGU present
a dedicated page for users to opt out of utilizing
voice recordings for service improvement. Amazon
Echo, Google Home, and Kakao Mini also enable
users to erase voice recordings and select the data
retention period. However, this functionality is not
explicitly outlined in the service manual or product

pages for speakers from SKT.

7) Alexa Confidentiality and Data Handling Overview, Amazon
White Paper no. 20180720, available at https://d1.awsstatic.
com/product-marketing/A4B/White%20Paper%20-%20
Alexa%20Privacy%20and%20Data%20Handling%200verview

8) https://myaccount.google.com/data-and-privacy

IV. Selection of Platforms

According to the latest figures by the World Bank,
South Korea is leading the top 10 list for internet
penetration in Asia, right after Brunei (which has
a population of 441,532).9) The internet penetration
rate in South Korea is 96.50%. Thus, it is not un-
expected that online buying has flourished in the
nation. In South Korea, the e-commerce websites
with the highest reach in 2022 were Coupang.com
and 11Street,10) while the website with the overall
highest reach was found to be Naver.com (as of March
2022, around 82.2% of computer users in South Korea
accessed naver.com). Therefore, for the scope of our
research, Coupang.com and 1lstreet were chosen
to retrieve customer reviews, while Naver.com was
our platform of choice for obtaining blog posts.

Hereafter, we briefly present the three platforms.

4.1. Coupang.com

In South Korea, Coupang.com is an e-commerce
firm that, thanks to its forward-looking strategy and
enormous fundings - the Japanese Softbank invested
$1 billion in 2015 (Russell, 2015) - experienced a
record-breaking growth. After only a few years of
operation, the start-up, which was founded in 2010
by Bom Kim, a former business consultant graduated
from Harvard University, has grown to become one
of Amazon’s major competitors in the Korean market
(Dinh, 2018).

4.2. 11Street

Launched in 2008, 11Street is used by around 34

9) International Telecommunication Union (ITU) World
Telecommunication/ICT Indica- tors Database
10) Source: Koreanclick.com report by Nielsen Korea
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million customers. 11Street has recently made the
headlines for closing an important partnership with
Amazon, which will allow the platform’s users to
find tens of millions of Amazon US products directly
on 11Street (Bae, 2020). Since its launch in 2008,
every November 11th, 11Street holds its festival day
which comes with discounts and offers for its clients.
Just like Alibaba’s Singles’ Day and Amazon’s Black
Friday, 11Street Festival Day has become one of the
major retail events in Korea. According to the data
available on 11Street website, the annual event has
renewed its daily merchandise volume record every
year since 2017.11)

4.3. Naver Blog

Naver Blog is one of Naver’s core services and
a key blogging platform in the South Korean virtual
landscape. Launched in October 2003, Naver Blog
targets a wide audience, allowing its users to write
and read blog posts covering any kind of topic, from
business etiquette to cosmetics and electronics. Even
though Naver blog only supports Korean language,
the platform has rapidly become an important tool
for companies willing to get in touch with their
customers. In fact, companies can create a profile
using Naver Blog to showcase their products and
services.

The prior research examining the UK market
(Maccario and Naldi, 2022a) exclusively gathered re-
views from Amazon.com, as it concentrated on
Amazon’s Echo line, which primarily sold through
that platform. In contrast, this investigation encom-
passes both local and global smart speakers within
the South Korean market. We made efforts to compile

11) More information regarding 11Street and its Festival Day
can be found at: http://global.11st.co.kr/glb/display/
9885614

reviews from a variety of e-commerce websites and

blogs.

V. Methodology

We performed our investigation through three
stages: 1) Data collection; 2) Document selection;
3) Review Analysis. In this section, we describe the
three stages.

Data collection We have collected reviews and
blog posts concerning the five products described
above. The reviews and posts were collected during
the month of July 2021. We collected 3,448 reviews
and 6,413 posts by scraping through the Python li-
braries BeautifulSoup and Selenium. Beautiful Soup
is based on the HTML/XML analytic engine. It is
a Python library commonly used for data extraction.
It was developed by Leonard Richardson and other
open-source developers and can parse HTML and
XML documents, providing a simple way to interact
with the DOM model (Richardson, 2007).

Selenium is an open-source web-based automation
tool. Despite being primarily used by developers for
testing tasks, Selenium has also been employed to
perform data scraping and extraction and works as
an add-on plugin to any browser. For our research,
Google Chrome was used. We extracted the following
information was extracted from each review and blog
post:

¢ Date;

+ Title of Review;

+ Content.

Document selection Not all the documents col-
lected during the first stage are of interest to our
investigation. In addition, they included a lot of

non-relevant words. We skimmed the documents

Vol. 33 No. 4
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both to extract just the useful ones and remove the
non-relevant words. As customary in any sentiment
analysis task, we pre-processed the documents
(reviews and blog posts) to remove all the text useless
for the subsequent analysis. We also normalized the
format of words to avoid any ambiguity and
redundancy. The following cleaning operations were
performed:

+ Sentence splitting;

+ Removal of numbers, white spaces, and punctu-
ation;

+ Spell check, including correction of wrong word
spacing and spelling errors by using the pyko-
spacing library in Python;

» Tokenization of sentences by using the Okt to-
kenizer implemented in the konlpy library in
Python;

+ Stopwords filtering using a pre-compiled list,
which led to removing 679 of the most common
Korean words, which did not have any discrim-
ination value.12)

After these cleaning operations, we proceeded to
extract just the documents referring to privacy issues.
Following the method employed in Maccario and
Naldi (2022a), the extraction stage was conducted
by assessing the presence of privacy-related words.
In Maccario and Naldi (2022a), the original list of
privacy-related synonyms was obtained through a
three steps process. First, four synonyms of the word
“privacy” were identified using the Wordnet package
(Miller, 1995), a lexical database used in Natural
Language Processing research with applications rang-
ing from word retrieval to machine translation (Miller
and Fellbaum, 2007). Secondly, eight additional pri-

12) The stopwords list can be found at https://github.com/
stopwords-iso/stopwords-ko?fbclid=lwAR39k6XIYRN7fFah
ioaRHU8h2-IBp-vNMShwGMR92n8xlby8LJ601VwjHvc

vacy-related keywords were added as a result of a
semantic similarity analysis conducted through
Word2Vec, an NLP technique for word representa-
tion based on neural network modeling (Mikolov
et al, 2013). Lastly, fifty additional privacy-related
keywords were identified by analysing the most used,
inherent words, in the literature on privacy of smart
speakers. In order to cope with the language employed
in our Korean dataset, we had to adjust the list of
keywords. The list of four privacy-synonyms obtained
in Maccario and Naldi (2022a) in their first process,
as described above, was translated into Korean using
the online English-Korean dictionary Naver.13) As
a result, the words concealment, privateness, seclu-
sion and secrecy were translated as ‘AFYE, 23",
TNRAZP, 2% and ‘BI'Y’, respectively. Then, the
51 privacy-related keywords identified in Maccario
and Naldi (2022b) through a survey and the literature
review were translated into Korean. In <Table 1>,
we show the complete list of translated keywords
employed in our research along with their English
original.

After extracting the reviews of interest, we applied
some validity checks. Reviews were first manually
checked for duplicates. Also, some reviews were ex-
cluded because the object of the opinion was found
not to pertain to the themes of security and privacy,
although including one or more keywords (e.g., *
I'm worried that the one I had before broke down
quickly, but so far it's working well.” contains ‘worry,
but it is not related to security or privacy). After
performing the manual check, just twelve reviews
were found to be relevant to the theme of security

and privacy.

13) See the dictionary on https://en.dict.naver.com/#/main
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<Table 1> English and Korean keywords

6.1. Frequency Analysis

Before performing the sentiment analysis of blog

Korean English Korean English
Keyword Translation Keyword Translation
A4 worry 7 wiretapping
A personal N individual
34 attack 714 top-secret
UERTh peep HES A network
S5 record A leak
s ability A=p| defiance
=4 wiretapping Eif stealthily
=Ytk reveal €71 listening
njo] = MIC A problem
ks sensitive A discovery
s drawing out Ho|t} show
kel protect 4 analysis
HY secret Aba accident
A privacy 35244 | interaction
! send 3 collection
<< approval A2 start
Qe trust 25 signal
o}o] malice ot password
o] E agent el connect
T effect Sk danger
frE outflow HE spread
25 seclusion 23 concealment
o33ttt | understand Q14 recognize
217 recognition A2 access
Al limit zF control
A5 intellect A& fingerprint
=74 measurement 23 prejudice
g cloud 22 exploration
zZ expose ZZFo|H Al privacy
sk learning iot I0T
VI. Results

posts and product reviews to extrapolate the senti-
ment of Korean smart speaker users in relation to
privacy, we provide a quick overview of what users
talk about in their blog posts and reviews. After a
manual check was performed, we only found twelve
reviews that contained one or more of the selected
privacy-related words. That figure is not just low
on absolute terms, but it is also low in relative terms,
representing a paltry 0.061% of the whole corpus
(made of 9861 reviews). We can compare that result
with what was obtained with the UK-based dataset
analysed in (Maccario and Naldi, 2022a), which was
roughly half the size of the Korean one. In that case,
the number of privacy-related reviews was 2.7% of
the whole corpus, which is a low figure anyway but
roughly four times larger than the Korean case.
<Table 2> shows the comparisons of studies for the
data and methodology between the UK and South
Korea.

We can immediately tick the box concerning our
first research question RQI: South Korean users buy-
ing on Coupang and 11streets, and blogging on Naver
Blog are uninterested in privacy issues. The answer
to RQ1 is a clear NO.

However, it is possible to obtain a wider view
of the contents of the reviews and blog posts about
smart speakers by analyzing the frequency of words
on the whole corpus. The frequency of a word may
be considered a measure of its relevance. In <Table
3>, we see the Top 10 words out of the 9861 input
texts (blog and reviews), sorted by type of platform
(i.e., Naver blogs vs product reviews). Similarly to
what we observed in the UK, despite a general lack
of interest in privacy-related issues, people appear
to be concerned with sound and audio quality. The
presence of the words delivery; price, and purchase
in the top 10 suggest that users are evaluating their
smart speakers based on what happened before ac-

Vol. 33 No. 4
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<Table 2> Comparison of Studies between the UK and South Korea

Study Maccario and Naldi (2022a) This Study
Country The UK South Korea
Amazon Echo, SKT NUGU Candle, SKT NUGU Mini, Kakao
Smart speakers ) . L
Echo Studio, Echo Dot Mini C, Amazon Echo Dot, Google Home Mini
Number of reviews 4,756(Reviews) 9,861(Reviews and Blog posts)
Tools of scraping Data Miner Python - BeautifulSoup

Tools of preprocessing and
sentiment analysis

R - tm,SentimentR, VADER

Python - koNLPy, KNU

Number of reviews on

privacy concern

133 (2.7%)

12 (0.061%)

<Table 3> Top-10 Most Frequent Words in the Korean Corpus (by Platform)

Naver Blog Product Reviews
Word Frequency Word Frequency

A Use 1764 2:3]A Speaker 186
237 Speaker 1674 A+ Use 160
A= Product 1153 w4 Delivery 123
A ZY Manufacturing 1053 Lo} Music 122
7% Function 945 -] Purchase 110
a4 Connect 779 = Song 105
ey Speech 721 Gk Gift 105
=% Music 684 ey Speech 100
Azt Think 605 =4 Sound Quality 9%
Al Al 604 714 Price 95

tually using the device, e.g., the timeliness of the
delivery and the high or bargain price at which they
managed to buy the speaker, which echoes the find-
ings of previous behavioural studies (Ghosh and
Eastin, 2020).

6.2. Sentiment Analysis

Following the extraction of the privacy-related re-
views and blog posts, we proceeded to the final two
steps of our study to extrapolate the sentiment of
Korean smart speaker users in relation to privacy.

+ Sentiment analysis of privacy-related reviews
and blog posts;
+ Influence analysis of privacy opinions on the

overall smart speaker evaluation.

Sentiment analysis allows us to analyse opinions,
sentiments and emotions towards entities such as
products, services, organizations, events, and topics,
based on Natural Language Processing (NLP) techni-
ques (Liu, 2012). However, when it comes to analyz-
ing sentiment and opinions contained in a

non-English text, a number of problems may arise.

1008 Asia Pacific Journal of Information Systems
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<Table 4> Example of Positive and Negative Words from KNU Lexicon

Positive Negative
Korean Translation Score Korean Translation Score
4 “impressive” 2 “AZA &= “annoying” -1
TIAAE “worth it” 1 “GAZ wjoto}” “deprive of” 2
AR “thank you” 2 ‘T 2golY “suffering” -2
“of BT “beautiful” 2 “dgrp “concerned” 2

As pointed out by Mohammad et al. (2016), the
majority of sentiment analysis research has been con-
ducted on English texts. There is an abundance of
sentiment analysis resources for English, but a re-
markable shortage of tools for many other languages.

In the context of lexicon-based approaches (and

more so in their simplest version called bag-of-words
approach), neither of two main approaches usually
undertaken leads to reliable results (Djatmiko et al,,
2019, Kaity and Balakrishnan, 2020):

* Translating the focus-language text into a re-
source-rich language such as English to employ
a powerful English sentiment analysis system
on the translated text;

+ Translating sentiment analysis resources such
as labelled corpora and lexicons from English
into the focus language and applying them to
perform sentiment analysis in the focus

language.

In order to overcome the risks connected to these
two approaches, we avoided translation altogether
for sentiment analysis purposes, and we directly em-
ployed the KNU Korean sentiment lexicon, perform-
ing the whole analysis inside a Korean framework
(Park et al., 2020). KNU Korean Sentiment Lexicon
is a general-purpose Korean dictionary, which con-
sists of sentiment tokens obtained by analyzing the
entries contained in the Standard Korean Language
Dictionary. KNU is based on a lexicon of 14854

tokens, which can be unigrams, bigrams, phrases,
or sentence patterns. Each token is assigned an in-
dividual score in the range [-2;2], where the zero
value represents a neutral sentiment. The closer the
value is to 2, the more positive the sentiment is.
In <Table 4>, some of the most common positive
and negative Korean words appearing in KNU
Lexicon are presented along with their sentiment
score and English translation.14) Although having
been launched in 2018, the KNU package has already
been employed in several papers. A recent application
to Korean social media data can be found at Shim
et al. (2021).

The results obtained with KNU are reported in
<Table 5>, showing that seven reviews obtained an
overall positive sentiment score, with review no.8
marking the highest sentiment score (11). Instead,
reviews no. 1, 4 and 11, were found to carry a negative
sentiment, showing a sentiment score of -6, -4, and
-1, respectively. Sentence sentiment show sentiment
scores of the sentences containing the privacy key-
word of <Table 1>. Though the sentences contain
the keywords, their sentiments seem neutral. Review
sentiment average is the average sentiment score of
sentences in the reviews.

The followings are three example reviews related
to privacy concerns:

14) The KNU Korean Sentiment Lexicon is available at:
https://github.com/park1200656/KnuSentiLex
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» No. 1: There’s a feature that reads KakaoTalk
messages out loud, but since we’re going to
use it together in the living room, we didn’t
use that privacy feature.

* No. 3: Echo Dot may not be a great purchase
for thriving smart home enthusiasts, but the
Kids Edition is highly recommended for parents
who want a little more privacy for their young
children.

» No. 4: By touching the center of the Google
Home Mini, you can pause music or audio con-
tent, but recently it was revealed that this feature
was automatically recording and transmitting
the surrounding environment to Google servers,
regardless of the user’s intention. This caused
privacy concerns and as a result, Google perma-
nently disabled this feature.

The results obtained with KNU revealed varying
sentiments towards privacy. Review no. 1 exhibited
a neutral sentiment, as the user acknowledged the
privacy feature but chose not to use it. Review no.
3 displayed a positive sentiment, as the user recom-
mended the Kids Edition for parents who want more
privacy for their children. Review no. 4 had a negative
sentiment, as the user expressed concern about the
privacy breach caused by the Google Home Mini
feature.

In the previous section, we provided an answer
to RQL. We now address the research questions RQ2
and RQ3. The answer to RQ2 agrees with the findings
from past research in that privacy appears to be
a controversial subject: three reviews were found to
carry a negative sentiment, seven reviews were re-
ported to be positive, and lastly, reviews no. 2 and
no. 6 were neutral. As for RQ3, we have computed
the correlation between the sentiment scores obtained

in privacy-related sentences vs the whole reviews

<Table 5> Sentiment Score in Privacy-related Reviews
and Privacy-related Sentences (KNU package)

Element ID SenFence Avg Beview ReYieW
Sentiment Sentiment Sentiment
1 0 0.6 6
2 0 0 0
3 2 02 3
4 -2 0.333 4
> 1 05 2
6 0 0 0
7 0 025 3
8 0 11 1
9 -1 04375 7
10 0 02222 2
11 0 1 )
12 0 0.125 1

to which those sentences belonged. For that purpose,
we employed the Pearson correlation coefficient be-
tween the sentiment scores obtained for the two
groups.

We obtained a correlation coefficient of 0.6227,
which cannot be considered very high, though
positive. As the blog posts have no rating scores,
we did not compute the correlation coefficient be-
tween ratings and sentiment scores. We can then
answer positively to RQ3. Though very few customers
are concerned about privacy, their sentiment towards
privacy positively influences the overall sentiment
about smart speakers in South Korea, though the
influence is not extremely high.

VII. Discussin and Conclusions

With the goal of substantiating the findings from
Maccario and Naldi (2022a) and widening the search

scope to include different devices and, most im-
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portantly, different countries where the cultural atti-
tude towards privacy may be different, we chose
to replicate and adapt a text-mining analysis on smart
speakers in South Korea, ie., a well-developed Asian
country vs a Western country as examined in
Maccario and Naldi (2022a). With its impressive rate
of diffusion of innovation and competitive internal
smart speakers’ market, South Korea can be consid-
ered an ideal target country for our study.
Internationally, Amazon and Google hold prominent
positions in the smart speaker market, with numerous
Chinese brands seeking to increase their market
shares. As depicted in <Figure 2>, the South Korean
market exhibits a distinct landscape compared to
global competition. Key players in this region include
Korean Mobile Network Operators such as SKT and
KT, as well as IT Tech companies like Kakao and
Naver, which offer search engine and messenger
services. Local brands account for approximately 60%
of the market share. Notably, the privacy features
exhibited by local and global brands are quite similar.
These brands allow users to disable the microphone
and necessitate wake words to initiate voice recording
and conversation. Furthermore, they offer privacy
settings for users to opt out of sharing their voice
recordings and to request deletion of the recorded
data.

With the aim of investigating the relevance of
privacy concerns in smart speaker product reviews
and blog posts in South Korea, three research ques-
tions were posed. It was subsequently found that
South Korean smart speaker users seem to be either
unconcerned or unaware of privacy issues.
Furthermore, even those few reviews that mention
the topic were not found to carry a negative sentiment
unequivocally. However, the sentiment towards pri-
vacy by those few users positively influences their

overall sentiment towards smart speakers.

Compared to previous studies on the Western mar-
ket (Maccario and Naldi, 2022a), this research corrob-
orates the limited interest in privacy issues while
demonstrating an even lower level of interest in an
Asian country as opposed to a Western one (see
<Table 2>). The UK study categorized privacy con-
cerns into four groups: Audio features, Security
Issues, Data collection and transfer, and Device
intelligence. This study revealed that the primary
privacy concerns in reviews relate to Data collection
and transfer, with users expressing apprehension
about voice recordings and potential unauthorized
leaks. Despite the presence of privacy concerns in
customer reviews from both the UK study and this
investigation, the sentiments were not overly neg-
ative; in fact, most sentiment scores were positive.
While the areas of concern and the degree of worry
differ slightly, the impact of privacy concerns on
review sentiment remains notably similar between
the two countries. These findings underscore the
necessity of considering cultural differences when
analyzing product reception across different nations.

This study holds academic implications for broad-
ening research on the quantitative evidence of users’
privacy considerations. Firstly, this paper adopts the
research methodology of the previous study
(Maccario and Naldi, 2022a) while factoring in local
competition among smart speaker companies. By
gathering customer reviews from various brands
based on South Korea’s market share and from multi-
ple e-commerce sites and a blog company, this ap-
proach offers a more comprehensive perspective on
user concerns compared to focusing on a single brand
and e-commerce site. Secondly, this study extends
the previous research to a different country with
a distinct language. We translated privacy keywords
as shown in <Table 1> and employed a lexicon-based

sentiment analysis for the Korean language.
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Sentiment analysis tools, such as VADER and
SentimentR, often do not cover Asian languages. This
expansion could serve as a model for other studies
aiming to extend their geographical scope. The meth-
odology presented in this study offers managerial
implications for smart speaker sellers and
manufacturers. In response to concerns about data
breaches, most brands now incorporate micro-
phone-off and privacy settings to mitigate unwanted
data transfer. However, privacy features are not al-
ways prominently displayed on product pages or even
within service and product manuals. Although many
customers may not express significant concern about
smart speaker privacy issues in their reviews, this
does not imply they are unconcerned about privacy
overall. Privacy concerns remain crucial for most
digital devices. As reviews mentioning privacy issues
often highlight privacy features, it is advisable for
companies to clearly explain these features.

In this paper, we acknowledge several limitations
in our investigation. First, we have focused on a
single country, which cannot adequately represent
the entire Asian continent, just as the UK cannot
be considered representative of the whole Western
world. Second, our analysis is limited to smart speaker

owners, who have already expressed their positive

attitude towards the products by purchasing them.
As a result, the sample can be considered biased
in favor of the product. The act of buying a smart
speaker also indicates a level of tolerance towards
its potential drawbacks, including privacy concerns.
Additionally, we recognize the constraint posed by
the limited number of reviews addressing privacy
concerns in this paper. While our collection of reviews
surpassed that of prior work, we obtained only a
small number of reviews specifically concerning
privacy. We contend that acquiring sufficient data
for a robust statistical analysis remains challenging
even with an increased number of crawled reviews.
Consequently, the paper’s analysis primarily involves
a rudimentary sentiment assessment and correlation

calculations.
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