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A Model for Supporting Information Security Investment
Decision-Making Considering the Efficacy
of Countermeasures
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Abstract

The importance of information security has grown alongside the development of information and communi-
cation technology. However, companies struggle to select suitable countermeasures within their limited
budgets. Sénmez and Kili¢ (2021) proposed a model using AHP and mixed integer programming to
determine the optimal investment combination for mitigating information security breaches. However,
their model had limitations: 1) a lack of objective measurement for countermeasure efficacy against security
threats, 2) unrealistic scenarios where risk reduction surpassed pre-investment levels, and 3) cost duplication
when using a single countermeasure for multiple threats. This paper enhances the model by objectively
quantifying countermeasure efficacy using the beta probability distribution. It also resolves unrealistic
scenarios and the issue of duplicating investments for a single countermeasure. An empirical analysis
was conducted on domestic SMEs to determine investment budgets and risk levels. The improved model
outperformed Sonmez and Kili¢’s (2021) optimization model. By employing the proposed effectiveness
measurement approach, difficulty to evaluate countermeasures can be quantified. Utilizing the improved
optimization model allows for deriving an optimal investment portfolio for each countermeasure within
a fixed budget, considering information security costs, quantities, and effectiveness. This aids in securing
the information security budget and effectively addressing information security threats.

Keywords: Information Security Investment, Countermeasure Efficacy, AHP, MIP, Decision
Support System, Visualization
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