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TFo 7 WAL o] AL BS 7799-2:20022
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ISO/IEC 27001 Y02 Wegt Aot} Y&FY
EFZAFISO)Oll 23t dEFATAUISSE
A= o] Utk ISMS A7 e BE 95,
Fols tie® kY 5, 2022 vy
AL, 2020; AAFSE, 2020).
= o) A= IT-Grundschutz(IT Baseline Protec-
tion) S AlY3la Uk AWAH R 7| HAHBSI,
Bundesamt fiir Sicherheit in der Informationstechnik)
oA FZ8kaL glow HE o F-= itk IT Baseline
Protection A} X314 & A|Z3}<] ISO/IEC 27001
35 7}53lH(Bundesamt fiir Sicherheit in der
Informationstechnik, 2023). 107} ¥4, 1047} ZE=
TAEH 107] 99 ISMS, ORP(Organisational and
personnel security), CON(Crypto Concept and Data
Protection), OPS(IT operations), DER(Security Incident
Handling and Provisions for IT Forensics), APP(Appli-
cations), SYS(Systems), NET(Network), IND(Indust-
rial IT), INF(Infrastructural Security)©]tHBundesamt
fiir Sicherheit in der Informationstechnik, 2022).
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YA, 24, A, AEFA, 98, 56, 1%,
H7E 5 9 tSL‘Z}(Bundesamt fiir Sicherheit in
der Informationstechnik, 2023).

EU9] 74-%-, NIS Directive(Directive on Network
and Information Security)E A] 33t Itk NIS
Directive™ X K tol] tjgt EU HE°]H 20161
CAEAI 20239 NIS2 AFoz AYHAG
(European Commission, 2023). ENISA(European
Union Agency for Cybersecurity)ol| 4] ©]§ kil 91O,

EU 3ld=9] ollUA], &%, 56, B, 744, A4
o)z :g_:g_\:'o]; __% SRR EH}\]-OE s].\:]_ EULH
Aol $17] &2 A A(Cyclone), H.QF & FAHSY,
3| A5 Tt Al|HERL M T 58 HAEE
skaL 1071 A4 84 FHAkL US, 3u EeL
Hopd X, ¢53 HE TAHTHENISA, 2023;
European Commission, 2023). EU 7|1 K & Fof
o] X{= GDPR(General Data Protection Regulation)©]
At} 2018.05.25.5-E] Al =11 1= BU /18R
B3E Yol 1 97l 2oz AR oS
EU W AF47s =98t QAP RE AstAr,
EU AFAA A Ajsht Aul2~F AF8kA Y, EU
AFALS] EU W 855 BUEH k= 7190t d=

SIEIUI R EQ 2023).
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s A8 ) S BARES BASAT,
b T Jide] 229 G AT A dol
3 2ol 97 2 o B A% 9
a8 a9 AY 71 914 Bz} WAt
X 3tt}. Siponen and Willison(2009)2 ISMS %15
71l gk 22 54 112 ZoA4d tig A&
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o}oﬂu} Line et al. (2016)—8— w290 M akee
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L 7199 548 13 IT 2 JRET Fx}
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- Correlation test
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U e R !
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- B A543 BHlu

Sun and Lyu(2020) | &= 28Ry Y2l 98 A=
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e

Ledniak et al.(2019)

- Probit, logit EX4ZA3 v
- Correctly classified ZF vl
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staff_IS_weight 0.33 ~ 21.43
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age 1~ 89
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<3} 8>of AT ISMS Hole] Q=S FHo g
A5 7195 vES ERIs)E 27, ISMS-P2}
ISO/IEC 27001 =5 #HE3 Hl8-2 559% ©| 3]
o ARKS B A|A =7} ISO/IEC 27001
2T HE3 HSL 6.38% ©]QT) ISMS-P %
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(Z 9) Probit 24the HolEA & B EES 2T 58
1573 AN e A5
ISO/IEC 27701 Privacy Information Management 18
ISO/IEC 27017 Security controls for cloud services 10
ISO/IEC 27018 Protecting personally identifiable information in the public cloud 6
I1SO 27799 Health Informatics-Information Security Certification 3
ISO/IEC 29100 Privacy framework 1
ISO/IEC 22301 Business Continuity Management Certs 1
EMR 1% AAGTANZA Y A% 15
PCI DSS Payment Card Industry Data Security Standard 12
CSAP Cloud Security Assurance Program 8
CSA STAR Cloud Security Alliance 8
ePRIVACY = AU RRBSF R 011 AR E 5 H3) 7
ePRIVACY PLUS W AQEEES W3 JASONQEEE T H3) 3
SOC 2, SOC 3 Service Organization Control 3
BS10012 MAFRRE HFA| 28] 2
TISAX Trusted Information Security Assessment Exchange 1
MTCS Multi-Tier Cloud Security 1
FERES FHE HIHAAA) | AS7EARFAR T8 JERS F597} 1
< 9> Probit £ 4 HoEA 364 B ek S ompsh BT 9] 24
B ARES 9F A5 AR D Aolth AT <E 10013, FHNG 0270017 FE0F
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Mirtsch et al(2021)2] AFolA 5L 7|9
ISO/IEC 27001 5 &3l i3l Probit &S
&5t 2 AFM s el 599
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g 52804 A AES
A AT FE WS Al 7R 9] Aol gk 7}
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A% 527001 FEWMER AET BA AT
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staff_all ¥=2] 73$- is027001 > both = ismsp &=
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(E 10> Probit &4 Z1o}(ismsp)

ismsp (MNagelkerke R = 0.12, Accuracy = 0.88)

Variable Coefficient Std.error Z value
budget_IS_weight 0.024 0.025 0.941
staff_IS_weight -0.003 0.021 -0.159
staff_all (in logs) 0.539" 0.190 2.828
age -0.016~ 0.005 -2.985
industry_dummy s
-0. 21 -3.01
(4RFAAY 2 G0 okd A 1) 0.653 0216 o
"p<0.10, “p<0.05, " p<0.001.
(Z 11) Probit 241 Z1}(is027001)
5027001 (MNagelkerke R = 0.16, Accuracy = 0.82)
Variable Coefficient Std.error Z value
budget_IS_weight 0.037" 0.023 1.659
staff_IS_weight -0.016 0.019 -0.850
staff_all (in logs) 0.763"" 0.176 4.331
age -0.019 0.005 -4.118
industry_dummy s
-0.62 1 -3.151
(JRE A2 o] od B9 1) 0626 o1 .
"p<0.10, “p<0.05, " p<0.001.
(Z 12) Probit 24 Z1H(both)
both (Nagelkerke R? = 0.21, Accuracy = 0.94)
Variable Coefficient Std.error Z value
budget_IS_weight 0.054 0.034 1.601
staff_IS_weight -0.015 0.030 -0.509
staff_all (in logs) 0.874" 0.275 3.175
age -0.029™ 0.009 -3.342
industry_dummy ¥
-0.719 0.282 -2.550
(JREAAI2 o] ohd B9 1) o7 >
"p<0.10, “p<0.05, " p<0.001.
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boths FEWFE & EAA Ao ghol 73
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Hrs

2 3 B0l ghol 7 = A Uka(0.16), ismspS
FTEHFE 3F BA00A Fro] 71 FHA AlRkE ST
0.12). both > is027001 > ismsp S5O 2 gro] =A| Uitk

P~
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Accuracy #hs A4S W bothe] -7}
7V AA UsktH0.94). 82 7FE-2 both > ismsp >
i50270019] =02 gro] Zlom, fo4d grel FAG
Coefficient 7% A, 18]3L Nagelkerke R* HI=
=24 ismspY A-$7} is027001 . TF Zith

FE&WT Al 7HA Aol g 2t Probit &4
23, 37HA] Aol BF 79T EE 94 P
o= Fo] A, dE e =2
o ARFAME L HFhs 5o FHAAT}

HHES A o[BS 0|83t MEES Ma|HA o5} KA SN 24
FAAH L JFLrE H5T 7ol ¥ wol
k. ol9le] bothE FEHFE P w) Al AH
ol 7Hg 28R, F AT B FSse A5
qH 7R, 22a JFeERE U B

FFS e AS & F ATk
2 A7 ¥4 A= Mirtsch et al (2021)9]
AT AFote AT VAT, 9, 4T
ABAA7E QL o] ISOIEC 27001 1% 5o A& g =
A3t F=of AT AW Fddve AS &+

A

At EgsHA ISMS-P, ISMS-P & ISOJIEC
27001 £ 59| A5 BF VAR 255
F dHd 77 B, gdEo] LA &2
NQLFE, JRBLAAE 2 AFLFE HAS5T
7FsAd0] O EolAE Ao Bkt 4= Qi) wEk
ISO/IEC 270019] 73$- A 7])% the] AREFT oAt

5.2 Z1t 4%

27 A5 98 <E 13> ~ <K 159} 2o]

Logistic 22495 ©]-8-3}o] 5L tlo]E Aol thsf

A1 715t E7E 245, dEol

N L]

(E 13) Logistic 24 Zzt(ismsp)

B8} ®.gke}. Logistic, Probit & 25 #2472 1))

ismsp (MNagelkerke R? = 0.12, Accuracy = 0.88)

Variable Coefficient Std.error Z value
budget_IS_weight 0.043 0.047 0.920
staff_IS_weight -0.008 0.040 -0.186
staff_all (in logs) 0.991" 0.357 2.779
age -0.030™ 0.010 -2.881
industry_dummy e
AREAA A o] ohd AL 1) -1.229 0.392 -3.134
"p<0.10, “p<0.05, " p<0.001.
(& 14) Logistic =41 Z1His027001)
is027001 (Nagelkerke R* = 0.16, Accuracy = 0.82)
Variable Coefficient Std.error Z value
budget_IS_weight 0.066" 0.039 1.671
staff_IS_weight -0.024 0.034 -0.698
staff_all (in logs) 1.3547 0.318 4.265
age -0.031"" 0.008 -3.828
industry_dummy .
(AHEAAE A Qo] ohd A9 1) -1.148 0.343 -3.347

"p<0.10, “p<0.05, ""p<0.001.
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Al o] X8I YT A BES
H AT staff all H42] 24 92} Coefficient
& =917} Probit 2E A& A9} TS

AG7E 7P A%E 455 ismsp Alo]& E‘?J_'G}
Atk age M5 5 bothE THHETE P
FoJAlo] ZASFTE A 2k =99 Coefficient
2k 9= Probit 22 AL A9} TUsGT) w3
Probit -8 A] Xt} Logistic 2-8 A] Coefficient 3%°]

Accuracy < YA
UutA o 2 VIFEAE Jg% Q1<4F, Variance Inflation
Factor)7} 10 o3 78 t41% (I\/Iultloo]]meanty)ol
AT AL Z 7HHtHO Brien, 2027). Probit, Logistic
g A&A] 24z}l b3 VIFE Albstal 71 A3
3E 16>, <3E 17>0]) BEjaiSith e gE0] 14 ofs)o]
02 bg3dide] gie 28 ERIE 4= IO Probit
FdS A8S wo} Logistic FE-S 283S of BF

o ZAth. MNagelkerke R? FE A2 A o.M tF3Ado] BAEHA] eotthe Ax 115
(E 15) Logistic 24 Zz}(both)
both (Nagelkerke R* = 0.20, Accuracy = 0.94)
Variable Coefficient Std.error Z value
budget_IS_weight 0.106 0.067 1.593
staff_IS_weight -0.038 0.062 -0.610
staff_all (in logs) 1.686" 0.552 3.052
age -0.058"™ 0.018 -3.164
industry_dummy i
(4B E A 2~ 045_0] obd A% 1) -1.488 0.552 -2.698
"p<0.10, “p<0.05, " p<0.001.
(Z 16) Probit 24 Al cts3MM(Multicollinearity) =l Z3H(VIF)
Case . :
Variable ismsp 15027001 both
budget_IS_weight 1.248 1.250 1.338
staff_IS_weight 1.266 1.257 1.322
staff_all (in logs) 1.378 1.387 1.361
age 1.110 1.128 1.069
industry_dummy
(AHEAAE 2~ d=o] ofd AL 1) 1.374 1.367 1.355
(Z 17) Logistic 24 Al cisa3M4 (Multicollinearity) &2l Z1HVIF)
Case . . h
Variable ismsp 18027001 bot
budget_IS_weight 1.268 1.270 1.388
staff_IS_weight 1.281 1.266 1.385
staff_all (in logs) 1.355 1.390 1.319
age 1.083 1.105 1.047
industry_dummy
AHEAAE 2~ d=o] ofd AL 1) 1.364 1.378 1.347
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Abstract

The Information Security Management System (ISMS) is a protection procedure and process that keeps
information assets confidential, flawless, and available at any time. ISMS-P in Korea and ISO/IEC 27001
overseas are the most representative ISMS certification systems.

In this paper, in order to understand the relationship between ISMS certification and organizational
characteristics, data were collected from Korea Internet & Security Agency (KISA), Ministry of Science
and ICT, Information Security Disclosure System (ISDS), Financial Supervisory Service, Data Analysis,
Retrieval and Transfer System (DART), and probit regression analysis was performed.

In the probit analysis, the relationship with four independent variables was confirmed for three cases:
ISMS-P acquisition, ISO/IEC 27001 acquisition, and both ISMS-P and ISO/IEC 27001 acquisition. As
a result of the analysis, it was found that companies that acquired both ISMS-P and ISO/IEC 27001
had a positive correlation with the total number of employees and a negative correlation with business
history. In addition, the improvement direction of the ISMS-P certification system and information security

disclosure system could also be confirmed.
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