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ABSTRACT

ARM processors, utilized in mobile devices, have integrated the hardware isolation framework, TrustZone technology, to
implement two execution environments: the trusted domain “Secure World” and the untrusted domain “Normal World”.
Rootkit is a type of malicious software that gains administrative access and hide its presence to create backdoors. Detecting
the presence of a rootkit in a Secure World is difficult since processes running within the Secure World have no memory
access restrictions and are isolated. This paper proposes a technique that leverages the hardware based PMU(Performance
Monitoring Unit) to measure events of the Secure World rootkit and to detect the rootkit using deep learning.
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paddr_t find_kernel_entrypoint(void)
{
for (paddr_t page = NS_BASE_OFFSET; page < SDRAM_SIZE; page += PAGE_SIZE)
{
struct mobj *mobj = load_page(page);
if (!mobj)
continue;

return uefi_header_addr;

¥

paddr_t find_init_task_name(paddr_t uefi_header_addr)
{
for (paddr_t page = uefi_header_addr; page < SDRAM_SIZE; page += PAGE_SIZE)
{
struct mobj *mobj = load_page(page);
if (Imobj)
continue;
uint64_t *vaddr = mobj_get_va(mobj, 0);
void *process_name = find(vaddr, PAGE_SIZE,
INIT_TASK_COMM, strlen(INIT_TASK_COMM) + 1);
free_page(mobj);
if (process_name)
{
paddr_t process_name_offset = (uint8_t *)process_name - (uint8_t *)vaddr;
paddr_t process_name_pa = page + process_name_offset;
return process_name_pa;
}
}
return ERROR_ADDR;
}

Fig. 2. Rootkit source code to find the kernel’s
start address and task_struct
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Table 1. Deep learning training data targets
and PMU event types to capture

Table 2. Model-specific evaluation results table
with test data

Process PMU Event Type Model |Accuracy|/Precision|Recall|F1 Score
Rootkit Cortext A53/cpu_cycle RNN 0.99 0.94 1.00 0.96
OP-TEE Example Cortext A53/bus_cycle LSTM 0.98 0.95 0.97 0.96
Cortext A73/cpu_cycle
OPTEE xtost Cortext A73/bus_cycle GRU 0.98 0.97 | 0.95 | 0.9
Cortext A73/mem_access LSTM-GRU|  0.98 0.96 | 1.00 | 0.97
Cortext A73/br _pred
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Table 3. Execution time performance evaluation
results by disabling/enabling the detection model
(unit: seconds)

Model Over Over
Disable | Enable head |head(%)

type | Process

rootkit | rootkit 21.555 | 21.407 | -0.148 | -0.69%

OpTEE | acipher 5.871 6.087 0.216 3.68%

examplel - yest | 64.771 | 64.235 | -0.536 | -0.83%

selftest 1.158 1.144 -0.014 | -1.21%

MbedTLSCm}z;ahnd’ 3.276 | 3.281 | 0.005 | 0.15%

benchmark| 181.072 | 181.866 | 0.794 0.44%
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