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ABSTRACT

Malware analysts work diligently to analyze and counteract malware, while developers persistently devise evasion tactics,
notably through packing and obfuscation techniques. Although previous works have proposed general unpacking approaches,
they inadequately address techniques like OEP obfuscation and API obfuscation employed by modemn packers, leading to
occasional failures during the unpacking process.

This paper examines the OEP and API obfuscation techniques utilized by various packers and introduces a system
designed to automatically de-obfuscate them. The system analyzes the memory of packed programs, detects trampoline codes,
and identifies obfuscated information, for program reconstruction. Experimental results demonstrate the effectiveness of our
system in de-obfuscating programs that have undergone OEP and API obfuscation techniques.
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Windows _’- In mov edi, edi
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IAT: IAT: mov edi, edi
fl: offset fl: Target APIl s
£2: offset amm £2: Target API2 ret

Fig. 1. The control flow of normal program.
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load execute
File PR N Memory PR N Memory
BOOTSTRAP: BOOTSTRAP: BOOTSTRAP:
EP: instr 1 EP: instr a e"“““ EP: instr a
instr 2 instr b instr b
0 unpack
PACKED CODE: PACKED CODE: UNPACKED CODE:
OEP: OEP: OEE: I execute
q .
add bl, X - add bl, X call [£1] || |Rernel32.d1l:
i Windows o s | Target APIL1:
v Loader p—— B mov edi, edi
£1: 00000000 f1: Target API1 © i | [1aT:
£2: 00000000 £2: Target APIZ2 || fl: Target API1 ret
) [ 1] i £2: Target API2 Target APIZ2:
mov edi, edi
Packer Import T: Packer Import T: -
fx: offset fx: Target APIx Packer Import T: ret
. . fx: Taregt APIx

Fig. 2. The control flow of packed program.
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— — —» Reference

— Control Flow *

Unpacked Code Section
push “fi’'s Param’
call Trampolinei

(] (—> call Trampoline2) [*y

[} IAT Section
f1: ...

Unpacked Code Section

Trampolinei Code:

mov esi, Target API’

call LoadLibrary

IATySection
[1] f£1: Trampoline Code

IAT Section

Trampoline Code:

Trampolinel Code:

© Target DLL

© Target DLL

0 Target DLL

mov ebp, esp

Target API: Target API:
1| mov edi, edi “—+»| mov edi, edi
push ebp push ebp

mov ebp, esp

Target API:
“—»| mov edi, edi
push ebp
mov ebp, esp
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(a) Themida

(b) VMProtect

(c) ASProtect

Fig. 3. The analysis results of APl obfuscation techniques.
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Bootstrap Code

— — —» Reference

— Control Flow .

OEP:

ret
9[ Unpacked Code Section

— Jjmp Trampoline:

Bootstrap Code

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
[ ) |
| Target:: | push Target: Addr
o | =t s
Bootstrap Code | Target:: e |
..... | | Unpacked Code Section
calculate CEP I | 1) QEP:
...... invalid inst
jmp OEP : —»|Trampoline: : invalid inst
(4] ‘;;l‘x.i'rampolinaa Addr .
o[Unpacked Code Section : P _____ : »| Targetl:
OEP: | ¢ ||l push Taraet: 2ddr | o | I
ush Target: Addr
branch Target: | P AAAA g S
branch Target: | ret | 1 | Targets:
I l® gets:
Targetl: | | | ————ie | ||
g : | Trampoline: © :
e e " ©
| push Target: Addr | *>|Trampoline
[ R | J (I
Target.: I | push Target: Addr
...... I ret | ret
(a) ASProtect (b) Themida (c) VMProtect

Fig. 4. The analysis results of OEP obfuscation techniques.
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Table 1. The de-obfuscation result of test
program's APl obfuscation techniques

Number of Number of
Packer Obfuscated De-obfuscate
API d API
Themida 69/83 69/69
VMProtect 83/83 83/83
ASProtect 26/83 26/26




AR 535 =54 (2023, 12) 1051

v.d B

Ao AutEsl QdFelMe JEE HolEo A
TAL welske API W53 71del] ok ot
A&, 2t APIS) Adelate] =zl =9
Z7 =2 AMS3H= APL W53} 7|Hd o4 &
AZ QEE ol &S A sk AW}, wat
OEP w53 7]yo] 243 A3 =g ddf7lshe=
o Aggch ole] H =Rox]= thekslt sfAH o)A
AH45E OEP =3t 713 API =3} 7ol
s EAsly, adAdos JuEslsls whES A

ol & EdZy moy) =3 A
HE BAste] APIO] A=elzte] wizkgh E=mE

]
ot
>
o
=
i
X
o, T
@)
=
g
of I

5 A 4 9l
th ol E¥R 2oF e WEshE opyzss
ouk=s} o Qls)e] shsebrhs 2te olvlgit,

g} e & AAES OEPe} APIE +@

stab7] A = o 7S ARE 7eAde] ol

v, OEP} API o djefst AR E W=3lshe
o}

CELIERE L

do 2 Jo i [ o

References

(1) AV-TEST "Malware Statistics’, https:/
/www.av-test.org/en/statistics/malwar
e/", accessed Apr. 2023.

(2) FireEye, "M-Trends 2020°, https://con
tent.fireeye.com/m-trends/rpt-m-trend
s-2020, accessed Apr. 2022.

(3] Binlin Cheng, Jiang Ming, Erika A
Leal, Haotian Zhang, Jianming Fu,
Guojun Peng and Jean-Yves Marion,
“Obfuscation-resilient executable

extraction from  packed

malware,” Proceeding of the 30

payload

USENIX Security Symposium, pp.
3451-3468, Aug. 2021.

(4) Bang Cheol-ho, Jae Hyuk Suk, and
Sang-jin Lee, “Vmprotect operation
principle analysis and automatic
deobfuscation implementation,”
Journal of the Korea Institute of
Information Security & Cryptology,
30(4), pp.605-616, Aug. 2020

(5] Kevin A. Roundy and Barton P.
Miller, “Binary-code obfuscations in
prevalent  packer  tools,” ACM
Computing Surveys, vol. 46, no. 1,
pp. 1-32, Oct. 2013.

(6) Jae Hyuk Suk,

Hongjoo Jin, In Seok Kim and Dong

Jae-Yung Lee,

Hoon Lee, “Unthemida: commercial
obfuscation technique analysis with a
fully obfuscated program,” Software:
Practice and Experience, vol. 48, no.
12, pp. 2331-2349, Jul, 2018.

(7] Ryoichi Isawa, Daisuke Inoue and
Koji Nakao, "An original entry point

detection method with
candidate-sorting for more effective
generic unpacking,” IEICE

TRANSACTIONS on Information and
Systems, vol. 98, no. 4, pp. 883-893,
Apr. 2015.

(8] Min Gyung Kang, Pongsin Poosankam
and Heng Yin, "Renovo: a hidden

packed
executables,” Proceedings of the 2007
ACM workshop on Recurring malcode,
pp. 46-53, Nov. 2007.

(9) Seokwoo  Choi, Taejoo  Chang,
Changhyun Kim and Yongsu Park,
"X64unpack:
unpacker for 64-bit

code extractor for

hybrid emulation
windows
environments and detailed analysis
results on vmprotect 3.4, IEEE
Access, vol. 8, pp. 127939-127953, Jul.
2020.
(10) Oreans

Technologies, “Themida:



1052 EE 2E S 5SS 13 A5t Aay
Advanced Windows Software (16) Juliet Test Suite, “Juliet C/C++ 1.3 -
Protection System,” https://www.orea NIST Software Assurance Reference
ns.com/Themida.php, accessed Apr. Dataset”, https://samate.nist.gov/SAR
2022. D/test-suites/112, accessed Apr. 2022.
(11) VMProtect,  “VMProtect  Software,” (17) Sebastiano Mariani, Lorenzo Fontana,
https://vmpsoft.com/, accessed Apr. Fabio Gritti and Stefano D'Alessio,
2022. "Pindemonium: a dbi-based generic
(12) ASProtect, "ASProtect 32 - packer for unpacker for windows executables,”
32bit software with protection 2016.
functions,” http://www.aspack.com/as (18] Binlin Cheng. Jiang Ming, Jianming
protect32.html, accessed Apr. 2022. Fu, Guojun Peng, Ting Chen,
(13) Gyeong Min Kim and Yong Su Park, Xiaosong Zhang and Jean-Yves
"Improved  original entry  point Marion, "Towards paving the way for
detection method based on large-scale windows malware
pindemonium,” KIPS Transactions on analysis: generic binary unpacking
Computer and Communication with orders-of-magnitude performance
Systems, 7(6), pp. 155-164, May. 2018 boost,” Proceedings of the 2018 ACM
(14) Pin, "Pin - A Dynamic Binary SIGSAC Conference on Computer and
Instrumentation Tool, Communications Security, pp.
https://www.intel.com/content/www/u 395-411, Oct. 2018.
s/en/developer/articles/tool/pin-a-dyn (19) Binlin Cheng, Erika A Leal, Haotian
amic-binary-instrumentation-tool. html Zhang and Jiang Ming, “On the
, accessed Apr. 2022. feasibility of malware unpacking via
(15) Unicorn, “Unicorn - The Ultimate hardware-assisted  loop  profiling.”
CPU emulator,” https://www.unicorn- Proceeding of the 32nd USENIX

engine.org/, accessed Apr. 2022.

Security Symposium. pp. 7481-7498,
Aug. 2023.



A B 15 83| =A] (2023, 12) 1053

(M X2

7 "l & (Minho Kim) 434

20201 29 AL AAA - st

20224 24 AW Lz eI} A}

202249 39~ ANt 2L EH oIt} Wty
Fleh Alzagl Bel, Zeod B4, makd wel

o] A & (Jeong Hyun Yi) 43¢

19934 24 FANTgw HAAAAE = Sha)

19959 24 ATt AHFE e} A}

20054 84%: University of California at Irvine, Computer Science A}
19954 29 ~20019 74 I=HAEAIATA(ETRI) A7+4

2000 4€9~20019 39: v ET7]EATFA(NIST) Adad+d

200541 109 ~20084 8Y: AHAEr&d Y

20084 9 ~&A: FAATL [THE LZEY |ty w4

oA

(Al Fol) Zrtd Bel AHFE Bl WESZ Bt

% 3] 3 (Haehyun Cho) 4134

20134 29 A AFe sty A}

20154 29 A A5Fe st AL

2021 29: Arizona State University, Computer Science ¥}
20214 39 ~&A: AR AT EY sty 2w

(FlEel) Alzdl Mol Hoby §ix], Z2od §4 0 Al Bet






