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ABSTRACT

With the advancement of Artificial Intelligence (AI) technologies, the provision of data-driven AI services that enable
automation and intelligence is increasing across industries, raising concerns about the Al security risks that may arise from
the use of Al Accordingly, Foreign countries recognize the need and importance of Al regulation and are focusing on
developing related policies and regulations. This movement is also happening in Korea, and Al regulations have not been
specified, so it is necessary to compare and analyze existing policy proposals or guidelines to derive common factors and
identify complementary points, and discuss the direction of domestic Al regulation. In this paper, we investigate Al security
risks that may arise in the Al life cycle and derive six points to be considered in establishing domestic Al regulations
through analysis of each risk. Based on this, we analyze AI policy proposals and recommendations in Korea and validate
additional issues. In addition, based on a review of the main content of Al laws in the US and EU and the analysis of this
paper, we propose measures to improve domestic guidelines and policies in the field of AL

Keywords: Al policy analysis, guidelines, domestic polices

Received(09. 12. 2023), Modified(10. 27. 2023), * o] AdFE 202249 % AFHEAMAIYY 2 Akl s
Accepted(10. 27. 2023) 2 (KEIT) 78] #8lel] 93k ad91('20018637).
PR =Ee 2023WE AR R FEE] HASke T 3] of t FA2}, jiyeon97@seoultech.ac.kr

g s A 9 sEE A ¥ AIXzL, chlee@seoultech.ac.kr(Corresponding author)


mailto:jiyeon97@seoultech.ac.kr

976 SR AT AH|2E 13 s A 2 shel=aial ARl A

LM £

FEl 19 o] FE YRE A3 AlthellA
l#A5 (Al Artificial Intelligence) #-&3}
o AesE shesAl de dAIAQl ICT
Information and Communications Techno-
logy) 712 F-WielellA] F5ka qleh. Al Al
gl Fehe=, vldlelE], EEA<l, HeEpa 5 o
o] ICT 7ls3tke] &3] 7hesict. olol &3
ICT 7]%e] wh2A LAt glom, Al 7% F%
°] ICT sf=ichsl Wb} veptar gk,

Al AL mefiebe] AlS 283 Aulx =
sfo] Akl A Fofell A-gum $2]o ake] WA el
ks vIAI odvh. Al 7] thekdh EolellA] Ab
314, AAA s Agsta gl wbHell Ale] &
AR B ok dHlelE] AR dae|Ee] &8oR
WA A, GElA A 2 ATY] 97)Ee i
g = EAFE o ek AAE Al
(Generative Al) ¥ =AW Al 53 2 A=
Al o7t tFs A A=A} oAl EAl, ol
fre 2 ZetoluA] Aol digk 99, Al 29 34
o Bat Sl A = HS Frkskddh
Al HoF 9132 Al Al2ele A, i
§3be 2F ©Al] A SellA] HAT

2 =3
e

%
O T\
[ ¢

2

LN
Ha Mo

o, AT Al A WA B
F o ohel selolnA A
wolo} @}, Fl-sloldE Al S
S s 2ot $18E Telska ok
$4¢ 9% 7164 2 YAE 5 4
b wlele] Beqe AXass. Felol
Igol R Zetolm A 7% 44 2 Al
s e sl dleA vhalg A8 oleh

S
AR
T

=

ot

oE oo 2 ool fooyo =
r&r1r£>1§rﬂ_¥1m
Y
o2

—
—
(-

vl=e] 7, 20234 3¢ 22 Al 7S A=

b A7 Aot el S E e
ZAEA A e ks 2 st
stk il A 283 5 gl AEA

S oot AFE 5 sle

2021 44 21 /¥ <FASH(EU Al Act)+

Aekstalar, 20239 69 EU 935 F3ato] it

olr

i
e
>,
K0
Al
2
(3
>
2
i
o,
~ (o3
2
o
o
ot
N
N
:o,{é
ot
Hl
2

Sl 2019958 VEAE LS B
Eato] Al 44 341, Al &
al

[s]
o Al 738 532 A AAE FAlskx glrh

d

20214 79 1ol AFAT SA 2 Al HE
24 Fol A3 PEH3)] AkEe] 20234 29
1490 3] 87|04 REAISI 3 Heh4eel

A
Faskela dlolels bdstAl &&sbr] 917 Al A
o] A AR 8 AAF4) S EESIc

3
A&A o2 FalAa glck. fevets FAEE 2
=AA T2 AA e fE 229 AL ARk
Ul Al ARsiziele] 4% Adstel] digh oA & B
Hrh4).

SEvetelxle kel AT Au]ls 83 93
Zx|of AA vl Al A gk =i} o]
&= QJARE, FAF Q] 8 e V1 B2E
stol digk A7 =gk Aol w3k Alel o
gk A Al del ARzl 3w, g

< " 3244l AFE el =rt Al =] 9lA]

> Wk ol A=A lol digt

oA wlm|gk o}, o]¢} 2HE

2 435S et =

WAL A mheEel] didh =ojel Adle Zxls|ejof
i

P

2 AelA= Al 2lo] Afo|Zellx A 713t
A FES BHska, =W AL A el 28 s
k3

2

o
o
[
e
vy

>

b 67148 wEa)



AR B 58574 (2023, 12) 977
Data Collct Aol A vhgat 22 Hel 1 S WA $ ol
i @l Building Al \ Validation
Proprocessing /il T, ) oAl Servce Al 2l adu) s A7 Ao e mde] dA A
i g SN2 PEBIOCESE 1 i an ALVl and doploy o= A5 Asht HAoflo] EAIE 5 9low wdl
mAlpoject  frAltminng A e e Ak 2] eFA] dlo]E]e] AFEOF Hol ¢ Eo] HiA
& = otk O wlolgel Z3H wlolHE st
Fig. 1. Al Life Cycle o] 2AFE g3 < doly £4 U Az
Al A A 5 it
Al oﬁ/\oi%AI_\;‘ﬂl/(Hv/_\_Mﬂ,%k{: "~ )
EE]] 1} 2 Y ol L N Al 28 7% 2 dole] s whAele wele]
dele ¢4 % AAe], Al 29 75 ¥ dlo|¢ 3 £ olzia] Hokslal whE v el T
. 12 W sge 2 A A4l 54 el FsiA wHar G AstEA wtEs ¥
H,AI H ]5\— Hs X 0"17*1 1_7:“& 7]’3_‘:]' Ao ®01 6HDPHI:]— @ @ @ @_9_ g
eluete] - 2 el g ERk Aot gle], (4) _1}; . i: Aol Al LLelit o o :,E_;
o ¢ . . = S, o AREEIAY EA s AR A Yebd 5 sle 34
o] "AT =AM dlole] Ae]r|EF BExA's} (5)9] o ~ Az W gac Al
‘ 1 HL= , IS . L2, Al /HH]__ e % %o ‘_71”011/(1 252 T
Al =9 7] <A (8)9] ‘Al Life Cycle oleb [ 1)9] TAS Al 2ol Alo|2e] & ch
Stage's Fstel (23 1)3} 2e] A7 shalch. A S o] s
ol ARk A sk= o] ofue} o] Ao 2 et
g 4 9)
2.1 Al 3% 28 o
(F D& Al 2de $A% 4 o dude ¢ 22 EME =S
A FEeR, 7 FASE A7) Al ZHolZ Alo|E

Table 1. Al Attack Type

RE

obA 3 A Al AB|2E o)Ly M= Al +F

Attack
Description
Type
@ Poisoning e Attack that injects contaminated or erroneous data into the training dataset
attack to lower the model’s accuracy
e Training the model by including specific patterns known as “triggers” in the
training data
Backdoor .. . . L .. . . .
@ attack ¢ Aiming to induce incorrect classifications when similar inputs with the triggers
are encountered
e A type of data poisoning attack(5)
¢ Security risks that can arise in adversarial environments due to vulnerabilities
® Adversarial inherent in machine learning algorithms(7)
attack ¢ An attack that involves minimal modification of input images to cause
misclassification by the artificial intelligence model(6)
Membershi ¢ An attack that analyzes the response results after querying the AI model in
@ . P the deployment phase to determine if specific data was included in the Al
inference , ..
model’s training(6)
¢ An attack that involves minimal manipulation of input data in the deployment
® Evasion phase of a trained AI model to deceive machine learning, leading the Al model
attack to make incorrect judgments(5, 6, 7)
¢ The manipulated data is referred to as an adversarial example(6)
Inversion * An attack that involves throwing numerous queries at a machine learning
® model, then analyzing the resulting outputs to extract the data used for model
attack ..
training(7)
e Attack where a similar model is extracted or cloned from the original Al
Model
@ extraction model(5]
attack * Like the Inversion attack, this is a type of attack that continuously queries
the machine learning model and analyzes the results(7]
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3.1 O0I= - NIST Al RMF 1.0

NIST AI 100-1 AI RMF 1.0(8)2 20234 1
9 w9 NIST(National Institute of
Standards and Technology)ellA] 2xE3+ ¢l-¥X
T d3de] =ZHYY=eltt. Al RMF(Artificial

Consideration

1 Reliability Are the sources of the collected data clear and reliable?

Is it possible to verify that data privacy protection is well done in the
2 Safety e

process of data utilization?

Can you confirm the accuracy of the results derived from the use of Al
3 Accuracy o

services’
4 Ethicality Do Al services comply with prevailing ethical norms?
5 | Risk management | Is the risk management system for the AI service model established?
6 Yransparency Can you explain how the AI service model works and decisions?
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Table 3. List of domestic Al polices and guidelines
Date Document Publisher Ref.
. Al Personal Information Protection Personal Information Protection
21.05 . . .. (14)
Self-inspection Table Commission
'21.07 Al Guidelines for Financial Sector Financial Supervisory Service (15)
. Guide to Al Development and Utilization in the Financial Services Commission
22.08 . . X L (16]
Financial Sector and 9 institutions
Proposed Act on the Development
'23.02 of Artificial Intelligence and the Establishment Pilmo Jung and 23 others (3)
of Trust Base, etc
9302 Data Quality Guidelines and Implementation National Information Society 17
’ Guide for Artificial Intelligence Learning v.3.0 Agency
2023 Self-inspection table for the Ministry of Science and ICT -
'23.02 implementation of artificial intelligence ethics Korea Information Society (18]
standards (proposal) (revision) Development Institute
93 04 Al Security Guldelmeis. for Financial Sector Financial Security Institute (5)
(revision)
Personal Information Protection
'23.04 Digital Platform Government Realization Plan Commission - Cooperation of (12)
related ministries
2308 Policy Direction for Safe Use of Personal Personal Information Protection (4)
' Information in the Age of Artificial Intelligence Commission
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Table 4. Analysis for Al plans and policies and guidelines (Each type of Al attack can occur in all
stages of the Al life cycle.)

Basis for derivation
Consideration (through (3] | (4) | (5) | (12) | (14) | (16) | (17) | (18)
AT attack type)
1 Reliability ® (0] (0] (0] (0] (0] (0] (0] (0]
2 Safety ®, © o) 0] A 0 A A 0] A
3 Accuracy ® X A 0 A X 0 (0] X
4 Ethicality D. @ @ Tlolx[x|alololalo
5 Risk management ® A 0 A A A A A A
6 Transparency ®. @ (0] A 0 A 0 (0] (0] (0]
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Table 5. Policy characteristics of th USA, EU, Korea
USA EU Korea
Document NIST RMF 1.0 (8) Al Act (10) (3)

Main point Risk Management

Risked-based approach

Building a trustworthy
foundation for Al

e Trustworthiness(valid
and reliable, safe,
secure and resilient,
accountable and
transparent, explainable
and interpretable
privacy-enhanced,
fair-with harmful bias
managed)

e AI RMF Core(Govern,
Map, Measure, Manage)

Feature

Unacceptable risk:
Prohibited Al practices
High risk: Regulated
high risk Al systems
Limited risk:
Transparency

Low and minimal risk:
No obligations

¢ Proposed Al basic
principles, Al operator
ethics, and user ethics

¢ Presents the necessity
of establishing a
foundation for Al social
safety
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