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ABSTRACT

Recently, as variant malware has increased, the scale of cyber hacking incidents is expanding. To respond to intelligent
cyberhacking attack, machine learning-based research is actively underway to effectively classify malware families. However,
existing classification models have problems where performance deteriorates when the dataset is obfuscated or sparse. In this
paper, we propose a hybrid dataset that combines features extracted from ASM files and BYTES files, and evaluate
classification performance using FNN. As a result of the experiment, the proposed method showed performance improvement
of about 4% compared to a single dataset, and in particular, performance improvement of about 30% for rare families.
Keywords: Malware Classification, Hybrid data, Feature Selection
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Table 1. Structure of CNN

Convolution Neural Networks

Layer (type) Output Shape
Conv2D (None, 64, 64, 32)

MaxPooling2D (None, 32, 32, 32)
Dropout (None, 32, 32, 32)
Conv2D (None, 16, 16, 64)

MaxPooling2D (None, 16, 16, 64)
Dropout (None, 16384)
Flatten (None, 128)
Dense (None, 128)
Dropout (None, 9)
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Table 2. Number and labeling of samples

Family Number Type Label
Ramnit 1,533 Worm Class 1
Lolipop 2,478 Adware Calss 2
Kelihos_ver3 2,942 Backdoor | Class 3
Vundo 475 Trojan Class 4
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Trojan
Tracur 751 Downljoader Class 6

Kelihos_verl 398 Backdoor | Class 7

Obfuscator. ACY| 1,228 Obfuscated Class 8
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Total 10,860
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Table 3. Experiment environment

Classification Version
0S Windows 11
Intel(R) Core(TM
CcPU 1(9—)10850K( )
RAM 32GB
Python 3.10.5
Tensorflow 2.11.0
Keras 2.11.0

Table 4. Structure of FNN

Feedforward Neural Network

Layer (type) Output Shape
Flatten (None, 38)
Dense (None, 128)
Dropout (None, 128)
Dense (None, 9)
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