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ABSTRACT

As massive increase in remote work since COVID-19, the boundaries between the inside and outside of corporate
networks have become blurred. As a result, traditional perimeter security has stagnated business productivity and made it
difficult to manage risks such as information leakage. The zero trust architecture model has emerged, but it is difficult to
apply to IT environments composed of various companies. Therefore, using the remote work system configuration as an
example, we presented a configuration and methodology that can apply zero trust models even in various network
environments such as on-premise, cloud, and network separation. Through this, we aim to contribute to the creation of a
safe and convenient cyber environment by providing guidance to companies that want to apply zero trust architecture, an
intelligent system that actively responds to cyber threats.
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Table 1. Considerations of Implementing Zero
Trust-Enabled Remote Work System

Catego |Considerati

Reflections
ry ons
Divide Separate policy system
Control segments that include

Plane and | Policy Administrator (PA)
Zero |Data Plane| and Policy Engine (PE)

Trust
Archite On—Pre.miseI. Op.era.ti.ons
cturg Policy Integrfatlon Wlth individual
Config Engine information systems

Cloud environment:
CNAPP (Cloud Native
Application Protection
Platform) integration

uration (PE)

Integrations




AR H T3] (2023, 12)

1007

Catego |Considerati Reflections
ry ons
With BYOD (Resource
Portal-based) and without
BYOD BYOD (Device
Utilization Agent/Gateway-based)
Present system
configuration
Autgilrlluca Separate Authentication
System System zones, separate
yster Gateway Portal bands
Separation
3-Tier Separate the DMZ zone
System| Architecture from the data zone
Design
Requir Applying Separate system
ements| Network | configurations for network
Segregation| segregated environments
Operating ' Pres'ent system
configuration and workflow
VDI .
when utilizing a VDI
System

system

Elemen
ts of
Remote
Work
System

Possible to
Access
from
Remote

Distinguish between jobs

that can be done online

and jobs that are done
onsite

Device
Security

Device
Agent/Gateway-based
: Check the device agent
Resource Portal-based :
Terminal using SSLVPN
Security check

Multi
Authentica
tion

Device
Agent/Gateway-based :
Device auth, secondary

auth
Resource Portal-based :
Primary and secondary
auth on Gateway Portal

Network separation
environment @ Internal
network authentication on
VDI after external network
authentication
Cloud environment: Utilize
CASB (Cloud Access
Security Broker)

Network
Encryption

On-Premise : Configure an
HTTPS Reverse Proxy or
Utilize SSLVPN
Cloud environment :
HTTPS communication
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Table 3. Device Agent/Gateway-based Model
Workflow (VDI Applied)

Seq. | Direction Activity
1 Device — | Request permission to
PA access VDI system from PA
PA requests PE to
2 PA — PE | determine session access
availability
3 PE — PA PE. potlfles PA of access
decision
PA — PE notifies PA of access
4-1 .
Gateway | decision
49 PA — Terminate unauthorized
Device session
. Establish connection
Device <«
5 between gateway and
Gateway .
device
Gateway | Access VDI system through
6
« VDI gateway
VDI requests permission to
VDI — .
7 PA access internal system
from PA
. PA requests PE to judge
8 PA PE VDI session availability
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