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ABSTRACT

In Korea, traditional paper promissory notes are currently undergoing a transformation, being gradually replaced by
electronic notes. This transformation is being steered under the Korea Financial Telecommunications Institute, a trusted
authority. However, existing electronic systems have security vulnerabilities, including the risk of hacking and internal errors
within the institute. To this end, we have defined a novel anonymous electronic promissory note system based on
blockchain. We have constructed a concrete protocol and conducted security analysis of our protocol. Note that, in our
protocol, every note information is committed so that the note remains undisclosed until the point of payment. Once the
note information becomes public on the blockchain, it enables the detection of illicit activities, such as money laundering
and tax evasion. Furthermore, our protocol incorporates a feature of split endorsement, which is a crucial functionality
permitted by the Korean electronic note system. Consequently, our proposed protocol is suitable for practical applications in
financial transactions.
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Fig. 1. Overview of the proposed protocol
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Fig. 2. The proposed protocol’s issuing steps
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Table 2. Notations used in this paper

notation descriptions

g note issuer’s blockchain
address

R note owner’s blockchain
address

A payment amount

D payment date

Not promissory note information
ore (S.R.A D)
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notation descriptions
hash of SR, A D
C,.C, Gy, C, RN
b (c=H(xr))
N committed note
ote (C,.C,.Cp. C)
CL List of committed note

msg.address

user's address who runs the
smart contract function

r hash of (S,R,A,D)
;,Z,Zi) private inputs of zk-SNARK
public parameters of
D1 Py s zk-SNARK

verify string which is made

Ty, Mg, Ty with zk-SNARK Proof
function
E Elliptic Curve
the number of points of
q Elliptic Curve
Z, Elliptic Curve order
g group element
public parameter
pp w=(E Z.q9)
index index «— gT
0 or 1, effectiveness of
state

commits

Receiver

Set Note = (S,R,A,D)
(Sender, Receiver, Amount, Date)

l

— r < H(S,R,A,D)
— index « g"

CNote

Blockchain
Data Storage
CL

CL[index]

l

Run Payment

Fig. 3. The proposed protocol's payment steps
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Table 3. Program 1

Program P,
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Output : b
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5. return b;
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ofN 0 e N
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| Receiver |

Set new Note'
(Sender’, Receiver’, Amount’, Date’)

[

Hashing the Note’
 « H(S',R',A",D") Blockchain
—r e R4
Dy « H(S',v"),D, « H(R',1") Data Storage
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— CNote' « (Dy,D,,D3,D,)
— CNote'.state « true
— index' « g
'
Run Endorsement CNote CL[index’]
— r < H(S,R,A,D)

Fig. 4. The proposed protocol's endorsement
steps

C/'—H(S ), ¢ —HER +)
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d—((D;r),(D" "))
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HOOfSNARK(PK37P17a7¢2) - Ty

Proof A" PK,,. P.d.®,) —

9. FEndrosement(r, CNote, CNote',, VKR) 3}

4 (Table 5)& &Z3}

| New Receiver |
‘ Blockchain
Set Note’ = (S',R',A',D") Data Storage
(Sender’, Receiver’, Amount’, Date’) CL
o I prar CNote' .
e A CLfindex']

l

Run Payment

Fig. 5. The proposed protocol's payment steps
with endorsed note
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Table 4. Program 2

Program £,

Private inputs : (S,T),(Sl,rl),(SQ.,rQ)
Public inputs @ C,C}, C:

Output : b

(C==H(Sr))?1:0;:
(C,==H(S,,r,))71:0;
(Cy==H(Syr,))?71:0;:
=(5,+5,==971:0;

1. ¢ =

2. ¢y

3.

b=cl/\02/\c3/\c4;

o e

return b;
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Receiver
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1
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&, —(C, D, E,)
<—(C§)7D37E}))
‘*(CZpDAUEh)

Proof A"S(PK,,., P, 5.8,) >,
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Table 5. Smart contract function of payment and endorsement

Smart Contract

Declaration :
struct MNote {
address S
address R;
uint A4:
date D; };
struct CNote {
uint256 Cy:
uint256 Gy:
uint256 Gy
uint256 Cy:
ECPoint index ;
bool state; };
Mapping(ECPoint — CNote) : CL
Function :
Payment(Note, )
1. index < g";
. Require : CLlindex).state ==1:

. Require : msg.address == note.R;

. Require : CL[indem].Cl == H(Note.S.r):
. Require : CLlindez). 5 == H(Note.R,r) :

[ N GL B NV

6. Require : C’L[inde:ﬁ].C3 == H(Note.A,r) :

7. Require : CL[indem].q == H(T,r):
Note. A

8. note.S Note.R;

9. Update : CLlindex].state — 0
10. Return @ 1;

Ehdrosement(rl, oldCNote, CNote,, VKPI)
1. Require : CL[oldCNote.index].state ==1:

2. Require : H(msg.address,rl) == CL[oldCNote.index}.sz
3. Require : VerifyS‘VARK( VKPl,wl,CNote.Cl,oldCNote.Cl,O) ;
4. Require : Verify "™ ( VK, .r,, CNote.Cyo0ld CNote.Cy,0) :
5. Require : VerifyS‘VARK( VKE,W3, CNote.q,oldCNote.q,O) ;

Add : CNote— CL[CNote.index]:

. Update : CL[CNote.index].state — 1:

_ Update : CLloldCNote.indezx).state — 0
. return © 1:

© o 3 O

// note issuer’s blockchain address
// note owner's blockchain address
// payment amount

// payment date

// location of CNote in CL
// effectiveness of commits

// if the CNote is valid
// and the user who runs payment
function is same with the note owner

// and the payment information is
same with CNote

// compare the payment date with
blockchain timestamp

// do the payment

// now CNote is invalid

// if the oldCNote is valid

// and the user who runs payment
function is same with the old note
owner

// check if there is no change of the
note issuer, payment amount,
payment date

// now oldCNote is invalid
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Table 6. Smart contract function of split endorsement

Smart Contract

Split Endrosement (r, old CNote, CNote,, CNote,,, VKPl, VKPZ)

1. Require : CL[old CNote.index].state ==

2. Require :
H(msg.address,r) == CLlold CNote.index].C,;

3. Require :

Veri fy MK ( VKp,m,0ld CNote.C), CNote,.Cy, CNote,. Gy

4. Require -

Verify SNAHK( VKPZ,WQ,OZdC’Note. Cs, CNote, . Cy, CNote,. 03) ;

5. Require -

Verify "™ (VI , w5, 0ld CNote. Cy, CNote . G, CNote,.C, ) ;

6. Add : CNote ,— CL|CNote,.indezx];

7. Add : CNote,— CL[CNote,.index];

8. Update : C’L[CNotel.index].state —1;

9. Update : CL[CNotey.index].state — 1;

10. Update : CL[old CNote.indezx].state — 0;

11. return : 1;
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