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ABSTRACT

The searchable encryption model allows to selectively search for encrypted data stored on a remote server. In a
real-world scenarios, the model must be able to support multiple search keywords, multiple data ownersfusers. In this paper,
these models are referred to as Multi Ranked Searchable Encryption model. However, at the time this paper was written, the
proposed models use fully-trusted trapdoor centers, some of which assume that the connection between the user and the
trapdoor center is secure, which is unlikely that such assumptions will be kept in real life. In order to improve the
practicality and security of these searchable encryption models, this paper proposes a new Multi Ranked Searchable
Encryption model which uses random keywords to protect search words requested by the data downloader from an
honest-but-curious trapdoor center with an external attacker without the assumptions. The attacker cannot distinguish whether
two different search requests contain the same search keywords. In addition, experiments demonstrate that the proposed
model achieves reasonable performance, even considering the overhead caused by adding this protection process.
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