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Abstract

Mobile and telecommunication networking uses temporary and random iden-

tifiers (IDs) to protect user privacy. For greater intelligence and security o the

communications between the core network and the mobile user, we design

and build a dynamic randomization scheme for the temporary IDs for mobile

networking, including 5G and 6G. Our work for ID randomization (ID-RZ)

advances the existing state-of-the-art ID re-allocation approach in 5G in the

following ways. First, ID-RZ for ID updates is based on computing, as opposed

to incurring networking for the re-allocation-based updates, and is designed

for lightweight and low-latency mobile systems. Second, ID-RZ changes IDs

proactively (as opposed to updating based on explicit networking event trig-

gers) and provides stronger security (by increasing the randomness and fre-

quency of ID updates). We build on the standard cryptographic primitives for

security (e.g., hash) and implement our dynamic randomization scheme in the

5G networking protocol to validate its design purposes, which include time

efficiency (two to four orders of magnitude quicker than the re-allocation

approach) and appropriateness for mobile applications.
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1 | INTRODUCTION

Mobile and wireless devices are increasingly being
connected in networking. To protect the transaction and
location privacy of mobile devices (and, in turn, the
people using them), networking employs temporary
identifiers (IDs) to disable the unauthorized tracking of
user devices. This issue is especially of high risk for
mobile and wireless devices are at risk to this issue
because their wireless channels are inherently open and
publicly accessible, making them vulnerable to radio-

equipped attackers, including software-defined radio
(SDR)-based attacks. In standard cellular communication
and telecommunications, using temporary IDs to prevent
unauthorized location tracking has been proposed in 2G
[1]. Furthermore, the 3rd Generation Partnership Project
(3GPP) has implemented temporary IDs as part of their
standards. The existing state-of-the-art approach in 5G
networking uses temporary ID re-allocation to update
temporary IDs. The temporary ID change using re-
allocation is reactive and occurs after the initial registra-
tion, mobility and periodic registration updates, and the
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service request in response to a paging message, among
others [2]. However, against a passively observing
attacker trying to compromise user privacy using tempo-
rary ID tracking, the state-of-the-art reactive re-allocation
scheme is insufficient to protect privacy because the
updates are not frequent enough [3] and are predictable
as some bits are fixed/sequential [4]. An attacker who
succeeds in temporary ID tracking can use it to exploit
other attacks breaching user privacy, such as location
tracking using a user’s phone number of a user [4–6],
identity mapping, website fingerprinting, DNS spoofing
[7], video identification [8], blind DoS, and remote de-
registration [9].

ID-RZ addresses these issues and enables frequent
and unpredictable temporary ID changes. Randomization
differs from the state-of-the-art re-allocation approach
because it updates and changes the temporary ID without
explicit communication, proactively changes the tempo-
rary ID (as opposed to reactive or condition/event driven
changes), and increases the rate of the temporary ID
change (to increase tracking difficulty and thus privacy).

ID-RZ supports low-latency wireless applications by
avoiding incurring communication overhead per ID
update and making it compatible with the existing
mobile- networking protocol in 5G, including ultra-
reliable and low-latency communication (URLLC), which
requires latencies below 50 ms [10, 11]. Particularly, ID-
RZ builds on the current networking protocol to exchange
the permanent ID, utilizing it as the seed to compute and
generate a sequence of unpredictable temporary IDs using
a hash-chain-based construction to enable randomization.

The rest of this paper is organized as follows. Section 2
describes related works, including the state-of-the-art re-
allocation approach. We describe the relevant 5G net-
working background in Section 3, from which we build
the ID-RZ system model in Section 4 and explain the
threat model, the threat scenarios, and the ID-RZ
requirements in Section 5. Section 6 describes and
explains ID-RZ, comparing it with the state -of -the -art
approach, while Section 7 analyzes ID-RZ, including the
security and collision. Our proposals for next-generation
cellular networking are described in Section 8, while we
implement ID-RZ and analyze the performance and
costs/latency in Section 9 to highlight the lightweight
and low-latency design. Section 10 concludes our paper.

2 | RELATED WORK IN 5G USER
PRIVACY

In this section, we describe the relevant research on secur-
ing user privacy in 5G networking and define the state-of-
the-art re-allocation scheme. Subsequently, we compare

the re-allocation scheme to ID-RZ to highlight the
research contributions. Gorrepati and others [12] discuss
the privacy impact assessment by service providers and
emphasize the need to make assessments from a sub-
scriber’s perspective. They provide an overview of privacy
risks concerning LTE and 5G subscribers due to exploit-
able vulnerabilities in new technologies. Further, they dis-
cuss the need to update the temporary ID frequently after
paging in LTE and 5G. Hong and others [4] investigate the
temporary ID reallocation problem in 28 carriers across
the world (11 countries). They find that most carriers fail
to update the temporary IDs frequently, risking the pri-
vacy of users. ANOTEL, which provides location manage-
ment services [13], introduces pseudonym and location
provider entities for maintaining the location privacy of
users. Nevertheless, the scheme induce significant perfor-
mance overhead and reliance on two new trusted third
parties. For maintaining user location privacy, Nicanfar
and others [14] propose updating temporary ID using the
handover mechanism during the user movement between
location areas. However, this approach does not provide a
solution against location privacy when the user stays in
the same area. Other studies have proposed using block-
chain [15] or permanent equipment ID [16] to protect user
privacy in 5G, which are orthogonal to our work.

Particularly relevant to ID-RZ are those with the
same goal of dynamically updating temporary IDs for cel-
lular networking. The state-of-the-art re-allocation
approach is based on allocations triggered by events and
requiring explicit networking per update, as described by
the 5G New Radio (NR) standard [2, 17]. While the 5G
NR standard does not provide/construct the lower-level
details or the implementation flexibility for the network
managers, other research on temporary ID updates and
allocation uses the hash function to generate the pseudo-
random number ID [4].

We refer to the technique that uses event- and
networking-based allocation and hash-function-based
random ID generation as state of the art. Compared to the
state-of-the-art re-allocation mechanism, ID-RZ updates
the temporary ID more dynamically and frequently and
is more lightweight with lower latency. Subsequently, we
will compare ID-RZ with the state-of-the-art re-allocation
scheme regarding the design analyses and the
implementation-based evaluation and analyses.

3 | BACKGROUND IN 5G
NETWORKING AND CONTROL
COMMUNICATION

The 5G New Radio architecture involves the user, base
station, and core network and includes control
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communication to set up the data communication chan-
nels. Figure 1 provides an overview of the control com-
munication and the temporary ID allocation in 5G. The
control communication involves the following steps:
Channel Setup, Registration Request, (Security) Setup
Establishment, Setup Suspend, and Setup Release.

First, the user requests a radio setup and gets a
temporary identifier, C-RNTI ID, Cell Radio Network
Temporary Identifier (C-RNTI), from the base station
(Channel Setup) [18]. There is no security setup (e.g., key
establishment) between the user and base station/core
network in this stage [19]. However, each user can still
encrypt an already assigned unique permanent identifier
ID ID0 with the home network public key (securely pro-
visioned offline). The user sends the encrypted ID0 with
the initial registration request message to the network
(Registration Request), unlike in earlier versions (i.e., 4G
and 3G) where ID0 is sent in plaintext [20]. Upon verify-
ing the user with the ID0, the base station and core net-
work establish a security setup with the user (messages
are encrypted and integrity protected when security setup
is established), and the core network provides a tempo-
rary IDt (Setup Establishment) to the user. The user uses
the ID0 to authenticate itself with the core network only
after rebooting or special cases (i.e., the core network is
unable to map IDt to ID0). Otherwise, IDt is used for
authentication in other purposes (e.g., mobility registra-
tion, periodic registration, and service request) with the
core network. The user also uses this IDt to transmit and
receive data after the security setup is established with
the core network (Data Communication). To reduce bat-
tery consumption, network signaling load, and latency, a
user can go into two states when there is no ongoing data
transmission: (i) inactive state (no security setup connec-
tion with the base station, but the security setup context

remains established with the base station and core net-
work) and (ii) idle state (no security setup connection
with the base station and core network). The base station
and core network allocate an Inactive- Radio Network
Temporary Identifier (I-RNTI) and IDt before the user
moves to the inactive (Setup Suspend) and idle states
(Setup Release), respectively. If any new data arrive for
the user in the inactive and idle states, then the base sta-
tion and core network can search for that particular user
(paging message) using already assigned with the I-RNTI
and IDt, respectively, assigned during the previous Setup
Establishment stage. Conversely, if the user needs to send
a service request message in the inactive and idle states, it
uses the I-RNTI and IDt, respectively, assigned during
the previous security setup stage. The paging and service
request messages in the inactive and idle states are sent in
plaintext.

4 | SYSTEM MODEL

ID-RZ builds on the current 3GPP standard in 5G NR
networking described in Section 3.

4.1 | Variables and notations

In this section, we describe the notations and variables
used in ID-RZ. Table 1 lists the relevant terminology used

F I GURE 1 Overview of temporary ID allocation to users in

5G. In the current 5G NR, IDt changes when there is a new

allocation of the temporary ID and does not change in this

diagram. However, in ID-RZ, t increments and IDt changes for

every communication step (or the arrows in this figure) and data

communication

TABL E 1 Variables and acronyms used in this paper versus

those used in the 3GPP standard for 5G NR [17, 19, 21]

Var./Acr. Our work 3GPP standard (5G NR)

IDt
a Temporary

identifier
Short-Temporary Mobile

Subscriber Identity
(S-TMSI)

I-RNTI I-RNTI Interactive-Radio Network
Temporary Identifier
(I-RNTI)

C-RNTI C-RNTI Cell-Radio Network
Temporary Identifier
(C-RNTI)

Base station gnodeB (gNB)

Core network Access and Mobility
Management Function
(AMF)

ID0 Permanent
identifier

Subscription Permanent
Identifier (SUPI)

Encrypted
permanent
identifier

Subscription Concealed
Identifier (SUCI)

aIDt is the user-specific part of the S-TMSI.
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in our paper against those in the 3GPP standard for 5G
NR. t corresponds to the discrete time in communication
steps; that is, t is a positive integer, which increments as
communication occurs. ID0 is the permanent ID previ-
ously established at user registration, and IDt refers to
the temporary ID of the user at the time t (t≥ 1). The
hash function, seed, and Boolean flag (to determine if the
temporary ID is verified) are denoted by H,s, and B,
respectively.

ID-RZ randomizes the user ID. For ID-RZ, n corre-
sponds to the length of the hash chain and the number of
hash function computations given the setup and estab-
lishment of the channel and permanent ID, thus refer-
ring to the number of temporary IDs (IDt) generated in
one setup contrary to the state-of-the-art re-allocation
approach requiring networking per temporary ID. W is
the input of the hash chain, which combines the perma-
nent ID ID0 and the random seed s. The f function corre-
sponds to the processing of the hash function output to
make it suitable for the temporary ID format in 5G. For
example, we use XOR and LSB for f subsequently. While
ID-RZ builds on the correctness and security of the cryp-
tographic primitives (e.g., the one-way and collision-
resistance properties of the cryptographic hash function),
we analyze the performance and efficiency of ID-RZ by
measuring the time cost overheads. We define TC for the
computing latency (to generate IDt) and TV for the verifi-
cation latency (to verify IDt of the user by the core net-
work). TN is defined as the networking latency for
sending IDt in the one-way direction (e.g., from the user
to the core network or vice versa). Thus, 2TN is the net-
working latency in both directions. Since TN excludes the
intra-node computing (which we separately analyze), the
total latency is T; that is, T = TC + 2TN + TV.

4.2 | SCOPE OF OUR WORK

ID-RZ focuses on the IDt is the user-specific part of the
Short-Temporary Mobile Subscriber Identity (S-TMSI)—
which is the Temporary Mobile Subscriber Identity
(TMSI) and has a length of 32 bits –and excludes the
core-network part or the AMF-specific part of the ID
(16 bits for the AMF Set ID and AMF Pointer in 5G NR)
(Figure 2). S-TMSI is a part of the global unique tempo-
rary identifier (GUTI), which includes the user-specific
ID, and is transmitted/networked between the user and
the core network (not all parts of GUTI are transmitted
when networking).

IDt does not change during the steps depicted in
Figure 1 but rather after the diagram at during the time
of re-allocation of the temporary ID in the current state
-of -the -art approach in 3GPP [17, 19, 21]. In contrast,

ID-RZ increments t and updates IDt for every control
communication step and data communication.

ID-RZ focuses on the S-TMSI between the user and
core network, rather than I-RNTI and C-RNTI. This is
because ID-RZ is implemented between the core network
and user (separated by multiple hops and greater physical
distance), while I-RNTI and C-RNTI focus on the wire-
less channel setup, including the medium access control
between the user and base station (one hop in network-
ing). Since of our scope focuses on S-TMSI, we use the
variable IDt for S-TMSI and not I-RNTI or C-RNTI.
Table 1 lists the relevant terminology used in our paper
vs. in 5G NR.

5 | THREAT MODEL AND ID
RANDOMIZATION REQUIREMENTS

5.1 | Threat model

ID-RZ considers and defends against an attacker moni-
toring and observing communication to breach the loca-
tion and transaction privacy of a user [4]. In the ID-RZ
threat model, the attacker can monitor communications
between the user and base station/core network, knows
the 5G protocols, including the IDt design, and imple-
mentations using Kerckhoff’s principle, and has access
to the software and hardware needed to listen and
decode control-communication messages (such as paging
and service request messages in the inactive and idle
states).

The attacker can also process the observed informa-
tion, such as finding the pattern or correlation among the
number of IDts allocated to a particular user; for exam-
ple, incrementing IDts for the same user.

ID-RZ focuses on attackers who do not require the
compromise of the networking service provider and thus
pose an increased threat. Thus, the base station and core
network providing the networking services are outside of
the scope of our threat model. Moreover, we focus on
protecting the information associated with the user ID by
dynamically changing/randomizing it.

F I GURE 2 Short temporary mobile subscriber identity
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5.2 | Threat scenarios

ID-RZ defends against threats that gain intelligence/
information from the unauthorized tracking of user ID,
as described in Section 5.1. Without ID-RZ, the attacker
can use such information for active threats, which can
have a concrete and devastating security impact on the
user. These include modifying the unencrypted part of
the message exchanged between the user and base sta-
tion/core network. Simultaneously, it keeps the header
checksum the same as the original message payload, acts
as a malicious relay between the user and base station
[7], and sets up a rogue base station [9]. Utilizing this
active threat model and the information gained from
unauthorized IDt tracking, an attacker can track a user
using their phone number [4–6]; map identities to obtain
data link layer information to perform website finger-
printing, DNS spoofing [7], and video identification [8]
attacks; and disconnect a legitimate user from the base
station/core network by performing blind DoS and
remote de-registration [9] attacks.

Since ID-RZ prevents the attacker for getting such
information, ID-RZ prevents and disables these threats
(see Section 7.3).

5.3 | Requirements for temporary ID
randomization

We design ID-RZ to meet the five key requirements for
secure IDt updates established by previous research
[3–5]: frequent updating of IDt by the core network,
unpredictable IDt reallocation, allocation of unique IDts
to the users, resistance against stress-testing, and low
computation and memory overhead. Regarding the
uniqueness requirement of the temporary IDs, using
hash function in ID-RZ yields hash output collisions
with small probabilities (e.g., a couple of collisions for
every million packets). However, to ensure the unique-
ness, we resolve the collisions by coupling the collided
ID (IDx, i.e., the collision occurred at time t¼ x) with
the subsequent ID (IDx+1), as we will discuss in
Section 7.2.

In addition to the previous research requirements, we
IDt randomization. The first, especially important for
low-latency applications, is low communication costs, spe-
cifically low latency costs. ID-RZ fulfills this requirement
by enabling the temporary ID update/change without
networking while sharing the seed input for the tempo-
rary ID generation offline (i.e., before the ID randomiza-
tion and networking). Therefore, ID-RZ only requires the
computing overhead, in the order of hundreds of micro-
seconds at most, and not the networking/communication

overhead, in the order of tens of milliseconds (two orders
of magnitude greater than computing).

The second requirement to make it compatible and
modular with the existing networking standards, which
is 5G in our case, as described in Section 3, enables wider
deployment of the solution for dynamic temporary IDs
[Editor4]. While building on the rest of the technologies
used in 5G, a modular solution for updating the tempo-
rary IDs on both the authorized transmitter and receiver
(e.g., holding the secret key or seed) can facilitate the
deployment of the solution by keeping most of the net-
working protocol intact.

6 | DYNAMIC TEMPORARY ID
RANDOMIZATION SCHEME, ID-RZ

In this section, we describe and explain ID-RZ and its
integration into the 5G networking protocol. Section 6.1
describes temporary ID generation based on the local
computing on the user and the core network, while
Section 6.2 focuses on the networking protocol integra-
tion of ID-RZ.

6.1 | Temporary ID generation

We generate multiple random temporary IDs using a
hash chain given the input of W = sjjID0 provided from
networking, as depicted in (Figure 3). The generation of
the temporary IDs (IDt) is from left to right. Conversely,
the actual use of the IDt for networking between the user
and the core network is from right to left. We use the
hash function H for two purposes, which are well estab-
lished in cryptography. First, H provides pseudo-random
outputs, which makes its output unpredictable. Second,
the one-way property of the hash function H (i.e., it is
easy to compute from input to output, but it is computa-
tionally difficult to compute from output to input) makes
that the future IDt (e.g., the attacker observing IDt cannot
derive IDt+1. The formal security proofs for the pseudo-
random outputs and hash functions are provided in
Rukhin and others [22] and Appel [23].

F I GURE 3 Temporary ID generation process
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Due to these security properties, similar hash-chain-
based pseudo-random bit generation constructions have
been used in secure networking, including one-time pass-
word generation using S/Key [24], IP address randomiza-
tion in SDN [25], and the wireless sensor network
broadcasting authentication of TESLA [26].

To make the hash function outputs compatible to
5G networking, we apply the f function. In the 3GPP 5G
NR standard, the user-specific ID is a 32-bit part of the
48 bit-long S-TMSI, as described in Section 3. Therefore,
f takes the hash output and compresses it to be
32-bit long.

6.2 | Integration into the 5G networking
protocol

In this section, we describe how the proposed ID-RZ can
be incorporated to the 5G networking protocol; particu-
larly, how IDts. Since ID-RZ supports multiple IDt

generation based on seed networking, as described in
Section 6.1, IDt changes as t increments in every step dur-
ing control and data communications.

6.2.1 | Exchange of s and n

Initially, the core network generates s and n for the user,
where s and n are dynamic. Since s needs to be secret
between the user and the core network, the core network
exchanges s and n with the user after Setup Establish-
ment between them so that these messages are encrypted
and integrity protected. n (which does not need to be kept
secret from the attacker to secure ID-RZ) is the number
of temporary IDs per seed exchange and is a parameter
for controlling the overhead/frequency of exchanging the
hash chain seed s. The value of the control parameter n
depends on the 5G implementation, which varies across
companies and regions (in general, the 5G standardiza-
tion leaves such parameter value selections to the devel-
opers and operators). Afterward, the user and core
network have the input for the hash chain, W = sjjID0,
and thus generate IDt as described in Section 6.1. The
IDts are used in the reverse order of hash generation; for
example, ID1 = f ðHnðWÞÞ, ID2 = f ðHn�1ðWÞÞ, …, IDt =

f ðHtðWÞÞ, …, IDn = f ðH1ðWÞÞ.

6.2.2 | Exchange of IDt’s

After generating IDts, the core network or user can use
them (each IDt can be used once) in a monotonically
increasing pattern, such as ID1, ID2, …, IDt, …, IDn, for

their respective purposes (i.e., Setup Establishment, Data
Communication, and Setup Release, etc.) regardless of
who (core network or user) is using it. For example, if the
core network does Setup Release using ID3 for a particu-
lar user, the user sends the next Setup Establishment
request with IDts generated, they can easily verify
the received IDt list. In ID-RZ, the user and core network
can continuously use new IDt set for every communica-
tion (until n is exhausted) without the explicit
networking-based reallocation of the ID. In contrast, in
the current 5G NR, the core network needs those events
to allocate new IDts to the user after the Setup Establish-
ment and before the Setup Release (otherwise the same
IDt is used for subsequent communication). In ID-RZ,
the core network needs to exchange new s and n with the
user only when n is exhausted to allocate a new set of
IDts.

Algorithms 1 and 2 show the pseudocode for IDt

generation and verification process, respectively. IDt

generation (Algorithm 1) is implemented in both the
user and core network, whereas IDt verification
(Algorithm 2) is implemented and installed in the core
network. The inputs of Algorithm 1 are s and n. s is
concatenated with ID0 to generate W . Subsequently, H is
applied to W till n and each hash value are kept in r½t� in
Algorithm 1. Afterward, f is applied to each r½t� to
generate the IDts. f can be either bit-wise XOR or LSB,
taking the less significant bits of r½t�. The input of
Algorithm 2 is the IDts, IDt[0 :n�1], for the user. If it is
found, then Algorithm 2 returns B = 1, meaning IDt is
found. Otherwise, it returns B = 0, meaning IDt is not
found.

For multiple users, the core network saves these
IDts for each active user; for example, each user requires
4 kB of storage for n = 1000; if there are one million
active users, then the storage overhead of the
core network is 4 GB (the storage of a small USB flash
drive).
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6.3 | Comparison of IDt re-allocation to
our approach

The 3GPP standard for the 5G NR does not specify how
to generate temporary ID and when to update it, leaving
the implementation details and update frequency to the
network operators’ implementation [17, 19]. However,
the network providers are reluctant to update the tempo-
rary ID frequently (due to expensive protocol interactions
and cryptographic operations). A predictable pattern is
found in temporary ID allocation by network operators,
such as fixed/sequential bits for a particular user [4]. In
ID-RZ, a set of unpredictable temporary IDs can be gen-
erated (the core network can vary the number of tempo-
rary IDs to be generated in one set according to its
requirement) with significantly fewer protocol interac-
tions and cryptographic operations (providing low-
latency and low-cost communications) between the user
and core network. Hong and others [4] propose a hash-
based deterministic random bit generator (HASH_DRBG)
for generating temporary IDs where the seed is constant.
In our approach, the core network updates the seed for a
user while updating the set of temporary IDs.

7 | ANALYZING ID-RZ

7.1 | Resolution of IDt collision

ID-RZ is compression based and generates a shorter out-
put than the input by first using a hash function. Subse-
quently, it compresses the output further to 32 bits to fit
the 5G NR standard, excluding the separate 16-bit field
for the core network/AMF. Therefore, the IDts can col-
lide; that is, multiple users can have the same temporary
ID sometimes. If the collision occurs in different cells,
then the core network can use the other cell-specific
identifier fields generated by the base station (e.g., Cell
ID) to distinguish between the collided users. If the colli-
sion occurs in the same cell, the following IDt+1 can be
used to distinguished between the users/streams since
the probability of consequent collisions decreases expo-
nentially (i.e., less than or equal to
104=2xð Þx ≈ ð2:33 �10�6Þx for x consequent packets). When
a collision occurs, the base station can temporarily store
the packet corresponding to the collIDt and resolve it
later when the next packet is communicated at tþ1.
Such collision resolution rarely occurs, as the collision
probability in a cell and per base station is low. Given
that a base station can support up to thousands of users
at a given time, depending on the cell size in 5G (e.g., up
to 1200 [27]), the probability of collision is upper-
bounded by 104=232 ≈ 2:33 �10�6. Alternatively, the ID

collision will occur a couple times or less for every mil-
lion packets, since the pseudo-random hash output gen-
erates the IDt randomly in a uniform distribution.

7.2 | Security analyses

7.2.1 | Secure exchange of s

The security of our temporary ID randomization scheme,
ID-RZ, relies on the secrecy and the secure exchange of
the ID-RZ seed s. s acts as a symmetric key/input
between the user and core network. In ID-RZ, we share
the impending session’s s from the previous session, in
which the Setup Establishment includes 5G authentica-
tion and key management (5G-AKA) [2] and the security
key exchange enabling the confidentiality-protected
exchange of s (as well as its existing purpose for encryp-
tion on the data communication).

7.2.2 | Randomness and unpredictability of
IDt

We improve the security of the current 5G NR technology
in two ways. First, contrary to the current 5G practice
that does not fully use 32 bits for the random temporary
ID, rather introducing fixed bytes, we use the full 32 bits
and maximize its entropy, building on the pseudo-
random property of a hash function. Second, we increase
the frequency of IDt changes to increase the tracking dif-
ficulty more than the current reallocation-based tempo-
rary ID updates.

7.2.3 | Orthogonal to the existing security

The current 5G NR does support security protection for
confidentiality and integrity, including the Setup Estab-
lishment involving the security setup exchanges (e.g., 5G-
AKA [2]). ID-RZ is orthogonal to these security mecha-
nisms and does not interfere with them. Thus, we can
add ID-RZ to these other security mechanisms.
Improving the data communication confidentiality or the
integrity (e.g., against an active attacker injecting com-
munications) is beyond the scope of this paper.

7.2.4 | Man-in-the-middle attack

A man-in-the-mIDt to simply relay the communication
between the user and core network to eavesdrop or inject
fake messages into the unencrypted control messages.
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However, our approach defends against man-in-the-
mIDt before observation. Therefore, a man-in-the-mIDt

for the authentication.

7.3 | ID-RZ Against threat scenarios

An attacker that can track the IDt information to perform
various powerful attacks on user privacy and DoS. One of
such threats is mentioned in Hong and others [4],
Hussain and others [6], and Kune and others [5], where
an attacker can frequently place silent phone calls, SMS, or
messages with instant messengers (e.g., WhatsApp) to the
user in a short period of time to observe the IDt appearing
frequently in the paging messages, it can track the location
of the user, concluding that the IDt belongs to the user. ID-
RZ prevents this attack by randomizing the IDt frequently
so that when the attacker launches this attack, it observes
different IDt to a particular user.

Utilizing IDt tracking and the man-in-the-middle
attack to track the location of a user, an attacker can
launch considerably powerful attacks, as described in Bae
and others [8], Kim and others [9], and Rupprecht and
others [7]. These attacks [7, 8] are focused on user privacy
and can link the user IDt to its radio identity. That is, C-
RNTI utilizes the data link layer information to obtain
information about the websites visited and videos watched
by a particular user. Moreover, the authors in Rupprecht
and others [7] showed that an attacker can change the IP
address of the DNS request of a particular user, redirecting
it to a malicious website to launch DNS spoofing attack.
However, these attacks (assuming the IDt is long-lasting)
need to map the IDt of the user to its radio identities to
obtain the user’s data link layer information. Since ID-RZ
randomizes IDt frequently for every packet, the attacker
cannot link a specific user IDt to its radio identities and
obtain the corresponding data link layer information. The
attacks described in Kim and others [9] showed DoS
attacks, (e.g., blind DoS, and remote de-registration),
where an attacker can disconnect a legitimate user from
the base station and core network by capturing the
packets between the user and base station, and by spoof-
ing the connection using the captured IDt. However, ID-
RZ prevents these attacks because the captured IDt cannot
be reused for subsequent authentication.

8 | PROPOSALS TO NEXT-
GENERATION CELLULAR
NETWORKING

As described in Section 6.2, ID-RZ builds on the 5G
networking and is designed to incur minimal additional

overheads. For the 5G existing protocol, we recommend
using the 5G-AKA protocol to establish the security setup
and the ID field/information for the ID-RZ randomized
ID delivery. Implementing ID-RZ requires sending s after
the Setup Establishment (e.g., 5G-AKA [2]) to keep it
secret from the attacker monitoring the communication
between the user and base station. Provided a protocol
similar to 5G-AKA is adopted in 6G for confidentiality
and message integrity, ID-RZ can be implemented in 6G.
ID-RZ also builds on the ID delivery in the cellular con-
trol communication and the inclusion of the information
field in the transmissions, which occur before the
payload-data communications and the connectivity
provisions.

While ID-RZ does not incur any additional network-
ing (no additional bits to transmit beyond the existing 5G
protocol), it does incur additional computing overheads.
ID-RZ requires IDt generation and verification, as
described in Algorithms 1 and 2, for the user and the core
network. We show that the computing performance has
minimal overhead for IDt generation and verification in
Section 9.1.2.

We expect ID-RZ to be easily applicable to the next-
generation cellular networking in 6G, since the ID-RZ-
relevant parts of the security setup and ID transfer have
been consistently implemented in 2G since 1991. In
addition to keeping and adapting the relevant parts
from 5G (e.g., 5A-AKA), we recommend that 6G
includes an option to enable ID-RZ computing and the
automatic/dynamic ID updates on the user and the core
network.

9 | IMPLEMENTATION
ANALYSES

9.1 | Computing for ID randomization

9.1.1 | Computing implementation

Our implementation and the parameter choices priori-
tize efficiency. We use SHA-256, a NIST-standardized
hash function, popularly used in security applications,
for the hash function. For f to take the 256-bit hash out-
put and transform it to the 32-bit IDt, we use two simple
functions: XOR, which divides the input to
non-overlapping segments of the output length and
then applies the bit-wise XOR, or LSB, taking the
least significant bits of the input. We implement a
proof-of-concept of ID-RZ, running scripts in Python
3.7 on one physical machine with Intel(R) Core(TM)
i5-1135G7, 2.40 GHz, 4-core CPU, 20 GB, and
3200 MHz RAM.
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9.1.2 | Computing performance

We measure the computing latency, TC, and resource
cost of ID-RZ and present the results, which are pro-
cessed over 1000000 samples, in this section. Figure 4A
shows the computing latency, TC, with a breakdown over
H,f , and the overhead. The overhead includes the
remaining scheme implementations, such as memory
access, variable assignments, and other arithmetic opera-
tions. This overhead applies to all computing operations,
including generation and verification. Our experiments
reflect our design choices to prioritize the mechanism
efficiency; for example, when the RAM computation is
below 0.4%, the storage takes 4 � n bytes (4 kB when n =

1000), and the overall TC ranges from hundreds of micro-
seconds to one microsecond. Temporary ID generation
using the LSB for f is 126.61 times faster than using XOR.
When f based on XOR is used, it becomes the dominant
time cost factor, accounting for 66.7% of the time cost
(0.667 = 144:177=216:001). However, when LSB is used
for f , its time cost only accounts for 5.1% of the overall
time cost.

9.2 | Networking gains from ID
randomization over ID re-allocation

9.2.1 | Networking implementation

Our application-specific setup
We build a cloud server to run as a core network for our
experiment. The configuration of the cloud server is an E2
general-purpose model in Google Cloud Services with
Ubuntu 16.04 server version 64 bit, 2 v CPUs (Intel Xeon
scalable processor 1st generation 2 GHz), and 8 GB mem-
ory. The cloud server performs IDt generation and verifi-
cation. We run our experiments on a computer (the client)
connected through 5G cellular networking to communi-
cate with the cloud server and collect our application-spe-
cific networking latency 2TN and verification latency TV

using our- application -specific scripts in Python 3.7. We
use the two most popular cellular operators in the coun-
try for the experiment, T-mobile and AT&T.

Networking measurements
We use traceroute for popular applications through cellu-
lar connections to identify the core network nodes in the
real world. We collect 5000 traceroute samples for the 10
most used websites [28] and identify the core network
nodes using the following two steps. First, we utilize the
IP address assignment information from the Internet
Assigned Numbers Authority [29] to identify the IP
ranges of the cellular provider. Second, we use the tracer-
oute samples to find the common nodes that fall in the
above IP ranges. We measure the latencies for reaching
and receiving responses from these nodes.

For our networking measurements, we distinguish
between the baseline and ID-RZ. The baseline measure-
ments inform us of our networking testing environment
without ID-RZ. After the baseline measurements, we
implement ID-RZ in the same networking environment.
RTT is measured using traceroute, where RTT is the
latency of sending packets using internet control message
protocol (ICMP) from the sender to the receiver and
receiving the response from the sender. Conversely, 2TN

is measured by sending our application-specific data
(i.e., IDt) using transmission control protocol (TCP) from
the sender to the receiver and receiving the response
from the sender. 2TN does not include TV. ICMP is
designed for testing the network with minimal overhead
and a connectionless protocol contrary to TCP, which
includes overheads for connection-oriented protocol;
thus, ICMP is much faster than TCP [30].

9.2.2 | Networking performance (baseline)

Figure 5B shows the probability distribution of RTT for
reaching the core network using traceroute. The average
RTT for reaching the core network is 175.165 ms, and the
measurement range is [34.701–502.131] ms. The number
of hops required 7 and 10, respectively.

9.2.3 | Networking performance (ID-RZ)

Figure 5A shows the probability distribution of our
application-specific networking and verification latency
measurements 2TN + TV. The average 2TN + TV is
204.493 ms, while the measurement range is [125.552 –
673.295] ms for cellular operator 1. The average 2TN + TV

is 184.586 ms, while the measurement range is [140.569–
622.368] ms for cellular operator 2. The verification
latency TV is 277.894 μs, of which the overhead is 42.261
μs(shown in Figure 4B). TV is significantly smaller/negli-
gible compared to 2TN; in our measurements, 2TN is ≈
735 (cellular operator 1) and ≈ 665 (cellular operator 2)

F I GURE 4 Our experimental results: (A) computing latency,

TC for IDt generation; (B) verification latency, TV
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times greater than TV. Our application-specific latency
2TN + TV is slightly higher (16.743% and 5.378% for cel-
lular operators 1 and 2, respectively) than the RTT
because of the implementation and protocol differences,
including whether the TCP and ID-RZ are implemented.

We also measure the total time T, where T = TC +

2TN + TV (Section 4.1) and compare it with the state-of-
the-art approach (Section 2) by collecting real-life mea-
surements using the setup mentioned in Sections 9.1.1
and 9.2.1. The total latency, T, for the state-of-the-art
approach is (2TN + TV) � n + TC � n, as networking is
needed between the core network and the user for each
IDt update. In contrast, T is (2TN + TV) + TC � n for ID-
RZ, as we eliminate the need for constant networking
between the core network and the user to update IDt.
Figure 5C shows the impact of T for n = 1000. Our
approach reduces T by two orders of magnitude for n =

1000 compared to the state-of-the-art approach, as it
removes the need for additional communication over-
head to transfer IDt s. In ID-RZ, the increase in T as n
increases is due to the increase in the computing latency,
TC, for generating IDts.

10 | CONCLUSION

To enhance user privacy in 5G and future mobile
networking, we propose a lightweight and dynamic
randomization scheme, ID-RZ, for temporary IDs. We pri-
oritize improved security/privacy, efficiency, and compati-
bility with the existing 5G NR standard in designing ID-
RZ. We analyze the security of ID-RZ, building on the
well-established cryptographic primitives for pseudo-
random ID generation and the existing security protocols
in 5G. We implement ID-RZ for validation and measure
the overheads of our randomization scheme in networking
and computing to highlight the lightweight performances.

We implement ID-RZ in the latest 5G NR standard
networking to provide a concrete design and application.
However, our work can be applied to other networking

systems utilizing temporary IDs for mobile user privacy,
including future 6G networking, which is yet to material-
ize, in principle. Thus, we envision our work to inform
both current and future networking designs for securing
the privacy of mobile networking.
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