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How to Identify Critical Nodes of National Infrastructure Systems
in Megacities
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Abstract Megacities are emerging all over the world and gradually becoming the center of an country.
Therefore, Megacities are inevitably exposed to various threats such as existing, potential, supra-national, and
non-military. In particular, as seen in the recent Ukraine-Russia war, national infrastructure systems has become
a major target of enemies. However, considering the size of Megacities, various types of threats, and limited
resources, it is impossible to completely protect all national infrastructure systems. Therefore, wisdom is
necessary to identify and protect critical nodes. The critical node is the vital point to which the national
infrastructure is connected. To this end, in this study, as a method for logically and systematically identifying
critical nodes, Node centrality analysis method, which is a network theory, and the Center of Gravity analysis
method, which is a military theory, were presented.
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Figure 1. Conceptual diagram of centrality analysis of nodes
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Figure 3. How to identify critical nodes of the national
infrastructure systems by applying the COG analysis method
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