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A Study on Korea’s Countermeasures Through the Analysis
of Cyberattack Cases in the Russia-Ukraine War
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ABSTRACT

The Russian-Ukraine war is accompanied by a military armed conflict and cyberattacks are in progress. As Russia designated Korea
as an unfriendly country, there is an urgent need to prepare countermeasures as the risk of cyberattacks on Korea has also increased.
Accordingly, impact of 19 cyberattack cases were analyzed by their type, and characteristics and implications were derived by examining
them from five perspectives, including resource mobilization and technological progress. Through this, a total of seven measures were
suggested as countermeasures for the Korean government, including strengthening multilateral cooperation with value-sharing countries,
securing cyberattack capabilities and strengthening defense systems, and preparing plans to connect with foreign security companies.

The results of this study can be used to establish the Korean government's cybersecurity policy.
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Table 1. Main Types of Cyberattack Techniques

Techniques Contents

Technology that deceives the other party into a harmful action with a forged email or message.

Phishing Spear Phishing, Credential Stuffing. etc.

Software developed to interfere with the normal functioning of mobile phones, PCs, servers,

Malware i . )
networks, etc. Worm,Viruses, Trojans, Wiper, Ransomware, etc.

Technology that interferes with the access of others by sending a large amount of traffic to a

Denial of Servi
enial of service website that the server cannot handle. Including distributed denial of service.

Using vulnerabilities such as websites, sending malicious query language(SQL) to control the

SQL Injection ; .
QL Inj database without permission.

A hacker intervenes in the communication between the client and the server and intercepts all

Man-in-the-Middle information such as the user's ID and password. ARP and DNS Spofing, Session Hijacking, etc.

When a vulnerability exists because a defect in software or hardware is not fixed, an attacker

Zero Day exploits it.
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Table 2. Classification by Type of Cyber Attacks in Both Countries

Type

Target

Impact

Interrupting access
(DDoS)

Websites of banks and Ministry of
National Defense

Temporary access failure

Information tampering

70 websites of government agencies

Creating a sense of fear by
tampering with the website

Information theft

Bureaucrats, Soldiers

Providing a base for information
leakage and penetration

disclosure

) (3 cases) ) ) Leakage of identity authentication
Russia Media company users, Soldiers
data
Systems destruction Computer networks of the Ministry | Wiper wipes data and paralyzes the
(5 cases) of Foreign Affairs and the Cabinet system
Recovery after some internet
Satellite network, Wired internet 2 ysi
Infrastructure destruction paralysis
(3 cases) Control system of high voltage Detect malware in advance, no
substation damage
. Government websites such as the .
Interrupting access o ) Temporary access failure
Ministry of National Defense
. . Government websites such as the Informing Russian citizens of the
Information tampering o . . )
Ministry of National Defense facts and encouraging anti-war
. Disclosure of personal data of
. Information theft and o . . ) 1 .
Ukraine Military and state-owned enterprises | soldiers and confidential information

of enterprises

Systems destruction
(2 cases)

Russian and Belarusian computer
networks

Supply chain security threats. No
specific damage confirmed

Infrastructure destruction

Belarusian Railway system

Stop trains and disrupt the
deployment of Russian troops
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Table 3. Characteristics of Cyber Attacks in Both Countries

Russia Ukraine
o Mobilize the army, criminal gangs, Belarus, Voluntary mercenaries at home and abroad
Resource mobilization .
etc. (Hectivists)
Using advanced technologies such as wipers Combination of existing technologies such as
Technological progress and control system malware, but phishing and wipers with new technologies
no breakthrough such as protestware
Attack tarcet Attacks from all directions, including soldiers, Attacks focused on military, government
ack targe
8 government agencies, and infrastructure agencies, state broadcasters and infrastructure
Gathering and distorting information, Disclosure and dissemination of information,
Attack purpose ) . . .
paralyzing and destroying systems system paralysis and destruction
Attack effect Low contrast effect on offensive strength Some success
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