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A De Facto Standard for ERC-20 API Functional Specifications and Its
Conformance Review Method for Ethereum Smart Contracts

Hyeon-Ah Moon' + Sooyong Park'

ABSTRACT

BERC-20, the standard API for Ethereum token smart contracts, was introduced to ensure compatibility among applications such as
wallets and decentralized exchanges. However, many compatibility vulnerability problems have existed because there is no rigorous
functional specifications for each API nor conformance review tools for the standard. In this paper, we proposed a new review procedure
and a tool to perform the procedure to review if ERC-20 token smart contract programs for the Ethereum blockchain conform to the
de facto standards. Based on the knowledge from an analysis on the ERC-20 API functional behavior of the top 100 token smart contract
programs in the existing Ethereum blockchain, a new specification for the de facto standard for ERC-20 API was explicitly defined. The
new specification enabled us to design a systematic review method for Ethereum smart contract programs. We developed a tool to support
this review method and we evaluated a few benchmark programs with the tool.
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Table 1. ERC-20 API: Methods and Events

Methods

function totalSupply()
public view returns (uint256)

totalSupply

function balanceOf(address owner)

balanceOf public view returns (uint256 balance)

function transfer(address to, uint256 value)

transfer .
public returns (bool success)

function transferFrom
(address from, address to, uint256 value)
public returns (bool success)

transferFrom

function approve
(address spender, uint256 value)
public returns (bool success)

approve

function allowance
(address owner, address spender)
public view returns (uint256 remaining)

allowance

Events

event Transfer
(address indexed from, address indexed to,
uint256 value)

Transfer

event Approval
(address indexed owner,
address indexed spender, uint256 value)

Approval
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sh= Fo| thZtt. o]+ 65709 ERC-20 ARLE Akoj|A] w}
2= B E 93t Aol 6571 EE0] 1970 Al gAo]
A 2 BF AHE TR faild] YRlo] gt B A7
oA At W BES £ ESS 62700lth. U A
3719] EZL dFS-TR3%} dFS-TF49] &322 throwd}Al
2 QHERE vAYstaL ok

o] 715 A= 72+ T B&ol Toloh= A ARl ol

= EEAQ19 et A Al T4 AQ HEHE 25
ste] A5ttt olHEE EEAQ19 HHE (1) EE
F%(totalSupply), (2) A ¥ EZ ZH(..., account; -)
balance;, ...}), 3) A% & d=|ztet YA FH(allowance)

EZ5({.., accounti -» {.., delegateAccount; -)
allowance;, ...}, ...}), (4) Transfer®} Approval O[HIE 7|&

o] gitt. g A = )54 A, ©) 4 AR, OF=
IAet (8) #E gk (= A9 A ofF)o] Stk 1974 7]s
BAlE (DFE (8)9] Aeioll tiste] sid 45 S&5H7] A
A AL JPo g 53 259 57 seog
Azt Aojrt.

A& E°1, transfer 42| dFS-TR1 A% 7|5 HAl9
JHAHY 2R o AE MR 4 AF
(sender)?] FEA(valid) AY FEH(AY & EE )
o] &A1 A9l Xtdo] 71Z o] Qlofof girh. EFF F4l A
7 o] o] TR B FH(value)Brt ZAY 2L
(sender.balance )= value), ¥ ZojA] o] FHE ol
QWEZ7} HASHA] L= (to.balance+value (= MAX) &
Holx], 0o] obd FH(value = 0)o]ch.

o
B
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Table 2. A De Facto Standard for ERC-20 API Functional Specification

Name ERC-20 API Input Output
dFS-TS1 totalSupply token's total supply
dFS-BA1 balanceOf valid owner owner's balance
dFS-BA2 balanceOf invalid owner 0
valid sender, sender.balance -= value
dFS-TR1 transfer fs%ﬁ;giizj;‘fm true to.balance += value
va.lue 20 - ’ Transfer(sender,to,value)
valid sender, sender.balance (no change)
sender.balance>value,
dFS-TR2 transfer 10 balancetvalue<MAX true to.balance (no change)
va.lueZO - ’ Transfer(sender,to,value)
valid sender, sender.balance (no change)
dFS-TR3 transfer sender.balance>value, throw | to.balance (no change)
to.balance+value)MAX (no event)
valid sender sender.balance (no change)
dFS-TR4 transfer cende balan‘ce (value throw | to.balance (no change)
T u (no event)
sender.balance (no change)
dFS-TR5 transfer invalid sender throw | to.balance (no change)
(no event)
valid from, i bal = val
from.balance >value, trobm .I a anc+e_ - IV alue
dFS-TF1 transferFrom to.balance+value<MAX, true o-balance T= vaiue _
. (caller’s allowance by from) -= value
(caller’s allowance by from)>value, Transfer(f |
values0 ransfer(from, to, value)
valid from, from.balance (no change)
from.balance>value, ; ob '1 aa C(e ohc a )ge
dFS-TF2 transferFrom | to.balance+value<MAX, true o-Daance Ao charise
; ! (caller’s allowance by from) (no change)
(caller’s allowance by from)>value, Transfor(f |
value=0 ransfer(from, to, value)
valid from, from.balance (no change)
. from.balance>value, to.balance (no change)
dFS-TF3 transferFrom to.balance+value<MAX, throw (caller’s allowance by from) (no change)
(caller’s allowance by from)<{value, (no event)
e e g
dFS-TF4 transferFrom from.balance>value, throw ( 'H s all bg from) ( h )
to.balance+value) MAX caller’s allowance by from) (no change
(no event)
from.balance (no change)
~ valid from, to.balance (no change)
dFS-TF5 transferfrom from.balance{value throw (caller’s allowance by from) (no change)
(no event)
from.balance (no change)
dFS-TF6 transferFrom invalid from throw to.balgnce (no change)
(caller’s allowance by from) (no change)
(no event)
_ valid caller, (spender’s allowance by caller:= value)
dFS-AP1 approve caller’s balance>value true Approval(caller, spender, value)
~ valid caller, (spender’s allowance by caller:= value)
dFS-AP2 approve caller’s balance{value true Approval(caller, spender, value)
dFS-AP3 approve invalid caller true (Asg;lgglgcjlgwig?; dl?; Cjillire:): value)
dFS-AL1 allowance valid owner spender’s allowance by owner
dFS-AL2 allowance invalid owner 0
ol o] FolFZ W dFS-TR1 AR 7l BA19 to.balance’ == to.balance+value). 181 FAJZHOoZ &
2953y 22 08T 2ol AU} $H HUAY E 2o ol AL TeoldEdH FAT F AES
A} A4 FH FoHo] Z+zF Bl FATE FolE1 0] Transfer(sender,to,value) °JHIEE olt]gs EZA|3|

uof gttk(sender.balance’ ==

sender.balance-value A

7|Eo % gAok St
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Output
Input: ERC-20 token smart contracts
5\,—,
{ Stepl. Check API compatibility \) ’ fail result
J y J
<:,—,-
. ] N || - 19 pass/fail |
Step2. Check Beh | tibil
e eck Behavioral compatibility /> - checklist for each fail
) 7L J
t’:\7
{ Behavioral differences from ‘
Step3. Comparison with the existing \) L de facto standard
top-100 tokens || Alist of names of behaviorally |
\ ) similar tokens
N / J

Fig. 1. A Systematic Review Process on ERC-20 API Functional
Specification de Facto Standard

A A o] API 37t Gl 9I8E ARglo] A= fluk
Wes 22 Agstal Zapt S Ho.

AE oA AAF HAE B & & AR dAA A
A0LE AoF T2 IO AP] FHAA 4.18004 FoJst &
4 EE2 ERC-20 75 & WAIE "2EA 52 5%
& ERIgtt} Table 29] 1971 Atelof dial] = =40 o
L 9lg folEE Fo] HAESIY &8 A0 ¢ £8S
SH=AE AR Aoigt zF Axjol] tisiA Table 3,
Table 4, Table 59 7]&€%°] J&= a5 F&H AIYAE

Table 3. A Checklist on the Failure of transfer in the APl Behavioral Conformance

Name Category Checklist Failed Rules
FB-ZH-1 Check if it reverts without processing 0
FB-ZH-2 0 value Check if it returns false without processing 0 value dFS-TR2
FB-ZH-3 Check if a Transfer event is fired
FB-OH-1 Check if overflow is not handled
FB-OH-2 an overflow occurs in the | Check for code errors even though overflow is handled dFS-TR3

ipient's balance T : .
FB-OH-3 recipien Check if it returns False (Throw is recommended instead of
returning false)
FB-DH-1 Insufficieng tokens to send in Check if it returns false (It should throw) dFS-TR4
the sender’s account balance
FB-1S-1 Invalid sender Check if it returns false (It should throw) dFS-TR5
Table 4. A Checklist on the Failure of transferFrom in the API Behavioral Conformance

Name Category Checklist Failed Rules
FB-ZH-4 Check if it reverts without processing 0

FB-ZH-5 0 value Check if it returns false without processing 0 value dFS-TF2
FB-ZH-6 Check if a Transfer event is fired

FB-DH-2 Insufficient allowance for Check if it returns false (It should throw) dFS-TF3

caller approved by from
FB-OH-4 Check if overflow is not handled
FB-OH-5 an overflow occurs in the Check for code errors even though overflow is handled dFS-TF4
ipient's balance T - -
FB-OH-6 recipien Check if it returns False (Throw is recommended instead
of returning false)
FB-DH-3 Insufficient’ tokens to send in Check if it returns false (It should throw) dFS-TF5
the sender’s account balance
FB-1S-2 Invalid sender Check if it returns false (It should throw) dFS-TF6
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Table 5. A Checklist on the Failure of approve in the APl Behavioral Conformance

Name Category Checklist Failed Rules
FB-EV-1 caller’'s balance>value Check if an Approval event is fired dFS-AP1
FB-DH-4 heck if i

caller’s balance<value Check if it reverts dFS-AP2
FB-DH-5 Check if an Approval event is fired
FB-1S-2 ) Check if it reverts
Invalid caller - — dFS-AP3
FB-1S-3 Check if an Approval event is fired

£ EYoto] AHE AoFY] A TRTHoA o] BES
Al Hotof x| A|AJste] A7 AAR A olfE F
AT & J=F gt

A& =°l, i AE A transfer 3] gt &
AR 71% AFHAFS-TR1 ~ dFS-TR5)ol dis) Aujst=
% Table 39] sfFot= FE Zol Ad AIHAES
B2 A E8ste] AULE A AR stofg HE
4 QEF A QKsIt}. Table 4+ transferFrom gH<=c thsh
E4 AE 7] AIY(dFS-TF1 ~ dFS-TF6)S BIAESHE= &
Z Aol A 22 o= gsts A2 YAEE 2
of /U7 AESIEE Sttt Table 5% approve &9
gt Bl AEZL Aol i AHEEE Ajtel= AT YA
Eolt}, o] A ZYAEESZ 7|E 10070 EE AntE A/
S A EE BRC-20 APl 7|5 523 v|a B45to] &
£3% Aolt}. 7]&9] EEE0] HAE] Afgh AdQE F&
€ HAEsSH £4519t 9§ E°] Table 39 FB-OH-
1,2,32 transfer @49 HEE Ao #3E Zolth
FB-OH-12 2HEZ A& AYsHA] = L2 N &
oA LAY FB-OH-29] 27+ ANT EZ9 &
Fig. 204 918 &= It} balanceOfAt $H4E 128 HIE
45 HEe 256 H|E £33lE HA4E W= E ZAE
ULt JHOY] A4 128 HIEo|HE HAA|RE QHERT}
HASHE A9 % previousBalanceTod}t _amountE T
St QHERTE WAYSHA] gol F 9] if 2o AR &
o802 throwdHA| &I true FE WEste] eHE27} gl
=2 YEtyA Bt FB-OH-3+ LHE2A] throwst#] &
I falsegtg 2€ske 4--oltHo6l.

opRjEto 2 Al WA dAoA, T4 EFE ERC-20 API
(9 10071 EZ F 6571 EE0] T/otes #eEY 28 2
20l APl 52D 715 &S EoteA A7 RS
2E AYE SEth v 5 AP o5 AE Ue
H HAE ] AntE Aokm} 1971 B|AE(dFS-TS1 ~
dFS-AL2) 237} FARRE AUtE AloF T2 352 A A5t
of % 4 JEE o= Sttt 10071 ARtE AQF =2
I3 5 T 222 2308k =3 g 7189 35
N AULE Ak T2 OE Fo)A |ARRE AP 7|5 &
Hol= AL AHgith

o

O ok M, oM

var previousBalanceTo = balanceOfAt(_to, block.number);

// Check for overflow
if (previousBalanceTo+_ amount<previousBalanceTo) throw;

Fig. 2. Code snippet of ANT Token

712 1007} ERC-20 EZ AUlE Aok ma JaE0|
ot B4 Azl AT Table 3 ~ Table 59 A2 Y AE
£ TE57]7) O89S Aojth. ofF7tA] ERC-20 EF9]
5 &2l Higt ddg FJolE AASHAY T 2ES
Ofgt A7t flls #4t ofygt 1%t o] & o] =&

AES] 1% AT AEd] et A77h WA 23t

==

o] =204 A2kt ERC-20 API 715 S&to] W35t oy
A B0 FESA] Rlstes HH AXE st A2
EZ AnlE Aok g 73 WBTC2 INS Eo] 2835 4
g ot Ast A o] s Frsitt

Fig. 32 olfgl& UYEYAY BA AIEQ] olf A
ERC-20 EZ EFo|4] o] AF9] WiXviz 21 FZHOo
2 7kA2 WBTC EZ31l°] disf 2R/ dxE 33 43
£ Eoj&Eth R 23 13AE 5HSt], Table 19
ERC-20 API QIE#o|AE B W21 S-S QI3
28 A0 A= AA 197] BIAE BEE Fstlch 38A 9l
A ol HAE Ayt 7|1E A BES 2L At
E A°F9] HAE Al 5UTES FEESIL Yt 71E &
A4 BES g2 5U% P50 EF AUlE Ao g2
9] JA|Z LINK, LEO, USD, MKR, HEDG, CROE U}
GO g AAJsto] HWE 4= YEF S}

INS E£9] g8 A1} Fig. 40|t} 19A1S Bijsio] &
£ EF APl QIHH O] A W2 9SS FRIstAT 2T
ol A% TR4, TR5, TF3, TF5, TF6OIA Aufsh=d] o] =
T gRe 23 AT YAE] Y2Hle} Zo] throwsHoFgo]

[Result of API prototype compatibility of ERC-20]
: Pass

[Result of Behavioral compatibility of ERC-20]
* Pass: 19
* Fail: 0

[Behavioral differences from de facto standard]
:None

[A list of names of behaviorally similar tokens]
* Tokens of Same behavior: LINK,LEO,USD,MKR,HEDG,CRO

Fig. 3. An Example of Running the ERC-20 API Conformance
Review Procedure with WBTC
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[Result of API prototype compatibility of ERC-20]
: Pass

[Result of Behavioral compatibility of ERC-20]
* Pass: 14
* Fail:5
- TR4 Functional Specification fail.
TR4: transfer(): sender.balance <value
1) Check if it returns false (It should throw)
- TR5 Functional Specification fail.
TR5: transfer(): invalid sender
1) Check if it returns false (It should throw)
- TF3 Functional Specification fail.
TF3: transferFrom(): sender.balance >=value & to.balance+value <= MAX &
caller's allowance by from <value
1) Check if it returns false (It should throw)
- TF5 Functional Specification fail.
TF5: transferFrom(): from.balance <value
1) Check if it returns false (It should throw)
- TF6 Functional Specification fail.
TF6: transferFrom(): invalid from
1) Check if it returns false (It should throw)

[Behavioral differences from de facto standard]
TR4, TRS, TF3, TF5, TF6

[A list of names of behaviorally similar tokens]
+ Tokens of Same behavior: AION,CEL,FUN,RCN,EURS

Fig. 4. An Example of Running the ERC-20 API Conformance
Review Procedure with INS

T Bkl falsedhS wIEStal QlojAloltt, 3TA|oA&=
T 2523 O E 75 BA B5E Ak B9 fARE B
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