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ERETLE
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2021 54, Blo]E thES L <7} Alolwrl A
Aol gk YA (EO 14028) S WE3lw], Abo]H
1k Afme] e, 94, Ho} 2 el S} 2 A
shiol A4 wslols AHAYE A3 59)
SW &5 7stell 3k 44elA]E NIST(National
Institute of Standards and Technology) & 3 -4
o} 713hkel] 1) SW T HakS 7F3kalr] 913 ho)
2 SW2] Aol & wal x| x w3l 3)
zEdo] el ¥ (Labeling) 52 X5 A At [4

olF AZEJe] AEAA(Software Bill of
Materials, SBOM)+ %27} AH-3}= Swel 7iat 2
A%, godol dF AuTs P Ak gAe
2, SW A e Qe e @ 5 gle
Euik] ° izl—a]—r,} Hr,} —?—jﬂx—]fj& SBOM-Y SW
£ Utz 288t BE AL gt BEom
W, = w713k swozE Al A AEshEE
el o], - ASA BUHD A5 AP
ohlel A} axbel SW ekl Hat Q14 W
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2021 FlsellA] A dEle] I T4 )3
TEY T4 27] DAlelA 4
(Phishing), F1°F4, A FE m= W] Az 5
71E2] *Mbﬂ A3 2L 7 ‘ﬂ%

At S AR ER,

2~(Open Source)
A oz Z 3
a}v}. =3 A AAH 2 o

Case Damage
Microsoft olvld, A, A=A 7leE AFd=
Exehonre | MS 121914 4w SWel Akl
ogegx, A AA F 407 e A
(2021-01) | a1 ApgApr} 2Ao 2 ER(T)
IT 2ZEde] 35 JAe] SW m=E
SolarWinds | x| ~He] et z=2 Mxst= 24 vt
(2021-04) | o= 1% 84 we] wAe] AL
58]
ZAdlely olv|x o] FHoFAE ohgs
Codecov SW Wl g7} <l Arrt {25
£ Aol A Codecove A£AF
(2021-04) | £ yow) glem A AlAS] 2% 9
Aol A zAA} ke uke(9)
53 3] ITA2H"o] A ool
Colonial | zis]e] % ‘3 8,900km U+
Pipeline Fao] FoEw Ao FHukg s}Ao)
(2021-05) | BT (Al=d 579 drtzx oF
509 <1¢] 7MsteE #E) (10)
Zotola] YA Juo|ExE AF
Kaseya B I wxsls 22 whalo
(2021-07) | & 1770 =719 800 15,00070 71
o 37} LS
T AN sH7IA FiEe] sl
Logdshell | #e]5i7) bl ¢ &4n SW 74 84
(2021-12) | °llA Al mel Hopdo] =

obslal EFbe} olo] wl 1]t 2) WE A 2~Ho
A28 HWoF SWak A9] Wlglehs glale] AeA 7}
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14%%7} OM_ o) 24 92 s &3 & s
A& Zedhe A32E $13(3rd Party Risk)' > SW 3
ol A 73 A4 (Perimeter) e 211“*.4 A2 w23
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SW A 8se] AEA w4 BHE 917 =0
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(2% 1) SBOM Example (NTIA SBOM Framing
Working Group, 2021)

= k2 3709 EF(SPDX, CycloneDX, SWID)S 2
T Ak, Ha 87 AR Aeshe s A
-84 HRIYrh[12]

SBOM A4 S]] g AAZ} vAd ql=ze}

o
o 9 EEE 245 Sl i, W

Fajrhz <lA]oA] 7|Qlgkch A AA 2 FEE 7}
2 Logdj AHAL A Fo245E o #1el 201314
O Z o AFUE Y g Y] 28 54 WA oA
¥ ARERe A NS e sW A S
So] gle AR wol AbEE TH A, ¥

E91a Azds 9] ALGe] SW Y aLE
22515j0] Belela) WE ZASE Logdj Ao}
Z220e) Bje2AE 4 2Rk Logaiel 919
A5 e Azdel EAsa Qo] uerl A
) (Instance)7} Y225 64 104 o]

f
©

)
[

o S o2 %71E v, SBOMo] o|&3k # ok
A g AE 2 Aew AetEeh[13]

3.2. SBOM E=2|9| 0O|¢+ Atet

SBOM=- dlo[e] Fde] F3t wAlolw, 54 A4

9] 2~vi<=(Snapshot) A Ho|7]dl, FHoZ Fe]==
SW<e| £ SBOMe] wHesl o] & whAlgk Al9F SW

o] Fopd AHE AT 5 gle A slch o]l
VEX(Vulnerability and Exploitability eXchange)<}
ol HE R AFE = Fokd dlolelel A4l Aitalok
T Bt BxE 2 &8E 9k &
SBOM A el zhqle] Faw= Zlo] ozl wA
2 2144 el AR o] Er} QFFck[14]

(a2gl 2) SBOM & VEX Ecosystem Example
(Draft, Requirements for Sharing of
Vulnerability Status Information, 2020)

SBOM swel THH 725 T o] 54

v, Agto] olsfahr] 4% Aol ohls] wel 7]
71524 (Machine-readability) 2.2 $]3 7129
F3k= Fasieh[15] Het 2 AbEglE e A3 &
35 wwsle wlede] 7132l OASIS (Organization
for the Advancement of Structured Information
Standards)& ¥z} HTML, PDFe} 2+ A4 ¥4 ¥
ge] ®el uES VEX ARE 2Fsle], F23bd
delZH  AHgEtsli= CSAF(Common
Advisory Framework 2.0)% 7N Zo]w [16] JSON
7]4ke] CASF ¢4 A4 Z=7(Secvisogram)= 52

] £3kc}[17]

w o2 vlodzg] Akel OWASP(The Open Web
Application Security Project)= SW 542 744
2 el g A5 xFdety, BE e A
= SW TFAS84A A% EF(Software Component
Verification Standard, SCVS)—% 7N} SCVS 1.0

2 A A% I QwlEE], SBOM, A 3H,
ﬂﬂﬂﬂ e, AE M, 7 2 =H49 o) AEE
Aoz 7A=Y, 2 2 YA Grlelle 243

T Ath[18]

AN e ok

Security
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SBOM %E3E 93 TAL A WAL Eddo} 4.1. White House Meeting on Software Security
she A A stk o] =Y SW Hlglss (202214 1)
- o

o] /‘(Namespace)-— A A 3}
T ] Aelolx

T 3=, ¥

o 2 olat=lct DNS(Domain Name System) 2 IP 5~

/\4‘7]—

(Internet

i & sk A o

Corporation for

VE T4 A7)

Assigned Names and

Numbers, ICANN)E FAIgH ARHIE 2 4 gled,

ICANN-2

IV. SBOM &A35 M=

Logdj AHAez &A3l%l SBOM AL e

°—i o] 71538 o5 ARt ®, 9o
A9} 7)13AE Q% SWoFF Hab Af
ZFA(Memorandum)‘ 5 & A3 =9

37
ki

(% 2)

o= SW s8¢ 2ot

ZdAAA e Ae)7) T2 A AN T4

o =gl HAS Fx57] Y5 52 R

=

iz
o

2 it 1o

A Efelatel (2022)

US Policy

SBOM Remark

2022-01
White House Meeting
on Software Security

Logdjell gt w5 ek
A2 el w7k ol
=2 (SBOM 7H3 £)

s
L

=4
o

2022-05
Linux Foundation's
Open Source SW

Security Mobilization
Plan

swel 4 Wz 2 4%
o o S A%E W

Sk oz W1 5
°] SBOM &4} ket

g

2022-06

IMDRF's Drafting on
“Principles and
Practices for SBOM for
Medical Device
Cybersecurity”

-

SW At Hlge] 2 %
flo] 9571714 £
A SWe HgE 4
A AL dFE
22 SBOM &%

2R

=
Ein

2022-08

ESF’s Securing the
Software Supply Chain
- Recommended

Az SWel Bt 7%
AA s oF s, NTIA
%339 SCA =75 &4
| SBOMS 443, e

rulo

«

Practices Guide for AF FR e AEe A
Developers v =
2022-09 | A" 713k SWE H3E3}

OMB's Enhancing the
Security of the
Software Supply Chain
to Deliver a Secure
Government Experience

= AL NIST A
w2 A A S-S aEel
shvl, SW 72 kel o
3}k xJaL/H o]z %E.il/ﬂ

SBOM< Jﬁl g 5 s

$AWE(EO 14028)2 £33
A A= oFo|H Ale]w] 75 Ql(Campaign)ol] H-&-
st7] flall A 22 oo o] B asin, Aleln
S 93k odu} A

U

],hxq o] 9 x—]x—] ﬁ

7} Zefsl= EHU
20219 124
© ulelo @

<) o

o wolR +

(% 3) SW EZeotof| st o

e e

9] 54

A EFe] Hal 7% B3
FT /Hu:] =1 ]:]X]E" ID__‘__T X3}

U

W= (Build), AA 4 iz <l

° g B3
QEL ZA

7193t 7] SBOM A&

FHeshsta sk Wk

4.2. Linux Foundation’s The Open Source
Software Mobilization Plan (20224 58)

20224 59, wlede] A
(Open Source Security Foundation, OpenSSF)¥} 2|%
2 Ak 2 E 4~ SW HSE 4 A1E(Open Source
Software Security Mobilization Plan, OSSSMP)=- 1t
£ AR 34 AR FEE A 19 9o}
599 ool BRE Tl oleigtos], $wY
T AG ofiks A

X~ HeE AL

1) F7lekR g Alolwat, #3ly| A A FHPL AR o
VA, T EQR A CISA(Cybersecurity & Infrastructure
Security Agency), et “—57]%91 = sk gk} ofu}
Z, oF, do]x =, IBM, MS 5 IT w714, o}=H]

SwW ZH‘:} ﬂ'—‘f’\ ZH‘:} ° SELA E"} A OpenSSF), |
=0 5 eEas welRHh 3oi
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T2t OSSSMP MIF =%

wekk 3]e) W OSSSMP A3 %%
L Zeg eZhr | !
3 2N AR A
A7) war A | HEL SEEs SWAR
Aok 9 i
2 A¥ 94 % 54 | (5E2) A7 BA 9
Z2A 2 A 4 44
3. 74 ME % Fad | (5%3) 4949 A A%
AT ST AL W5 A% S

EH 2k iEa(IO stream strategy) 7|3
7 A= (£ 519 #h[20]

£3] SBOM Everywhere
SBOM A=5 &4 ststr] $ls] SBOM =7- 2 i
S5 Adsle Z2AEV} F3E) SW 7H‘%§l*}
o SBOM =7-5 N3t =E 22 A8k, 7
7] ol Z2 o <deld] SW HE(Build) =79}
el AlHl, lZele] SBOMS A48t} SBOMS]
AR 2} BB ES 2% AR, WL, A
A A (Template), AA A2t} 71el AU E ol
AE Ak 21]

~EYLS 3 2}91

il

k
a
o
e
B>
|>
w
=
HT
re
Ol

2l (Mobilization) A&l

~EY ] Security Education
2~E™ 2 Risk Assessment
2~EZ 3 Digital Signature
2EY 4 Memory Safety

%E 2. A0 W %

2~EY 5 Incident Response
2EY 6 Better Scanning
2~EY T Code Audit

2~E™ 8 Data Sharing

% 3. A A o ATt D&
SBOM Everywhere

Improved Supply Chain

4.3. IMDRF’s Principles & Practices for SBOM for
Medical Device Cybersecurity (2022 6&)

A ¢ 87]7] IFAE3H (International Medical
Device Regulators Forum, IMDRF)= SBOM &-£-9
ek 42 2 FPE T A EhS w xSt 74
S 27097 oA Rk T mEH

27140 vt 2xEe] THLLE TS 9

SBOME Hepye t% A%l Asha 54 shel

24 A Bl BEE BHFOEA 2l

SW AE FFFe Bekg BAshs FHE iAYR
&)

o HAE = # %
IMDRF+= AekAE 3Yoer FEsty g)
of, & ?Hﬂ St Al 2] o37]7] Febel E8iE
4= olrh. thit SBOM ulj 2o} H5 o] %9 }PEMI o
g FAAQ] 2 Al ofA veof 9l ¢

4.4. ESF’'s Recommended Practices Guide For
Developers - Securing the Software Supply
Chain (20224 8g)

NSA 5 7|33} wizke] stEyilog o] fof
ESF(Enduring Security Framework)= Hd3t S
G A A Al B & e
SW APzl 2w E4] A ze]a SWo A
o ApEEglen, el FALAS] TR e
afrAb7 Alegk SBOMe| FaAS AARskaL gidle]
Esles @dusta olvh AlE¥ SBOM A%5 414
SW :17-/‘4 24 (Software Composition Analysis, SCA)
ETE & 6]-_1_ AE%E SBOMe| = Afel=
SCA =75 43 SBOM XS 93t ARE =&
Ak Al A AEH s 2SR ARl o)
& +4% 9= 7] SBOMI} fulle]Ed & =
o] A 2 AgE SBOM F4 Ao F7l8les
71 o] et o]olel = mok /Nt W Al %"
g A g Ahxst 8] 714] <3l
Tazs SWe T 7] Hela, SAE s 2
SWel| ®ek A5 #8375 dgch[23]
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Fiow

provmr

+software as |
specified | ©

e Lifecycl
& Bill of Materials
Assembly Line

+software |
asbuilt |

SUPPLIg,

+patch &,
L«

TN

software *0

OQQ/ +instances
23

+addons

+softwareas -
distributed

> supplier

> product nams

> version

> license

> identification

> digital sig

+ config

LEGEND
+material
> metadata
—reference
[ supplier

+ config

[] consumer

(28 3) SW Lifecycle & BoM Assembly Line
[(NTIA Survey of Existing SBOM Formats and
Standards, 2021)

4.5. OMB’s Enhancing the Security of the SW
Supply Chain through Secure Software
Development Practices (20223 98)

vl oAk S (Office and
Budget, OMB)-> At 94 14, «okxlg Sw 7wt
w3 o] vhS 53 SW Y Mol st A3 7
Z(Memorandum)’S W&t} 442 Al oAut
Al SWE HE3taAl = SW FHA7F NIST)
Hob AzZEde] A =ZH Y= (Secure Software
Development Framework, SSDF v1.1) & SW F&%
Heb AZ(SW Supply Chain Security Guidance
Under EO 14028 Section 4e)°llA] A|A|dl+= Hol SW
P B 2se A3 o AAHoR FHEY
‘F Z7](Self-attestation) S A| &3} Z o}
713 SW7b HAIsH AR o

3} }F% 1 E (Artifact) S SRt Al 278 & gl

o], o}l AE= NTIACIA A Ha a7 ARRE W

S8k SBOM< €83 4= itk OMB+= NISTS] #|

o] anf A ¥l =91l SWe A= do] W

2 oo Bol S AEEA AEE 5 9le AolEt

AR AL, ZbA 9] SBOM o] ZHAllHe] sl

A7F ohd A Algre 2 e gl1, SBOM %

A E(Artifact) 3 o] 32| Il gk 714

o]=7} Hz_;g].cq SBOM=<S &-431 Hol )3

AR B3 IS v

o7 dAakElct24

of Management

N
=

rlr h_( o O

]

= rlr i

[O olN

s

o

ol
—

o

iiﬂzti

I

[e)
1

<3}

Azke] A A

<
!
rHu

=71 A AR v AR AL CFE SW oA
F =9 Al ol ALt 2PN REE ¥
F JAE ULE F sdrh el sSW FA el gk 914
Wl BolErh oA Awk rlake HES 3k
AFzAR= 2ot N A F7](Secure  Software
Development Life Cycle, S-SDLC) #2]& =4l3lof

skaL, BpAb A el gk @ Fe] AR 5]
of gt} 87| = SBOM H5AE 913 #e] =
T2k SBOM A5 Al2Rle] Bgf vlgo] F7hd Zle
2 A x|t v ke W3 AAS o)
SBOM =4)e] o] wHijstr] flsfr= WA w
€ aa Aot Sjs) de A= oo} shw, 7} o]
siAAE A, e, Wz, A H S8 2
Zke] SBOM  && d3ke olsfjalof th[5]
SBOMS AJAJ 3L vl £ 3k
FASsta Hejshe Adw glow, o
of 2L oM AL 877 #AdTh =3 SBOM
eloTE Z}iﬂgl *1?4*4 A A, x5 —Er

rlo K
N
N

Attacker tampers with artifact
store prior to code signing;
M replaces genuine artifacts with

M aicous arifacts
’ o
-~ — @
Developer commits  Build system compiles the RM system creates a RM system does
code to code, generates and signs release from the not deploy
version control an SBOM, and publishes malicious build
build artifacts to store artifacts; publishes
malicious release
artifacts to store Hash Validation Tool
attempts to verify malicious
artifacts against signed
SBOM, but verification fails,
revealing tampering
(28 4) Validating our SBOMs at release

(Engineering@Microsoft, 2021)
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o] et}

w22 CISA®} OpenSSFE &3 A% %i 2 3
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OpenSSF 5ol Hofsta
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ENRERE B RSP S

SBOME 457 2 9%, SW Aklel A45hart o

EZrr SW O EQE
SBOM Aldd A=

oY E] B(Initiative) S 7-43H
25k, 20253744 SBOM A

Z(Proof of Concept) AFdel digh dA] A= vty
Fch[25]

A 5 glok webA Aejza), ASAd & Sl

2l sSW Al e AAS wiA H88ta, A=

4 z3% 913 FARLE Aol D). Boz B

37} SBOM H.QF ed-Ajel|] Axtol7}t =4 5]nkgic)
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