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Abstract

Due to the popularization of smartphones, most of the recorded speech files submitted as evidence of recent crimes are
produced by smartphones, and the integrity (forgery) of the submitted speech files based on smartphones is emerging as a
major issue in the investigation and trial process. Samsung smartphones with the highest domestic market share are distributed
with built-in speech recording applications that can record calls and voice, and can edit recorded speech. Unlike editing
through third-party speech (audio) applications, editing by their own builtin speech applications has a high similarity to the
original file in metadata structures and attributes, so more precise analysis techniques need to prove integrity. In this study, we
constructed a speech file metadata database for speech files (original files) recorded by 34 Samsung smartphones and edited
speech files edited by their built-in speech recording applications. We analyzed by comparing the metadata structures and
attributes of the original files to their edited ones. As a result, we found significant metadata differences between the original
speech files and the edited ones.
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Table 1. Smartphone models used in this study

Model name Model number Release Andr‘01d
year version

Galaxy Note Edge SM-N915 2014 6.0.1
Galaxy J3 SM-J320 2015 6.0.1
Galaxy A7 SM-A700 2015 6.0.1
Galaxy S6 Edge Plus SM-G928 2015 6.0.1
Galaxy Wide SM-G600 2015 6.0.1
Galaxy Note 5 SM-N920 2015 7.0
Galaxy A8 SM-A810 2016 6.0.1
Galaxy S7 Edge SM-G935 2016 8
Galaxy S7 SM-G930 2016 8
Galaxy AS SM-A720 2017 7
Galaxy J7 SM-J730 2017 7
Galaxy Note Fan Edition SM-N935 2017 7
Galaxy Wide 2 SM-J727 2017 7
Galaxy A8 SM-AS530 2017 7.1.1
Galaxy Note 8 SM-N950 2017 7.1.1
Galaxy A5 SM-A520 2017 8
Galaxy S8 SM-G950 2017 9
Galaxy S8 plus SM-G955 2017 9
Galaxy J2 pro SM-J250 2018 7.1.1
Galaxy Jean (A6) SM-A605 2018 8
Galaxy A7 SM-A750 2018 8
Galaxy J6 SM-J600 2018 8
Galaxy Wide 3 SM-J737 2018 8
Galaxy Note 9 SM-N960 2018 8.1.0
Galaxy S9 SM-G960 2018 9
Galaxy A50 SM-A505 2019 9
Galaxy Note 10 SM-N971 2019 9
Galaxy Wide 4 SM-A205 2019 9
Galaxy S10 SM-G973 2019 9
Galaxy S10e SM-G970 2019 10
Galaxy A80 SM-A805 2019 10
Galaxy A90 5G SM-A908 2019 10
Galaxy S20 5G SM-G981 2020 10
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Figure 1. Metadata analysis process of speech files
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¥ 2. udta(User data) &3 U5 7%
Table 2. udta (User data) block internal structure

Device and recording mode
Android version 5.0.1-10
call recording,
Android version 6.0.1 Galaxy Note Edge
normal mode recording

udta Structure

Android version 6.0.1 Galaxy Note Edge
interview and meeting mode recording

Android version 6.0.1-8.1.0
normal mode recording

Android verison 8.0-10 interview
mode recording and,
Galaxy Note 10 normal mode recording

i [ smrd

[ smta
@ udta

@ vrdt

- ampl
@ book
o SDLN
J smrd
smta

=]

Android version 8.0—10 normal mode
recording

Android version 7.0-8.1.0 interview mode
recording
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Time scale®] 1,0000 2 YER}= 24971 451, QF=2o| =

11 0742 4% A& 343 9+ 2] Time scaledt©] 10,0000] A
] A] Time scalek©] 10,0000] o} 7o 2 W Fth
moov—trak—mdia(Media)—mdhd(Movie header) &5 42

Time scale 7J ¥} 53814 L5 f-23)oF s},

(1) Original speech file

6AAD3 HMovie header (188 bytes)

6AAD3 Header (8 bytes)

6AAD3 Size: 108 (0x00008006C)

6AAD7 Name : muhd

6AADB Uersion: 8 (08x00)

6AADC Flags: 8 (8x000000)

6AADF Creation time: 3638148084 (0xDSD9BBF4)
3638148084 (OxDS8D9BBF4)
1000 (0x000003E8) - 1080 Hz
27307 (0x08006AAB) - 27367 ms
65536 (0x00010080) - 1.000
256 (06x0108) - 1.000

(10 bytes)

6AAE3  Modification time:
6AAE7 Time scale:

6AAEB  Duration:

6AREF  Preferred rate:
6AAF3 Preferred volume:
6AAF5  Reserved:

(2) Not original(edited) speech file

68DE1 HMovie header (188 bytes)
68DE1 Header (8 bytes)

68DE1 Size: 108 (8x08000086C)

68DES Name : muhd

68DE9 Uersion: 8 (06x00)

68DEA Flags: 0 (06x000000)

68DED Creation time: 3676020249 (OxDB1B9E19)

68DF1 Modification time: 3676020249 (BxDB1B9E19)

68DF5 Time scale: 44100 (0x0000ACHY4) - 44100 Hz
68DF9 Duration: 1183744 (0x001210080) - 26842 ms
68DFD Preferred rate:
68EG1  Preferred volume:
68E03  Reserved:

65536 (0x00010000) - 1.000
256 (8x0180) - 1.008
(10 bytes)

T 5. mvhd(Movie header) &= L&
Figure 5. Part of the mvhd (Movie header) block

4.3.3. tkhd(Track header) &5 U3 £4 52 w3}
moov>trak>tkhd(Track header) £3 ul5-oi= Flags, Create
time, Modification time, Volume 5] €74 °] 1§ 63} o] ZA|
ST} Flags 4773 9] 42 92 573 g ellA] 72 vrepA| e, |
A gde] A1 B 152 YERTH Volume 42 9 &
3 sHdel M= 256 0% YEREARL, A 54 st M= 0o
Z WA A2 34 3] %9 Creation timeZ} Modification
time©] YA TE HA A 7D 2] -9~ Modification time 2]
Z=2Jo] W7 o] Creation time¥} Modification time®] & X]3}#]
¢t} Volume} Creation time, Modification time W17 &4

2015 o] EA)E Q=R 0| = 6.0.19) A9 UERFA] 9kt
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(1) Original speech file

97446 Track Header - 1 (0x1) - 36525 (Ox8EAD) ms (92 bytes)
97446 Header (8 bytes)

97446 Size: 92 (0x0000005C)
9744A Name : tkhd

9744E Uersion: 8 (06x00)

97u4F Flags: 7 (0x000007)

97452 Track Enabled: Yes

97452 Track in Movie: 2 (0x0000000000000002)

97452 Track in Previeuw:
97452 Track in Poster:
97452 Creation time:
97456 Modification time:
97472 Uolume:

97474 Reserved:

4 (0x0000000000000004)
(0x0000000000000000)
3676019251 (B6xDB1B9A33)
3676019251 (BxDB1B9A33)
256 (06x0108) - 1.000

8 (6x0000)

(2) Not original(edited) speech file
7124A Track Header - 1 (08x1) - 26842 (Bx68DA) ms (92 bytes)
7124n Header (8 bytes)
71240 Size: 92 (6x0008605C)
7124E Name : tkhd
71252 Version: 8 (0x00)
71253 Flags: 15 (6x000006F)
71256 Track Enabled: Yes
71256 Track in Movie: 2 (6x0000000000000002)
71256 Track in Previeuw: 4 (6x0000000000000004)
71256 Track in Poster: 8 (0x0000000000000008)
71256 Creation time: 3676019251 (B8xDB1B9A33)
7125A Modification time: 3676020249 (B6xDB1B9E19)
71276 Uolume: 8 (0x0000) - 0.000
71278 Reserved: 8 (06x0000)

17 6. tkhd(Track header) £5 L%
Figure 6. Part of the tkhd (Track header) block

4.3.4. Number of entries 4343 2] ¥13}

moov—trak—tkhd—mdia—minf(Media information)—-stbl(Sample
table)—stsc(Sample to chunk) 55 U] 5-2] Number of entreis <7
< oA 1o]A9 AYE 7P A9 10] ofd glo=
LikeRsl=

4.3.5. Language /4 2] W3}

moov—trak—tkhd—mdia—mdhd £% U42] Language %73
& A E o) 4] B O(English) O & VERIA WL AL sk 9
Y- IEROIE 6.0.1 7159 79 3l wtol 21,956(undefined) 2.
= AR

4.3.6. Component name /3 2] -2

& 54 gl o] 49 13 7(1)F Z©] moov—trak—tkhd—
mdia—mdhd—hdIr(Handler reference) 55 WJ4-°l] component name
&2 o] EAISHH, 8lF $4-2 SoundHandle = VFERFAIRE, HA &

4 5101) 39 718 72)9) 2ol s Sdo] vehbA stk

(1) Original speech file

BB46C Handler Reference (44 bytes)

BO4OC Header (8 bytes)
BB46C Size: 44 (0x0000002C)
BB410 Name : hdlr

BO41Y Uersion: 8 (08x00)

BB415 Flags: 8 (08x000000)
BO418 Component type:

BO41C Component subtype: soun

BB428 Component manufacturer:

BB42Y Component flags: 8 (06x00000000)
BB428 Component flags mask: 8 (0x00000000)
BB42C Component name: SoundHandle

(2) Not original(edited) speech file
712CE Handler Reference (33 bytes)

712CE Header (8 bytes)
712CE Size: 33 (6x00000021)
712D2 Name : hdlr

712D6 Uersion: 8 (6x008)

71207 Flags: 8 (0x000000)
712DA Component type:

712DE Component subtype: soun

712E2 Component manufacturer:

712E6 Component flags: 0 (0x00006060660)
712ER Component flags mask: 8 (0x00000000)
712EE Component name size (not in specs): 0 (0x00)

1% 7. hdlr(Handler reference) &5 U5
Figure 7. Part of the hdlr (Handler reference) block
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