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Efficient distributed consensus optimization based on patterns and groups
for federated learning
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ABSTRACT

In the era of the 4th industrial revolution, where aufomation and connectivity are moximized with artificial inteligence, the
importance of data collection and utilization for model update is increasing. In order to create a model using artificial inteligence
tfechnology, it is usually necessary fo gather data in one place so that it can be updated, but this can infringe users’ privacy. In this
paper, we infroduce federated learning, a distributed machine leaming method that can update models in cooperation without
directly sharing distributed stored data, and infroduce a study to optimize distributed consensus among participants without an existing
server. In addition, we propose a patternn and group-based distributed consensus optimization algorithm that uses an algorithm' for
generating patterns and groups based on the Kirkman Triple System, and performs parallel updates and communication. This algorithm
guarantees more privacy than the existing distributed consensus optimization algorithm and reduces the communication time until the
model converges.

= keyword : Federated learning, Optimization, Weight model, Communication time, Privacy, ADMM

1.4 £ 07 FE8 ok o shdstag s e

ks
2 A3}8l(Federated Leaming)©] 5= JTH1,2,3].
QS ARY AU AEA A0 2 Shs T P AFA G0 A 49
A ZajouA] BAl7} o WAl T 9Tk Q1TSS s, ol ek Aol GE XA Ajtshsre] A &
o] &317] YiAME H o]E-] sh3Lo] ook o] A Aol Azt EolA| L 9tk 719 7AISEE S5etaat
H7] gzoly), oz e A% ahie] B3l dlojElel A A shE HolHE 5% ABld ROy, AMudA 7tax] B
45 dgAo g fuolEstt) WA, AFsFAA =
Az1e] s HolEl g T AHE AGsA ¥, TF

1 Department of Information Security, Korea University, Seoul,
02841, Korea. AW TteA] BEl S FEfoldER By 7b7te] ez}
2 Department of Bigdata & Information Security, Seoul Cyber 7} 7H3 HlolEl & Hu|o|EdIt) HolHE 3t JEFA
University, Seoul, 01133, Korea.

. > 717 got Muel A 37, ANF 5L Y 5 Yol
* Corresponding author (irjeong @korea.ac.kr) o = o o :
[Received 30 June 2022, Reviewed 9 July 2022(R2 11 August H)-§ SHA B& 583 ol 29 Heolgrt A3
2022), Accepted 19 August 2022] T2ER o} Telo|HAE U 43 BAST
% o] =i AR RTNNY Adoz FxATA 2 5 3

Gol e ol A48 BN, JPIRIFIAIO) BAR 71Ee] dewd me AR 71719 716 A
Journal of Internet Computing and Services(JICS) 2022. Aug.: 23(4): 73-85 73

http://dx.doi.org/10.7472/jksii.2022.23.4.73



oI3fsteg I3 IE % JF 7|

=

EPHOE AN, £, AR Y dole o] F
bk sleh, $AHR HolEle] Z7ks AR T 3t
A 5U B A1 ARHE dolEE FHstel o
Y= ARE 52T F Uk BA AL 7} A Be A
224 Hlo|HE F Aulo] WEAA FHL om,
oleld WAL ENZ gulelEst AdHT ek ol
Holeg owoR AYch Gehe, AulelA gulo)

Ed 7hEA o] k& H, 7H°WE7} FE2 990l
EAE7) wigoll ZatolHAl EAI7F BT = ATh4)
FolzZte] i volHE HPH R kIR Be
AetFe EYCE AUClE H B Y F dAse
ZztolWA] FAE 44 5 BT 5 o}xl‘ﬂ 3
& Mol A FAAEe] 7HER] REE FAEHE g vt
X B2l A A3l 229 7?%‘— | 2d& HIA
7;] 1 g 041;-]]0]EE zzl—s].%
AUFe] okt A EEF
Hdo] WA4H 0 7 AEates —t— %7%1 Z[6] 5 °I
W = QiTh o] FAHCRRY ozt s o]
E7F A3 2EHAE 94X 1‘4, SEY 71A Bdo] k&
Hol ZatoluA] FAI7F BAY 4= et ol2id FAIA
ol AgtetFol M T4 HHM EAEA e g T
1385 ( Decentralized Federated Leaming)©] 3 8.3}t}.

Z AuE FHOR FAE 71FS) AFeks v
9 © FeoldEAm Rdojthy], o }
= Sh<+2 POP(Peer-to-Peer) 24l WE
M, BE Fozzt SgolAES} MY o
T 3HHS]. o2 IE A 07 Agts)
ki
al
A

0(1

014

o El>

o

)

F

o, T AME %HW e 7} 101 Hl
P oA A s @

o_Y_‘, f“
O{N
02
X
Iz
1o,
£ rﬁ o
2

I

I~
Shs

o >
l

oY

o

f

3

N

!
nj
™
bt
‘e
o

¥o o

ooy o
>,

g o
2N
hincs N

o o e
g
s e
© 2 o
o o
fau e
o - N
e n:l). —;’
tlo o=
>l
T am
(o} '~
ok
ofo

t,

fd

o

rir

M

]

e

r

N
ofN
oo
e

[o
ox
O)~
e
>
0

A7t 5 sleldlole Al ol ®
fo] 7t o g ’\U}E%, A=
].EDZ. AA(AI 297, A5

o
ox
e
)
S‘i
AE

s 8 AAAE), A5
2} % NelskE A Z3 FX= gL Bold Aol o7
3 A e M7t 245 ST, AL7tE YR}
722 719 ﬂH_E E_g_o]-tt])\i AdYo|E T EAIL 3
of SRR & T AYTES ARgdlof gt

P *1H']9Jr Qt A7t ,\P_EE
[e]

(Homonnorphlc Encrypnon), = A | }(Multl
Computation) 2+ 7 Ht7|&e] HQsich spA 5k o]
o BHoeS B Aibgo] a7 o] BAAIZE AAS
BYAZT Yu Ye F[912 FeAzt 1+ &AM E 4T &,
B FoJE o Fo] Fogx ARl steA EES Gl
olEgtth. olgjgt FUOIE Al HZHst HPHO dhel
ADMM{(Alternating Direction Method of Multipliers)[10]-S
AHg-giet

B =Fo A= Kirkman Triple Systeme 7]9FS.Z 3t
e 2 IEE At OL"’Elé*O‘ o]-§3tH, 753
2o HEZQ] Aulo]E B FAS sk Y 3 IF
718 Ak el H A3 alﬂ%’% A e}, ol st &
FEEL Yu Ye 59 wA4F & HAs g F o]

o

WY WA QHolE L BANS G2 §
& 4P B3 Yu Ye S B2 ) A48 duelF

g
B =R AR HE L 1 AW B4 G

S S
=

A
re Y

FEATE A3 A}

oA Al YuFEE ©
A7 8 gloEg FEE HolE
WA 4 gt Egh Kirkman Triple System
b—}_ JHE} =] _'j__r_.Q_ A@/HO]_‘— ol—"r;ﬂz_% o] ].oq

golele] ZeelulAg HAT 5 Utk

hincs
- 2
iy
e}
g %
i) i

~
o
ofN
o i,
rir
gt o2
s
R ome fEoME fo MrofE oY owE Lo

r2 |0 ox o rfr

2. W7 A4

N
e
il
i
b

o 2
=
T

A

©ox et

otk kATt o)2 3l WL STk HolEl2 AMB|E A
e 5 F4A 2T & o, Zato|wA] EAl 7t
2022. 8



4 2Ue w
= 71elt123). olel e A A1E B4 o4
s fARA R B dole AAE HEsEA Y

Fds AT 5 glvks "ol 2 Aol7h S/,
o Afely T2EZE IY 13 2t o
ZREZS FTOIYESL MHE FAEY A5 S o
&3 2ok 9, 7 ZEolRIEE Ao Afd /i b
olf FFE olgate /A Bd(z,...x,)S HHlOlE
g5 Aujo] ok Mue SERoldESS] 7HeA] 2Y
& P B el 71Ee] 22 VKA BYE 4
dl OIE%P H, oAl 2Tl AEAN HolER A B
9& FAlgth

olu].x—]

(), txy+tzx,)

n

Lpew —

Server
}1CLU

/\

o] [ -

(agl 1) Hgtss =2
(Figure 1) Federated Learning Protocol

ﬂJHJ

Fgolth. AgegelA el HAste FoiR 7t

£ 2 84>(Objective Function) f(x
3 (52 A} st= 2 8l (Optimum) S 3
UEEL). ol A eR Zhds| xds)
2t

of
i:l
a

‘2 rlr B
N

3t

B

min f(z) (or max f(z))

TES TES

Fashale A Aristete 2 A2 7]

woll, F2 oS Haskstel H4 slE e Wl

a4 vehdnh 7122 wee) 3w glel ute A58
53l A9 H48l(Local Minimum)7t =32 & 913, A
% 23 (Global Minimum)7} =2 F& Slth 19 F
] ;<‘~ Zo] dutd o 2 oF ¢ uE A9 HA
Mo gL Wz S on A A2z
o a‘% slg 2= ol AMate B o)k

oy
MO mlm

)

ﬁ)(}‘.&l')'_l

2o
p

2.3 ADMM

o dele) BART A3} 48 FrEAz

-Er?ﬂ-é}j’_, 0]% Ao 2 5349 o FAE s dste

13 £5 4 3Convex Optimization) %3 &]&°]th

3 47 E2 A AFRAS aHFoz A

3 otk wek REYHA AL BgE "L(Oomposne)

EH%E HA5E o) f-&3HH, AiclEE EYE A
o=

Y s
PIAEFE FAT F Aok

O

F 0 g fla) ot g(a) 2 748 HHEE o
3 ool A4s) BAS wes o

min {f(z) +g(x)} Q.1
o] BAISH BUH BAE T o] THE 4 Uk

rgin{f(x)+g(z)} subject to x =z 2.2

2 BAQ @I g2 BA @2lNE ARe W
27 FHE EYEATh A7, 2 E BxHse Ob—
A HF o] BAWUSEAN A 1) S4TF] HH4 5
AE L}%L Qg Gk A 220 hE SHaFA
o} 8h4=(Lagrangian Function)= TH-3 7ok

L(z,zy)= f(2)+g(z) +y"(a—2),

714 y& FIHA L 54 (Lagrangian Multipliers)©]
H, 225 YA(Primal) BA2} 313, 7,25 YAES
(Primal Parameter)2} 3Hc}h. 9A] EAlA x, z o] 3 J
235 F517] A8l oo T 9AE FEE dzkA
B0

BA
Aoz Adifshs 7127 dedrdss 43

t+1 _t+1
(z )

. t
2 =argm1nL(1’,z7y ),
x,z

yt+1 :yt+p(1,t+1 _Zt+1)’

o714 t= LU olE Zlgoln, p= stepsize?] JTS
gt} sl E Tabe FgolAl &7t A S

et QlE|Ul HE 3| (23743)



I3si52 ol HE ¥ 18 7|

Eekgsith o)y EAE MAT 5 e
2 W F S7H(Augmented) 2FI1EA|F WH ol dTh
o] WL L(x,2,y) ol ALZA 2 —2z=00] & 1, 7F
AL o3 o] Fr13eg 1#dch

L,(2,2,y) = L(z,2,y) + gl\x — 2[5,

A71A pi Al o] FHEAE 23 W4 (Tuning
Parameten 24 9] 8L Stk 7127] 4RI Ze 2
7 BIEAT PES ALY el F w42

@ % 9tk

(2" = argminLﬂ(%z,yt),
T,z

yf,+1 :yt +p($f+1_zt+1).

ADMM € 72]Z0l4] Alternating Direction &0]&
el e 2o HASle] Tl ol e)
ZTE 2 B sle] Tl FelEte 9rivt ok
wzbd, ADMM 21 8&9 TFF 2 A §AE e
W o 2k

z T =argminLP(x,zt,yf),

Pan —argmlnL (' ,z Y )

yt :y+p($t+lfzt+l).

2.4 Kirkman Triple System

1850\l Thomas Penyngton Kirkman H-A}7} A|Qhsh
Kirkman’s Schoolgirl Problemel t)3 &l Z2]¢] Kirkman
Triple System©]CH12]. Kirkman’s Schoolgirl Problem®]&F
o stwe] 159 9] &2 oJAdo] 79 Fot 3uH yeks] A
Ouf, Zh2- Abgh 29o] Udhs] T W A FEE wfd 1}
&3] A& Aol tial vixE sl oF sl £Alolth o]
& EAE s Ast] HsiMe A ok mAE Fet Zo
of k=R T& AElste] AlEE WX sk 292l ¥
23}t} Kirkman Triple System< 159 ¢] 384 yeks] 2
= A8 okl S’_E%HO]E & Flde] 622
< o U7} 390 A Ago] 7hshd, 22 Ak 29
o] W& F+ W @Z] B Wd U] ZE Al

ce
SRR

A Qukael ofoltiol Fo AulelA A
A

Ae H, S2E A B

Quol=d 1A B 5
92 guloEse WHoE ARAL AW, FY A
Hel A U2 BA7L S s, ST A

@ M Bdo)r] wFo] T e X% (Single Point
of Failure)[13] &A1 7} £A)38HH, 34 Au| 2~ 7153 A
Ej7} ofEE 7131 #AFANA A7 LAY F )
o A7 §lE 8 5 dEEE ol e BAIE WA
3171 S8 WIEY 2] 41 W] S Peer-to-Peer MIEY A
FHE WA WEYIAY BE FofRtes I §
HE °ﬂ7é'5]°1 Rom, AAH ol Foxtete] FAle

ik el HAskE JgE N vheA] BdE 4l
o]EShﬂr

o] eolAs AW7L fle AFEES A% #4F 39
#Aslel #AAE A2 Yu Ye S[9]3 Beomyeol Jeon
Sl4pel &t d9s sk

3.1 YuYe S
Yu Ye 5 Peer-to-Peer W[ E A AZAH

A% FAS sl 71FN BDS QlelEdkE 3
7|Z0] g 29 AL 93 B

b
|

p
o

r

jud

1o

B

»

ol

o

27 2] &9 I-ADMM(Incremental ADMM)
ZEYFS A, g GaEF] A e the
Eds

v
e
ol
e}
o
ofo
:?1:,‘
=
=
offl
rlo
N
L
lo,
M
22
B ol o o

off

A eA 24) ¢ 1) @ L E Hamiltonian) AtolE ¥
HE F48 Izl 2 FoiAs wiAgs) A A

%@lx} 242} Apale) 7pER] Bl
Ao, Hit& g 27133,

o (YHIoIE A : 3) A3 Aol mher o) At
oA A HEHSe} Foizl A2l AW H o
H ATE 7HC 2 42749 4.1), 4.2), @3S 43
sto] 2l 7iEx) B AtiEE, REESE G
o]Eé‘h:]-

o (A9 1 4) JUOEF RZWFE O =4 F
OEIXMI A S8

2022. 8



St o
oAgtelEs ¢

o (YHIPIE B AFEA W)« 5) fHolE G

THAE B A 7iA Bde] sy w7k

A WHEghe

I-ADMM oAM= Q)8 FARTL #eA} Aloldl] 44
AEs Bwg, oAk kel 220 4279 @),
42, 43)& & 5 e, ol RS ol gehd BE
FoiAe] 7h5A RS gobd 4l 24k e 24
sF HAolM ool Al FAAE XLO%X} Atele] SAlE
E3Y 3, AT Felel A dolEst 25 £ 9

o) mejolulA] a7} WA,

3.2 Beomyeol Jeon &

Beomyeol Jeon 5-& ARG FAIAE BF
Aslo] BAY F ol 7120 & 59 AGUGS 99
221 9 A 50K 9o, FeINES IF B 1F
el Foihh oﬂad 1% 1R FAE AT

gl %3

1
JoiE 3O DALl BE AEE AL
ok e 1ol FRHE AUT BAA uE

Sl= 2999 Kirkman Triple SystemS AFE-gHTl15]. ©]
3 2FH S Fogx 71 627 U+AE wf Y7}

Beomyeol Jeon 5 ©]#]3t 1539} ElS o] g3}
of, 71&9] & T4 AFAFS A T4k & HA gl
A BAsE ZolHAl EAE dASTE ddste
ADMM 7|9k} 4 3te) A3t de|Ee ARtk

AT TLFL olgate] Folzt A9 1EA 2,
A, wEEs e

it
e
=
o

(1) Kirkman Triple System A4
(Table 1) Kirkman Triple System Generation

Gradient Descent) B8 3 427%9] (4.4), (4.5), 4.6)2 AHE
gk},

L2t e HH3E dxEE

Yu Ye 5ol A #4F Fe A5 @
A7 Folel 5 BeS
A Yrlel=E BN Salse vy 2
S AHgE) WEe FANZ] B AT E4, 42
el @), @2), @3)°l 30
WEE $AT 0 oto)el FolAut 9 FAA
A% AT A FelAe] A volelt m 5T
& glonz, meelnAl BAZL BT
o] AAAE Yu Ye Sl Ak 4 2] 55} &
e ERG BE B4 1A wdo] £HY U

TAANLLE FolH, Lol 1

oL Ol-

4.1 84 I 4y

n=9,27,45,--- 9} 7ko] o=} T7]' 622 3
W e A 7E 3ol 99 uigrel Ao dwhH
Kirkman Triple System A43-2 3% 19} 7t} Kirkman

n—9

5 olm,
kolth 1 W A wx Bzt (}Oﬂﬂi i
) _Y,:_ WA Zhod 2} 07]' i>2k9 A% 1

> 73
2, A WA Fedg ColA >3k A% i B m% 7
247tk

9 o

Triple System Aol &9 7j¢= 44

.
2l
o,
—r
rir

AC)

~

w =M e 99wl

oJHAM 622 UFAE w 1}

ol 0 1 k1

row

0 (G Gi1: Gyan} (G Gin Gy} {G. G Gy

1 (G Gin Guy) (G, Gy G} (G Gi1s Gian}

k—1 {q,C(3L»+1)+1ﬁc;k+2} {65703“1 C;L+;} {C;C7C(3k+1)7q“1}
2 2

k {(G.6.G} {G.G. G} (G2 G-, Gy}

gk lHU FE53| (23H42) ”



(% 2) #71Y

(Table 2) Notation

Notation
G Participant 4

n Total Number of Participants
col Column of Table 2

row Row of Table 2
N

I

Set of Participants
Set of Patterns

Set of Groups

m
Lyowcor | (row,col ) th Group

zi ! (t+1)th Weight Model for Participants j
Yttt (t41)th Dual Variable for Participant j

AR (t+1)th Assist Variable for Participant j

t Number of Updates for Each Participant
9P Temporary Variable

p Hyper Parameter
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I I P L I R
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(Table 3) 9Participants Kirkman Triple System
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Algorithm 1: Comm Pattern Generation Algorithm

N:{C.CpnC,}

Initialize Il = &, 1=, L,y 0= 9D
for row=0,1,....,(3+ nT—Q) do
for col=0,1,....k—1 do
L, .y=sample one group in Table 2
T=rU Lrouuwl
Lrouz‘wl =g
end for
IH=I1Unr
T=g
for end
return 17

col 0 1 2
row

{a.C. G | {6, C G | {1 GGy Gy}

(a2 2) L2 1
(Figure 2) Algorithm 1
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Consensus Optimization Algorithm o, +2 Yo Esit)

N: {Q,C;,...,QL}
II= by Comm Pattern Generation Algorithm
Initialize 2° =0,z° =7“0mdom,yU =0,t=0
for 7 in IT do
for ., ,, iIn m parallel do
G.C,GEL

row,col

(random sample)
for j=r,g,p do
update #"! according to (41)
update y; t“ according to (4.2)
update z}“ according to (4.3)

if j=r
send 2/ to
elif j=g
send 2" to C,
elif j=p
send 2" to any groups
receive 2'*! from any groups
t+1

z= average Z
update #"" according to (44)
update 2/ "' according to (4.5)
update 3/," ! according to (4.6)

each participants ¢ update

for end
for end
for end
(OJ% 3) ¢uelE 2
(Figure 3) Algorithm 2
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(aE 4) == T
(Figure 4) Pattern 1

“—— J=rorj=g > j=p

(g 5) = 2
(Figure b) Pattern 2
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