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Dual Image Reversible Data Hiding Scheme Based on Secret
Sharing to Increase Secret Data Embedding Capacity

Pyung Han Kim*, Kwan-Woo RyuH

ABSTRACT

The dual image-based reversible data hiding scheme embeds secret data into two images to increase
the embedding capacity of secret data. The dual image—based reversible data hiding scheme can trans—
mit a lot of secret data. Therefore, various schemes have been proposed until recently. In 2021, Chen
and Hong proposed a dual image-based reversible data hiding scheme that embeds a large amount of
secret data using a reference matrix, secret data, and bit values. However, in this paper, more secret
data can be embedded than Chen and Hong’s scheme. To achieve this goal, the proposed scheme gen-—
erates polynomials and shared values using secret sharing scheme, and embeds secret data using refer—
ence matrix and septenary number, and random value. Experimental results show that the proposed
scheme can transmit more secret data to the receiver while maintaining the image quality similar to
other dual image-based reversible data hiding schemes.
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2.1 Dual-Image—based Reversible Data Hiding
Method using Center Folding Strategy
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Fig. 1. Range schematic when k=3,

7- 2] 2|
AW olu| o] A F& z,, A WA 2|3 o]
Ao HA Fg z,, F AR 2B o]w A o] T4
e o B AT w3 WA 2H
o Wdel 4w wdAse s Adsty 7
WA 2~H I oju] ] P &Po] 2gd wdx

29 g Ak

ro| el

} @)

8
<.

+

IS

1 I",’,':I‘,'_dQ 3

A& olu x| 9] A7ekE S =
oA ZHE] 5 7)) 2HIL o]F]A]

=)
9;"
id

1
=3

2.2 An Efficient Dual—image Reversible Data Hiding
Scheme Based on Exploiting Modification
Direction
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Fig. 2. EMD reference matrix.
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2.4 A Reversible Data Hiding Scheme Using 7 X7
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Algorithm 1, Embedding Algorithm

Notation

C : Cover image

Sl, S* 1 Two stego images
G i+
SM: Septenary secret data

st © Random value

IRM : Improved reference matrix (Fig. 6)
a ' The y-axis value of the IRM

: Two pixels of each block in cover image

S;J, 5! 41+ Two pixels of each block in S
Sfj Sf ;+1+ Two pixels of each block in i
Input : C (Size : wXxXw), SM, IRM
Output : S', S (Size : wxw)

For(i=1; i<w; i++) {
For(j=1; j<w; j=j+2) {
IFO=¢ ¢ ;<2 and 253<¢, ,
THEN SM no embedding
INPUT : m « SM, a <« SM

€1 <255)

Generate polynomial 4 : f(z) = m +a,z (mod7)

INPUT : 4 <« 1, 4 <« 2
Generate share values : (1,£(1)), (2,£(2))
Generate st,, st, : st =
IF(a=st, in IRM)
THEN Select a
IF (Define a)
THEN Select cs,
IF(a=st, in IRM)
THEN Select a
IF (Define a)
THEN Select cs,
2

Generate S'., S*., §' S s

i,50 Migr Mg+l Migr1t Mg

:ci1_7.+csl,

(random (seed)) mod7, st, = (random (seed)) mod7

. z-axis value of the value of f(1) in row a in IRM

. z-axis value of the value of f(2) in row a in IRM

2 1 2
S’i.j_cijicsl’ Sl,jﬂ =6 1108y, *571’,/_’%47651

A A F RS TR HiEAg 33 55
VA kA ThEHA f(z) = 3 +52 (mod7) S AT
A chgk2] o 17 25 o 4 3h A
F(1) =345%1(mod7)Z  f(2) =3+5%2(mod7)E
AstA HHE FH F& L) =0DH
(2,/2)) = (2,6)0] AARAT. FH Fo] WAHA
Step 54 Aol seed FH-S HYNA 752
A FHES EY5HA ==t Fig. 79 AAAE
sl B2 nidARE AU AsiA F A

=5, st, =22 2|3t} Step 614
HJ%';% A%o}oq MAaE =z P4 st
o] =™ Step 7oA st, =5,
f) =1, st,=2, f(2) =6 o] &3 A =H| 1L
of A4dE Fs AY3A Hed st, =50]7] WZol
O dAAYE 558 destA dot a8 (1) =
o]7] W&ol @We AAHA 1& A8 3sHA =
1o] ZEE e G =5 ol —20]7] W&
5,9 FoF —25 AEsiA "oy TS PHE st

oju]A|
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Algorithm 2, Extraction Algorithm

Notation
C : Cover image
st 5

1 1
Sz.,j’ Szjﬂ

2 2
5 ‘gzj+1

i,

: Two stego images

Two pixels of each block in S

Two pixels of each block in C

Cj Cijer : Two pixels of each block in cover image
SM : Septenary secret data

st : Random value

IRM : Improved reference matrix (Fig. 6)
b : The z-axis value of the IRM

a : The y-axis value of the IRM

S', §%(Size : wxw), IRM
C (Size : wxw), SM

Input :
Output :

For(i=1; i<w; i++) {
For(j=1; j<w; j=j+2) {
Recover ¢,

(YA

(Sl +52 )/2 Czj+]
*S

i,j7

Cij+1 * G
2

Generate cs;, cs, : cs; = €8y =6 iy T
Generate st,, st,:
IF(b=cs, in IRM)
THEN Select b
IF(a=st, in IRM)
THEN Select a
Select f(1) :
on a.
IF(b=cs, in IRM)
THEN Select b
IF(a=st, in IRM)
THEN Select a
Select f(2)
on a.
INPUT : Equation(5) <« (
Recover polynomial A : f(z)

EXTRACT : m — SM, a, — SM

Lf(1), (2./(2)

7(‘911.3‘“

+5%.,)/2

ij+1

st = (random(aeed)) mod7, sty = (random (seed)) mod7

Select intersection point by performing column search based on b and row search based

. Select intersection point by performing column search based on b and row search based

=m+a,x (modT)

oF f(2)ell HE3HA =W es,9] gH& 30] degct

8olA S =160+(-2), 8 =160—(-2)
S =543, 8 =145-3Z ARSI =i g o)
L5 1583 1489 gk 7HAAl Ha 579 B
1629} 1429] gk-& 7HAAl dok. 91 Fg-& A
Zof thaiA FAsHA HE F A 2 o)A
§'3 st AR,

Step

[e)

e r

3.3 Metet 7ol HIEXtz = ollA|
B Aol M Atk 7] niEAE F& 34
of gk dlAE Fig. 8& o] &34 HE 3t Fig. 82l

Step 1914 = 2H I o]u|x] §'F 25 [x2 F7]9

5o flv E5EE £33 Step 204 = AH
ouA TAL BUs] AMNA ¢, =,
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Fig. 9. Cover images. (a) Lena, (b) Baboon, (c

(b) (c) (d)
Fig. 10. First stego images. (a) Lena, (b) Baboon, (c) Elaine, (d) Boat, (e) Airplane, and (f) Zelda.
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(d)

(a) (b)
Fig. 11. Second stego images. (a) Lena, (b) Baboon, (c) Elaine, (d) Boat, (e) Airplane, and (f) Zelda,
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Table 1, Comparison of PSNR of the proposed scheme and other schemes,

[12] [16] [15] Proposed scheme
sI, s, s st s, sr, s,
PSNR(dB)

Lena 40.73 40.73 39.04 43.68 44.09 42.11 42.11
Baboon 39.29 39.28 39.14 43.66 44.01 42.10 42.10
Elaine 35.54 35.54 38.86 43.64 44.01 42.11 42.11
Boat 40.44 40.44 39.25 43.68 44.03 42.11 42.11
Airplane 36.9 36.9 39.27 43.68 44.01 42.11 42.11
Zelda 38.64 38.64 39.05 43.61 44.05 42.10 42.10
Average 38.59 38.58 39.10 43.65 44.03 42.10 42.10
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Fig. 12, Image pixel values, (a) Lena image (PSNR: 42.69dB), (b) Baboon image (PSNR: 42,69dB), and (c) Elaine

image (PSNR: 42.69dB)

L olEAE AAAT 2}

7}
1239 #tEo] vl =2 AYESs ¢

43 MUY 24
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WMo HdAE AAEFS v (1219 71HS
81, SL oA Zrzt 5242208 EE Y5 AFdstar

(1619} 7I1¥el e shte] 2E| 2 oJu]=] Soll 367,965
HEE sttt el (1519 71 91, S, ol
A 247t 817866RI EE FU3HA Adsta sl A<t
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Table 2, Comparison of embedding capacity of the proposed scheme and other schemes,

[12] [16] [15] Proposed scheme
sr, s, s sr s, s, s,
Embedding capacity (bits)

Lena 524,588 524,588 367,965 817,366 817,366 1,123,958 1,123,958
Baboon 524,192 524,192 367,965 817,366 817,366 1,123,958 1,123,958
Elaine 524,260 524,260 367,965 817,866 817,866 1,123,958 1,123,958
Boat 524,256 524,256 367,965 817,866 817,866 1,123,958 1,123,958
Airplane 523,784 523,784 367,965 817,366 817,366 1,123,958 1,123,958
Zelda 524,242 524,242 367,965 817,366 817,866 1,123,958 1,123,958
Average 524,220 524,220 367,965 817,866 817,866 1,123,958 1,123,958




1302

ful
an}

w
S
q 2o
12
m

&2
rlo
s

ooy o
e K

o
L

o

0]

AP o A )

sy

—
(

2

jinss

ok

i

e)
X
f

u
=

olN
N
i,
=
1=
R
ol
fo

=
-

i

rlo

].1,].5&1 }\1-

gsﬂﬂr‘"
e L2
&

i)

in}

[12]¢] 7]

#*=

04
A

Jste] F
12} ohgk2lof Al

Aok 18

ZEOICINES ==X M253 X9=(2022. 9)

HuT} oF 214%, [16]94 7
305%, [15]19] 72T} °F 137% A= T
12828 A9 & 4
} thahal o) Aot Adgtol 7714
T Y 1R
gt wEha] A o
o E&EA FOoHA 3o
FEE vEAEe o] A3

Al Qrah =
Bl )

Hg 2}

3} StegExpose &=
7} Sample Pair #2414 H 2

=iEoAE RS 4
sgam 28l Benedikt Boehmo] | ¢F
ARE-3HTH18]. RS

=78

E

23} Sample

Hk]
E T

%

ojm A 2|

24

gke] Wl MES] o HAES peka Ho5He
249 2% ge 24

?J’ [e) E/V\‘] QLA A

z,:sgfg 5’: q_ o].xq/\«l H}H _\,]J«loﬂ/e] _E_7<4
49 pol ghol 7 olm Ao AA p @K

Mo TN A o orf

2 0
oo
&
>

ihd
i
"
o

2 olu|R 9 EF AFQo] Y
A g % Sk

o g

z
i)
>
il

3 RS -‘?— , Sample Pair
Z=3) 3l 2} 3T} RS B4

= RS 43} Sample Pairs 402
Sl g 3]*51% A4S AW ou|x] T4

]7(] 4 e Atold WsE g
]*51“4 FE = o]v| A
& & At

441 RS &4

Table 3. Comparison of RS analysis of the proposed scheme and other schemes (Image: Sh).

< stu=A nidatg o
A2 219 WsE 7t

B o A= #
& RS #A 4] 1'41

[12] [15] Proposed scheme
Actual p(%) ‘ Estimated p(%) | Actual p(%) ‘ Estimated p(%) | Actual p(%) ‘ Estimated p(%)
Image : 57,
Lena 3.84 0.45 19.17 2.74 352 1.66
Baboon 6.92 4.62 17.79 3.54 27.08 12.34
Elaine 4.54 1.06 28.79 7.19 2.78 0.4
Boat 7.3 1.39 12.88 1.08 3.98 3.94
Airplane 0.63 0.15 9.83 0.4 0.75 0.59
Zelda 1.68 1.12 9.9 0.46 0.81 0.93
Table 4, Comparison of RS analysis of the proposed scheme and other schemes (Image: Sk).

[12] [15] Proposed scheme
Actual p(%) | Estimated p(%) | Actual p(%) | Estimated p(%) | Actual p(%) ‘ Estimated p(%)
Image : SI,
Lena 1.83 1.63 6.81 1.87 2.67 0.63
Baboon 14.39 6.87 13.26 7.45 27.93 12.08
Elaine 6.35 2.89 7.95 0.83 4.23 2.57
Boat 3.46 2.29 2.05 1.78 10.47 5.32
Airplane 4.04 1.52 3.82 1.34 1.26 0.68
Zelda 3.38 1.07 1.37 0.83 1.1 0.29




Table 3% Table 40 A= A ¢tst= 7Y &
HE tg RS B4 tisk Ag 475
Zt}. Table 304 +=
E BAFE0 Table 39 th&
p HET FHE p
Zelda ©]w]A] €]
o =4 YeEbhgS & S ATt Table 4914 =

T 71

Z3ol=

HZAE &g

Agole

@ko] v ‘%E}‘/}XIUJ A k71 <]

(=1
EHE

o)

#4
3o

I, °ll tHffl RS H*—ioﬂ gk A

A A

FAE p ol AA p FE

SI, °l|

EXNFIV

SI&h HIY

no
=2 oTT

7IEtel 0I5 OI0IA J1<

g4 018 1303

Pairs &40 t3t 235 B0 Table 59 of

5ol

ZAgole AA p

#ET =44 p

@hol ¥

eI A 7 A ek 9] Airplane ©] 0] X ¢} [12]2] 7]

Hol| A Airplane
AA p

ol n] =] 9
ZEG = eSS & S At Table 69
A= 8L ol tE Sample Pairs

HoF=d Table 69 th&

EERS

F2E p ol

s 4 g% ass

o3k RS 4o tisk A#E HoF=d) Table 40
M BE A9 AA p #EY FAHE p gho] @Al
Uetdth dgA oz Aor e Zelda oA ¢
S 9 AS-olE RS Aoz RE thi FH kst
OIEE9] o|uX= RS £ o2 HE IS &

ik,

24

4.4.2 Sample Pairs

B oA Atshe 7Ey B4 71 El
)%k Sample Pairs #4ol o3k A34E Hlﬂ 2 52
3t} Table 59 Table 694 & A¢Hes 7 ¥~
H AT 7Y E] thd Sample Pairs £ th3gk

HAAANE BoJFEn) Table 59A= S7 ol tI$k Sample

s -

Hoy 248 p el @A ‘4'5]"4'7(]‘3& A 71 9
Airplane ©|"]A], Zelda °]ulA| ¢} [15]9] 7]H e
Elaine ©]7 A2 7B-¢-oll= F49 p gtol A4l po
HETH 24 YEhS & 5 Atk AFHH R A9
Hol Airplane o9 A9 57, [12]19] 712} Airplane
olu| A9 51, AF7IH Aerlane o] A], Zelda ©]
ulZ 9] sr,, [1519] 71R 9] Elaine ©|®A 9] S, &
Sample Pairs —‘?—’ﬁ,ii‘jﬁ T4 AT & F A
ok AT o] AES A7 R 0w H] o) A]

=
= Sample Pairs vET—}'\jI—g— BE ZAdgs & 5 g
4.4.3

B Foll M At 71| 7 o] A e} 2|

S|l2EIR 24

Table 5. Comparison of Sample Pairs analysis of the proposed scheme and other schemes (Image: Sh).

[12] [15] Proposed scheme
Actual p(%) | Estimated p(%) | Actual p(%) | Estimated p(%) | Actual p(%) | Estimated p(%)
Image : S7,

Lena 3.84 1.83 19.17 3.81 352 1.68
Baboon 6.92 1.19 17.79 3.54 27.08 13.94
Elaine 4.54 1.63 28.79 4.01 2.78 0.11
Boat 7.3 3.54 12.88 1.08 3.98 0.15
Airplane 0.63 889.34 9.83 0.26 0.75 600.85
Zelda 1.68 1.37 9.9 0.71 0.81 0.6

Table 6. Comparison of Sample Pairs analysis of the proposed scheme and other schemes (Image: Sk).

[12] [15] Proposed scheme
Actual p(%) | Estimated p(%) | Actual p(%) | Estimated p(%) | Actual p(%) | Estimated p(%)
Image : S,
Lena 1.83 0.24 6.81 3.13 2.67 0.72
Baboon 14.39 8.18 13.26 4.95 27.93 15.83
Elaine 6.35 2.31 7.95 2.69 4.23 217
Boat 3.46 1.1 2.05 861.7 10.47 6.49
Airplane 4.04 1.96 3.32 2.07 1.26 397.56
Zelda 3.38 1.83 1.37 0.99 1.1 1185




1304 ZEDICNEE ==X K253 M9=(2022. 9)

aL oW A] Afole] A Zh WSS &lstr] sl A A B 223 AkskE ZHelA Aol A EL
S|2ETH EAL YT N OR | aET Zrzy 5 Ahe] ~Ela 0w A 513 SIS YA EHA
AE A7) S8l AHEE ol A7} AA 3} Tk e A A = = N e - o ed 2 Y o)
A gEol wo s|2ET70 FHE LEXHS g Fele tEA 2o AT A el A
2 UFHI oW A7 AL 77k HA ghsol FASHA BHeol F& U & Yt

wo B FYe dF%or HFHT

Fig. 139l A7 ol AH&-2 AW o] =] o} A ¢t 5.4 =

718 & g3t APE F /e e o|v|A S

i3t 3| AETW JEES R} Fig 13914 3]~ HE2Y 7IHE A 32 oAl FHo =R
EO#o] 20 9% Az REL 0L only & Y $FAlst A st ARE A REstaat
229 pZo] B BES 258 otk Aek S ZIHoITh SR o|nAE slo e s HR
e 7S oo Fot S5 FHEF wAl At &4 7ol A= “‘Z}E«I A B FE Foll ol
3} WA AL o] &3l 7B] oW A4 BYAES A o] e =o] WASHA HJ L ol 7t A& &fAst
AFEHAl Bt A olnx|o] ws|A 2H AL o) 7] #13l 7h A H-2Y 71%01 A= AT, LRk Q1
2 o] A ggo] ZFaHe Arode sl=Eajo 7t AR e VIHES vEARE AY 9 FE3)
o7 HWaky|y 2H T o|u|x|e] WA 7HEo] = = BAANA st AW oln|X| ¢} ste] AH AL o]
bl ALoE | AEIH0] 92202 Wty HXE ARSI AT O B2 HUALEE A SH

Cover image Cover image

(a) (b)

Cover image Cover image Sh S,
(d)
Cover image ST S1, Cover image S,

(e) (f)

Fig. 13. Histogram result of the proposed scheme, (a) Lena, (b) Baboon, (c) Elaine, (d) Boat, (e) Airplane, and (f)
Zelda,
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