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ABSTRACT

Currently, advanced national research network groups are continuously conducting R&D for the requirement to provide
SDN/NFV-based network automation and intelligence technology for R&E users. In addition, the requirement for providing
large-scale data transmission with the high performance networking facility, compared to general network environments, is
gradually increasing in the advanced national research networks. Accordingly, in this paper, we propose an open API-based
virtual network provisioning automation platform for large data transmission researched and developed to respond to the
networking requirements of the national research network and present the implementation results. The platform includes the
KREONET-S VDN system that provides SDN-based network virtualization technology, and the Kubernetes system that
provides container-oriented server virtualization technology, and the Globus Online, a high-performance data transmission
system. In this paper, the environment configurations, the system implemetation results for the interworking between the
heterogeneous systems, and the automated virtual network provisioning implementation results are presented.
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Discovering DTN Information
using Globus Online Auth and
Transfer APls

KREONET-S/VDN (wfl(ubernetes,Globus Online) a
Provisioning Automation Platform 3

L §

globus onllne

Delivering the acquired DTN
information to the VDN
manager in JSON format

VN-FED | WNeyMAC | VN-vDHCP
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Fig. 1 Open API-based virtual network provisioning automation platform
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Table. 1 Dockerfile to create Globus Online DTN

FROM centos:7

RUN yum update -y

RUN yum install epel-release openssh-server polkit net- tools
at -y

RUN yum groupinstall -y "Development Tools"

ADD useradd.sh useradd.sh

RUN ./useradd.sh

RUN curl -LOs https://downloads.globus.org/toolkit/globus
-connect-server/globus-connect-server-repo-latest.noarch.rpm
RUN yum install -y yum-plugin-priorities

RUN yum install globus-connect-server-repo-latest.noarch.rpm
-y

ADD globus-connect-server.conf /etc/globus-connect-server.conf
RUN yum install -y globus-connect-server

ADD setup.sh setup.sh

RUN ./setup.sh

Table. 2 YAML file for Kubernetes container creation

apiVersion: v1

kind: Pod

metadata:
name: k8s-sl-dtn.kreonet-s.net
labels:

app: k8s-sl-dtn-app

annotations:

cni-plugins: '[ "host-device" '

spec:
hostIPC: true
containers:

- name: k8s-sl-dtn-container
image: globusonline-install:v1
securityContext:

privileged: true
command: ["/sbin/init"]
restartPolicy: Never
dnsPolicy: None
dnsConfig:
nameservers:
-8.8.8.8

F 19] o]u]|#|E o] &35} Kuberneteso]] A DTN 71
glo|HE A/d317] $18li A= Kubernetes o A -8 1t
2ol 215 AHGEL Hlole] 22t o]l YAML
25 Al sljok kel # 2= Kubernetesof| 4] DTN |
o|qE 57| 913 YAML wt ol s w4 o]
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Hostname2 k8s-sl-dtn.kreonet-snet &2 A& o] a1,

globusonline-install ©]u]Z|& ©]83}¢] Globus online
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o] H&= AL #1E 4= qlrk. 17 2= Kubernetes©]] A

A= Aoyl DIN #AXRE Kuberetes® CLISI
kubuctl 2 22131 Aylo|t}. sl A H o] 2] Hostname
0] k8s-sl-dtn kreonet-s.net= A E-L 218k 4=~ Qich
3 1830 A= 3l DTN©O] k8s-sl-dtn.kreonet-s.net
2 Globus Onlineo]| 5= 2Helg 4= Qlch

Fig. 2 Verification of container DTN registration in
Kubernetes

Fig. 3 Container DTN registration verification in Globus
Online
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Name VONO-Test
Service Type | StunceDMZDTH »

Host

rce  CPU fcore) 1
Hosthmage  ubuntu:14.04
Host dnsName d &8s kreonet.s.net

Service
Location

Service Type CPU fcore)

DTN 1 512

Memory (MB) 512

Memory (ME)

VDNO ADD Result

Success (Idiche62185-a7 1F-430e-920a-F06cShT21f

Storage (GB) 5

Storage (GB) Service Location

5 dasjeon.OTN

Fig. 4 Container DTN settings screen in KREONET-S/VDN
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of. 219 59} 19) 62 717k of B el o) % Shuz}
olo] 52 ATHE oIk

& globus Account ~

Edit App

App Name

Scopes  urnglobus:auth'scope transfer api globus org all [Transfer files using Globus Transfer]

Required Identity Requ a specific Identity Provider, but does not require that

Pre-select Identity Provider 1 Pre-s
Privacy Policy

Terms & Conditions

w Ganeel

Fig. 5 Application registration in Globus Online
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Apps and Services

Projects

Test-Auth Add -
X

Test-globus

ClientiD

Redirect URLs

s /2 giobus orgh2eD/auth code

Scopes

urn:globus:authscope:transter.apl globus.org:all

Required ety
Pre-select dantty Provider
Privacy Policy URL

Torms and Conitions URL

Fig. 6 Verification of application registration in Globus
Online
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sdn@kreonet-s: ~/native-app-examples
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Native App Authorization UR
https://auth.globus. org/\u/nauth“/author\ze’(ode
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ope=openid+email+profile+urn%3aglobus
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Enter the auth code:

'th%3AscopeX3Atransfer.api.
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Fig. 7 Execution of Globus Online application and
authentication
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To work, the above will need to:

View your identities on Globus Auth
Manage your Globus Groups

Provide a label lor future reference

¢ o L] globus.erg,

You can rescindthis consent at any time by visiing the Manage Consents page
&) globus By clicking “Alow” you allow Test-globus (i clien has not provided terms of
service of a privacy policy to Globus) to use the above listed information and
services

Log in to use Test-globus m Deny

Use your existing organization|
&} globus

Dien fing your arganzatien? Then uss Globus 1D

o

@

Fig. 8 Acquisition of Globus Online authorization code
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2Fauth-code&response_type=code&client_id
ope=openid+emall+profile+urn%3AglobusX3A
rg%3Aallacode_challenge_metho 56&access_type=online
Enter the auth code: XfbsErPfNIAX8kSCpJqBjxSptsql74
<globus_sdk.authorizers.access_token.AccessTokenAuthorizer object at ex7fbf2d3s4
90>
None has ID 93b29ca6-b729-11e9-9394-02ff96a5aa76 MyProxy
k8s-sl-dtn.kreonet-s.net
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None has ID 13a6a128-ced1-11e9-98e2-6a63aa6b37da MyProxy
k8s-chi-dtn.kreonet-s.net
@k less I

911 TSISRKSPUWOUM

Fig. 9 Result of Globus Online Auth/Transfer based
application execution
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Fig. 10 DTN list information JSON format conversion
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Fig. 11 Communication success by VDN provisioning
automation
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Fig. 12 Container DTN network information of Busan
Kubernetes environment
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Fig. 13 Auto-generated VDN network topology
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Fig. 15 D2D performance measurement results on Globus Online[17]
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