J K I I C I Journal of the Korea Institute of Information and
Communication Engineering

=M B ELAISHS|=2X]| Vol, 26, No, 9: 1374~1381, Sep. 2022

ro

Edge 2}E 7|2t LIEH3 Aol iSsh= 22t|E A+
gt

Research on security technology to respond to edge router-based network
attacks

Seong-Kyu Hwang”

*Associate Professor, Department of Information & Commnincation Engg., Chosun College University of Science
& Technology, Gwangju, 61453 Korea

2 o
U915 22 thSo Tk Helr|40] 71 ATEL SESof 2] U913 ek |4S ol g3kl YEgael 1
QPAS troli= o]} o]l uhed W Al} who] o) 2 npel 4| 2glo] i Aok Al sloigith We A AR: o

9] Het ]38 FH5] B85 5} Qlo] o] eie BAHE FHa7] 9lo vEH T uek o] ket Hel
Fo2H AFTE Kol Bl S Foto] 2ol FAL AT 5 93 ASE NBL B BRsc A7
of W 9J Edge 2 9-619] Hol7|4 592 Awl 0 2 Edge 2H9e] 7410 | EYS T2 G PO 2R 1
S5t It 78 Al AA R,

ABSTRACT

Existing research on security technology related to network attack response has focused on research using hardware
network security technology, network attacks that wiretap and wiretap network packets, denial of service attack that
consumes server resources to bring down the system, and network by identifying vulnerabilities before attack. It is
classified as a scanning attack. In addition, methods for increasing network security, antivirus vaccines and antivirus
systems have been mainly proposed and designed.

In particular, many users do not fully utilize the security function of the router. In order to overcome this problem,
it is classified according to the network security level to block external attacks through layered security management
through layer-by-layer experiments. The scope of the study was presented by examining the security technology trends of
edge routers, and suggested methods and implementation examples to protect from threats related to edge router-based
network attacks.
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2.1, MAC Limiting
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switchport port-security maximum 10
switchport port-security aging time 1
switchport port-security violation protect

Fig. 1 MAC Address Limiting Configuration

MAC Address Limiting2 ]3] 13 12] configuration
9] maximum 10-2 A]AE]Q] oE]H|o] A0 MAC Address
9] Max CountE- 1022 A|3H) © 1 aging time 1- Mac
glolEo] AdE AEE= 12 5t A=A skaich
violation protect= ¥t MAC 45 714 AH| Q] it

& Frame-2 Drop 5}= 2otk

! Port Security + Enabled
» Port Status + Secure-up :
! Violation Mode : Protect :
' Aging Time : 1 mins .
' Azing Type 1 Absolute .
I Maximum MAC Addresses + 10
+ Total MAC Addresses 1 0 :
Configured MAC Addresses + 0 :
» Sticky MAC Addresses 1 0 H
' Last Source Address 1 0000 ,0000,0000
! Last Source Address VlanId : O .
v Security Yiolation Count : 0

Flg 2 Check MAC Address Limiting function

19 194 MAC Address Limiting Configuration2-
E3 A= 11 2014 VLAN WA 358 = Sl
MAC F4:9] 4~ Maximum MAC Addresses :102 &
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2.2. MAC Address Filtering
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mac-address-table static 0000.0000.0001 vlan 100 drop
mac-address-table static 0000.0000.0002 vlan 100 drop
mac-address-table static 0000.0000.0003 vlan 100 drop
mac-address-table static 0000.0000.0004 vlan 100 drop
mac-address-table static 0000.0000.0005 vlan 100 drop
mac-address-table static 0000.0000.0006 vlan 100 drop
mac-address-table static 0000.0000.0007 vlan 100 drop
mac-address-table static 0000.0000.0008 vlan 100 drop
mac-address-table static 0000.0000.0009 vlan 100 drop
: mac-address-table static 0000.0000.000a vlan 100 drop
: mac-address-table static 0000.0000.000b vlan 100

Flg 3 MAC Address Configuration

13 3004 UES 951 53 MAC F4F Yol
48bit TSI vian 10092 Fsto] s MAC
F48 Austo] wopk

Router#show mac—address—table static
Legend: = - primary entry
age - seconds since last seen
n/a — not available

. vlan mac address type learn age ports

o ——— 0000, 0000, azaa =tatic Mo - Switch

o 1000 Q000,0000,0004 static Mo = Adropr »
o 100 0000,0000,0005 static Mo - ddropr .
vox 100 0000, 0000, 0005 static Mo - ddrop> .
o= 1000 Q000,0000,0007 static Mo - <drop> ¥
o 1000 0000,0000,0001 static Mo - Adrop> =
T 1000 0000,0000,0002 static Mo - <drop® .
= o 1000 Q00,0000 ,0003 static Mo - Adropr ]
oE 1000 0000, 0000, 0008 static Mo - <drop> .
o 100 0000,0000,0009 static Mo - ddrop> .
R 100 0000, 0000, 00 static Mo - dropr |
o= 1000 0000, 0000000k static Mo - Adrop> ot
. .
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MAC =4 e & oA MAC =4 TE 0]

el

2.3, Multicast Traffic Limiting
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: * Before changing settings

Port. UcastSupp %
100.00

MeastSupp
Fa3/1 100,00

BoastSupp % TotalSuppDiscards
100,00 0

* After changing the settings

Port Ll[:asLSuFJF‘ %

MDaSLEuFF %
Fa3/1 0.00

EcasLSuFF Z TotalSuppDiscards
0

Flg 5 Check Multicast Traffic Limiting function
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2.4, Layer 2 7|2k2| NBT(NetBIOS Over TCP/IP) Control
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PE
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vlan access-map netbios 10 match ip address 102
action drop

access-list 102 permit tcp any any eq 137
access-list 102 permit tcp any any eq 138
access-list 102 permit tcp any any eq 139
access-list 102 permit udp any any eq netbios-ns
access-list 102 permit udp any any eq netbios-dgm
access-list 102 permit udp any any eq netbios-ss

Fig. 6 NBT control Configuration
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Fig. 7 Check NBT control function
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2.5, IP Packet Filtering

Yej2)e U, B P40} LES o) gl
ey o)A ET 7HA A= AlEE Alof 7t FET glo]
H 355 Sk 22 Hetoll A S asteh8]. HAl
©](Access Control List)S £3| g 23t e & L4811
H[LIALE Seto] B B EsAY AR,
=1 o] A= IP Packet Filtering2- 10071 ©]4; x| $1o] &
252 AL 5 ol

1% 82 IP Address 10.2.1.2~10.2.1.1017}%] 1007}
9] IP Address= FilteringS 2335t o 18 89 o}
2 27 AS7|olA IP-Traffics QI7lstlom 17 9
o]| A IP Packet FilterS A&t & 3]t} Packeto] | 7] =]

Edge 2} 7 it |

interface FastEthernetl/3

ip address 10.2.1.1 255.255.255.0
ip access-group 10% in
Toad-interval 30

duplex full

access-1ist 105 deny ip host 10.2.1.2 host 10.3.1.2
access-1ist 105 deny ip hest 10.2.1.3 host 10.3.1.2
access-1ist 105 deny ip host 10.2.1.4 host 10.3.1.2
access-1ist 105 deny ip host 10.2.1.5 host 10.3.1.2
access-1ist 105 deny  ip host 10.2.1.6 host 10.3.1.2
access-1ist 105 deny  ip host 10.2.1.7 host 10.3.1.2
access-1ist 105 deny ip host 10.2.1.8 host 10.3.1.2
access-1ist 105 deny ip host 10.2.1.9 host 10.3.1.2

= AL oIkt 112]al Filtering Ruley} #HA ¢l
TrafficE AJAZ 0 2 £A = AL 3Holsk9h

* Before changing settings

E Rates Rates Rates tad
H 1IML-TT0 14 ML-THO 15 ML-7T0
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| (- b2
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i * After changing the settings
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v | TuBytes O 2857088 i}
T | P Bpees 1,428 544 128 i
- Toggers 0 o 1}
E Colizmons = 2
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. Abgrument Emors 0 o o
' |OvesSize 0 o 0
. FiagUndeSize 1 1 1]
Tan -
- »

Fig. 9 Check IP Packet Filtering
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2.6, IP/TCP/UDP Port2] Filtering

3ZE ZE g2 574 UDP U TCP AJH| 2o tsf &
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ip addr 1.1.1.1 255.255.255.0
access-list 110 deny tcp any any eq 23 .
access-list 110 permit ip any any

access-group 110 in

Fig. 10 Port Filtering Configuration

719 10 Port Filtering configurationof| 4 IP Address
1.1.1.1 255.255.255.0 Ad7%3s}e] TCP 23 XLE
Telnet2 x}tsich

Fig. 11 Check Port Filtering
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2.7. TCP/UDP (Layer 4) Port Rate-Limit
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Flg 12 Port Rate-Limit Configuration
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Fig. 13 Check Port Rate-Limit
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2.8, Direct Broadcast Filtering
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Fig. 14 Direct Broadcast Filtering Configuration
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i * After changing the settings
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Fig. 15 Check Direct Broadcast Filtering
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Fig. 16 TCP SYN Attack Configuration
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* Process utilization rate before attack
CPU utilization for five seconds: 1% 9%;

one minute; 3%; five minutes ; 11%

* Process utilization rate after attack
CPU utilization for five seconds: 99% 41%;

one minute; 97%; five minutes ; 59%

Fig. 17 Check TCP SYN Attack
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Table. 1 comparison analysis
Security Classification
implementation| purpose blocking effect | of attacks by
technology layer
MAC Limiting| A€ MAC Address
technolo Address Limiting attack, Layer 2
gy Limiting normal behavior
MAC Address MAC MAC Address
Filtering Address Filtering attack, Layer 2
technology Filtering normal behavior
Multicast Multicast | Multicast Traffic
Traffic s
L Traffic Limiting attack, Layer 2
Limiting . .
Limiting normal behavior
technology
NetBIOS NBT Control
NBT Control Over
attack, normal Layer 2
technology TCP/TP .
behavior
Control
lg Pac'ket IP Packet Packet Filtering
Filtering Filterin attack, normal Layer 3
technology & behavior
IP/TCP/UDP | IP/TCP/UD | IP/TCP/UDP Port
Port Filtering P Port Filtering attack, Layer 4
technology Filtering normal behavior

Security Classification
implementation| purpose blocking effect |of attacks by
technology layer
TCP/UDP Port I;E) Stplgg 3{1; TCP/UDP Port
Rate-Limit Rate-Limit attack, Layer 3
volume .
technology normal behavior
control
ngdeccatls " Direct Direct Broadcast
L Broadcast | Filtering attack, Layer 3
Filtering L .
Filtering normal behavior
technology
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