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ABSTRACT

The satellite navigation deception technology disturbs the navigation solution of the receiver by generating a deceptive signal
simulating the actual satellite for the satellite navigation receiver mounted on the unmanned aerial vehicle, which is the

target of deception. A single spoofing technique that creates a single deceptive position and velocity can be divided into a
synchronized spoofing signal that matches the code delay, Doppler frequency, and navigation message with the real satellite
and an unsynchronized spoofing signal that does not match. In order to generate a signal synchronized with a satellite signal,

a very sophisticated and high precision signal generation technology is required. In addition, the current position and speed
of the UAV equipped with the receiver must be accurately detected in real time. Considering the detection accuracy of the
current radar technology that detects small UAVs, it is difficult to detect UAVs with an accuracy of less than one chip. In this

paper, we assume the asynchrony of a single spoofing signal and propose a region defense technique using multiple spoofing

signals.
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Fig. 1. Simulation environments.
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Fig. 2. Multiple static spoofing simulation results.

https://doi.org/10.11003/JPNT.2022.11.3.173

Table 1. Commercial SDR receiver tracking loop parameters.
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Correlation spacing  0.25 chip
E-L spacing 0.5 chip
FLL order 2
FLL bandwidth 20 Hz
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Fig. 3. Multiple dynamic spoofing simulation results.
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Fig. 5. Region defense signals simulation conditions.
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