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Development of Processor Real-Time Monitoring Software
for Drone Flight Control Computer Based on NUTTX
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Abstract

Flight control systems installed on unmanned aircraft require thorough verification from the design
stage. This verification is made through the integrated flight control test environment. Typically, a
debugger is used to monitor the internal state of a flight control computer in real time. Emulator with a
real-time memory monitor and trace is relatively expensive. The JTAG Emulator is unable to operate in
real time and has limitations that cannot be caught up with the processing speed of latest high-speed
processors. In this paper, we describe the results of the development of internal monitoring software for
drone flight control computer processors based on NUTTX/PIXHAWK. The results of this study show
that the functions provided compared to commercial debugger are limited, but it can be sufficiently used
to verify the flight control system using this system under limited budget.
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Flgure 1. STM32 Flight Control Computer
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Table 1. Test Environment Specification
E1AY D &8 87 ALY

Hal AR

Target Processor ARM Cortex-M3 STM32F103C8T6
Target OS Nuttx v10.0.0

Host Ubuntu 18.04

Compiler gcc-arm-none-eabi-5_4-2016qg2
AZ7| Agilent DSOX2012A Oscilloscope
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Figure 2. Operational Concept of Debug Agent Software
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Table 2. Debug Registers
¥ 2. Y81 g A 2H

2fo] Ha e
DHCSR Debug Halting Control and Status Register | Debugging 7| &4 s} 61 & & | 0f
Debug Exception and Monitor Control . Sl M o{EE X
DEMCR Register Single Step 7|5 &4 3t 018 & H|0Of
A A SlA 5
DFSR Debug Fault Status Register D4e‘t:)|ug Ii)(ﬁptlo & 4| Breakpoint 22t
FPB Flash Patch and Breakpoint Unit Hardware Breakpoint =45 A&

£ T8 21 o o] E = OFP 7]% 48 § X Z A4 IDLE TIME o 525t ¢] ©4] 4 X E ¢ o]
o FF& AL ES TASG O FAN G} ehol 9 & vhea 2k,
Debug Server OFP in RTOS Debug Agent
Reques! BP/Trace
i Enable Trace Flag Check Validity
[Server Requested N ﬂessage Valid] Request BP/Trace Check Validity

\Agent Trace Address & Breakpoint Exist] - Enable Breakpoint

Opt (Trace Norrzal Breakpoint Interrupt

Memory Read/Write

I..,...__.M?_T.E’,',Y_R‘.'.’HE__..,......)
Transmit Trace Data
Save Trace Data
[Trace Count Full or Trace [Stop Requested] i G
P Req - Disable Breakpoint
Figure 4. Debug Agent Scenario
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Figure 5. OFP with Debug Agent Task
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Table 3. Command List
£3. 9% 3=
From To Description
Host Agent Breakpoint Setup
Host Agent Memory Read/Write
Host Agent Register Read/Write
Host Agent Memory Snapshot Request
Host Agent Memory Cyclic Write Request
Host Agent Memory BP Read/Write Request
Host Agent Watchdog Timer En/Disable
Agent Host Memory Snapshot Results
Agent Host Memory BP Read Request Results
Agent Host Memory Cyclic Write Results
Agent Host Memory BP Write Request Results
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File Edit View Search Terminal Help

BP SETUP Addr : ©8009E59, FPB : 48809E59

task_main: counter 8/0, status : @, size : @, addr : 28800BC5
task_main: counter 3/1, status : ©, size : @, addr : 20000BCS
ta

*****DebugMonitor Exception*¥¥**

0x00010000

@x00000002 (bkpt=1, halt=0, dwt=8)

0x08009E58

[0@]20804588 [01]00000600 [62]20008BCS [03]20000934 [04]00006001 [05]08GOESD4
[66]06600000 [07]00060000 [68]00006000 [09]00060006 [16]FFFFFFF9 [11]6080003E
[12]e08@7FFF [13]00000601 [14]00008000 [15]8000000A [16]0800B559 [17]08809ES58
[18]61600000 [19]060060000 [20]20006BC5 [21]20004586 [22]00000101 [23]60000000
[24]00800008 [25]00000000 [26]08002F93 [27]20003ACO [28]08001285 [29]00800008
[30]00000000 [31]20004588

)
Single-Stepping over FPB at ©x88009e58

*****DebugMonitor Exception*#***
: Bx00050000
0x00000001 (bkpt=0, halt=1, dwt=0)
: Ox88009E5A

[00]20004578 [01]00000000 [02]20000BC5 [03]20000934 [04]00000001 [05]0800ESD4
[06]e0ceeeee [07]00000000 [08]00008000 [09]00000E00 [10]FFFFFFF9 [11]0000003E
[12]00807FFF [13]00000001 [14]00000000 [15]0000000A [16]0800B559 [17]08009ESA
[18]61@00008 [19]080E0EE0 [20]080OB559 [21]00000000 [22]20006BC5 [23]200045B0
[24]00000101 [25]00000000 [26]00000000 [27]00000000 [28]08002F93 [29]20003ACE
[30]esee1285 [31]00000800

2]

demcr single step mask

sk_main: counter 6/1, status : @, size : ©, addr : 20008BC5
foo ofp function() is called.

: counter 9/1, status : @, size : @, addr : 20008BCS5
in: counter 12/1, status : size : addr : 20000BC5
in: counter 15/1, status : size : addr : 20000BC5

_main: counter 18/1, status : size : addr : 20000BC5
task_main: counter 21/1, status : size : addr : 20000BCS5

Figure 6. Breakpoint Shell Log
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