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Abstract

The tool for developing airborne software requires the same level of safety as airborne software
because the tool whose output is part of the airborne software and thus could insert an error into the
airborne software. This paper describes how to ensure the reliability of the tool output that becomes a
part of the airborne software by validating of the input and output files of the tool when generating the
ARINC 661 standard UA definition file and the CDS configuration file through the A661UAGEN tool
of Hanwha Systems. We present the method to validate XML data structure and contents with an XML
schema definition, which is an input of the A661UAGEN tool. And the method to validate the output
binary data by using mask data for the corresponding data structure and valid value, which is the
output of the A661UAGEN tool, was presented. As such, validation of the input and output of the tool
improves the reliability of binary DFs and CDs integrated into the airborne software, allowing
airborne software developers to utilize the tool to ensure safety in developing the OFP.
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XML DF and XML CF.

A661UAGEN tool shall generate the standard compliant binary CF from the validated

XML CF.
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Figure 5. Validation Flow of XML and Binary Data
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<?xml version="1.0" encoding="UTF-8"?>
- <ab6l_cf name="sample_config" library_version="0">
<displayinfo height="1024" width="2560" dpi="103"/>

+ «<halo thickness="1">
+ <fonttable>
+ <linestyletable>
+ =colortable=>
+ <stylesettablex>
+ <imagetable=>

<faebl_cf>

Figure 6. XML CF Example
213 6. XML CF <l A
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Table 2. Example of Schema Definition for Restrict String
3 2. FA AoH 913 227]0k G o) of A

<xs:simpleType name="restrictString">
<xs:restriction base="xs:string">
<xs:maxLength value="128"/>
<xs:minLength value="1"/>
<xs:pattern value="[A-Za-z_][A-Za-z0-9_]*"/>
</xs:restriction>
</xs:simpleType>

Table 3-2 Table 20 4] 7 2] g “restrictString” A58 S Al-&38}= A0 gk 27]v} A 2] o
Alelt}h, &, “name” &4 9] TAME w2 WS4 2 S whekof o)

Table 3. Example of Schema Definition for Attribute
3 3. &40 gigk 27|k A9 oA

<xs:attribute name="name" type="restrictString" use="required"/>
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Figure 8. Flowchart of XML Validation with XSD
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Figure 9. Flowchart of Generation of Binary Data and Mask Table
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Table 4. Mask Bits for Validation of Binary Data
4. vlolUg] HolE o] fEA B S 9 rpad e

19

Mask Bit Valid Values

0 0 0 0 0

0 0 0 1 0,1

0 0 1 0 0,2

0 0 1 1 0,123

0 1 0 0 0,4

0 1 0 1 0,1,4,5

0 1 1 0 0,2,4,6

0 1 1 1 0,1,2,3,4,56,7

1 0 0 0 0,8

1 0 0 1 0,1,8,9

1 0 1 0 0,28 A

1 0 1 1 0,1,2,3,8,9,A, B

1 1 0 0 0,4,8,C

1 1 0 1 0,1,4,5,8,9,C,D

1 1 1 0 0,2,4,6,8 A CE

1 1 1 1 All

Table 5. CF_File_Header Structure
3 5. CF_File_Header ++%A|

Field Type Size (bits)| Description Valid Range
A661_CF_MAGIC_NUMBER ushort 16 Magic number, “CF". 0x4346
LibraryVersioin uchar 8 éill:)'raw version compatible with the | Less than 8
UnusedPad N/A 8 Set to zero. 0x00
FileSize ulong 32 Size of this file, in bytes. Less than 256MB
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Table 5= CF 9] &l tlo]¥ x5 HolFt} o] CFalyol sk 2t A=9] f 3 S A5t
7] $1%F mk2= = H o] Bl &= Table 69} o] 74 ¥ th.
Table 6. Mask Data for CF_File_Header Structure
¥ 6. CF_File_Header %A &) v}~ dlo]H
Field Magic Number Library Version Unused Pad File Size
Valid value 0x4346 0~7 0x00 0~255MB
Mask value 0x4346 0x07 0x00 OXOFFFFFFF
Mask data 0x43460F00 OXOFFFFFFF

CF_File_Header T-Z=4] 2] v} dlolg A ejo} FU WA o= CFE 7437 A% <
A et & aA 3ole 9k ufA~ glo]HE AT

Generation
Completed

—bl Value = Read 4-bytes from Binary Data |

v

| Mask = Read 4-bytes from Mask Table |

v

| Result = Value | Mask |

No l

| Result = Result * (~Mask) |

Result ==
OxFFFFFFFE

No

Figure 10. Flowchart of Generation of Binary Data and Mask Table
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Table 7. Example of Valid Binary Data
F 7. fFET Hholu g HlolE] o] o]

Value 0x4 0x3 0x4 0x6 0x0 0x2 0x0 0x0

oft1jo|o0f0f0Of1|1|0O|1|0OfO|O|1|1|0O|O|O|O|O|OfOf1|O|O|OfO|O|O|O|O|O
Mask (0O|1(0|0O|O|O|1|1|0O|1|0|OfO|1|1|0|0O|0O|O|O|O|1|1|1|0O|0O|O|O|O]|O|O]|O
OR oft1jo|of0f0Of1|1|0O|1|0OfO|O|1|1|0O|O|O|O|O|Of1|1|1|0O|OfO|O|O|O|O]|O
~Mask(1|0Of1|1f1|1|0|0Of1|O|1|1f{1|O0|O|1|1|1|1|1|1|O|jO|Of1|1|1|1|L1]|1|1]|1
XOR S 1 e e e A e e e e e A A A e A O

Table 8. Example of Invalid Binary Data (Shifted 1 bit to the right)
3 8. fraelA] ebe wholulE] HlojEl o] o)A (2850w 1 E 2yl

Value 0x1 0x3 0x0 0Ox1 0x0 0x0

0 0({0|0]|1 0({0[0]1 o(ojojo|jofofo|1|0|OfO|O|O|O|O]|O
Mask |0 0({0|1]|1 0({0|1]1 o(ojojof{o0|1f{1f1j0(0f0|0|0f0OJ0O]|O
OR 0 0(0]1]1 §ojof11 o(ojojo|of1f1|{1|0|OfO|0O|O|O|O|O
~Mask | 1 1/11(0(0 111(0(0 1|1(1(1)1{0|j0jO0f1j1j1f1f1]j1]1|1
XOR 1 11111 11111 11111111111 f11j1j1(1

Table 9. Example of Invalid Binary Data (Wrong Endian)
& 9. FE3HA B2 vholi g HlolE ] dA] (ZRE <L)

Value 0x4 0x6 0x4 0x3 0x0 0x0 0x0 0x1

Oft |OojO|O 1|/o0f(0f1{0|0|0|O|1 ojojo|o|jofof0O|0|O|O|O|O|O|O]|O
Mask [0[1(0]|0]0 111|0(1]|0f|0|0|1]1 0(0|j0|0|0O|1|1|1|0|0O|0O|0O|O|0O]O
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Table 10. A661UAGEN Tool Test Summary
3 10. A661UAGEN =7~ A1 8 Q8 oF

Test Type Number of HTC Number of HTP Number of LTC Number of LTP
Normal 35 46 9 9
Abnormal 18 30 23 23
Robustness 2 2 0 0
Total 55 78 32 32
Table 113}
Table 12 717 =779] HIAE Ao] 29k HAE ZZ A A tigh 24 oAl & HofETh
A661UAGEN =77} XML t o] E| ¢} ol 2] tlo|H o] Fa4d & A st st=A&E HE

a7 faA

3% H 9] (Normal Range),
(Robustness) Al @ 7H4] T}t H| 2 E 7| o] 20f TR A A&

H| A 2] (Abnormal Range), 18|31l
&3l Felsteitt

) é

Table 11. Example of Test Case
¥ 11, HAE FAlo] 2 oA

Identifier [HTC_FUN_0100 -> HLR_FUN_0020]
Type Abnormal Test
Purpose To verify that A661UAGEN validates the XML CFs containing invalid attributes against its

Schema.

Precondition

The A661UAGEN tool has been executed successfully.

Input

HTC_FUN_0100/02_Input/CDSConfig.xml
HTC_FUN_0100/02_Input/UALayer.xml

Figure 12-2 XML H| o] & ¢} vfo] 2] Ho| Bl <] {27

3912 919 DI EH Q] 2 E o] 2

o)
AE Ay} 3hHS B.o] =T} Figure 12 a)9F b)E XML £:4 (attribute)©] 2H5-%¥ XML CF ¢} DF 3}

ol o

de] FraA & A3E S, )% d)=

AE HoEh

&S F3 ulol e CF ¢ DF 9] &4 &9l

Table 12. Example of Test Procedure
¥ 12 HAE ZZAA oA

Identifier | [HTP_FUN_0100 -> HTC_FUN_0100]

No.| Test Steps Test Data Expected Results
Open the XML files specified in the Test

1 Data column by performing| CDSConfig.xml,| Both file are loaded and validated against their
HTP_GUI_0025 and HTP_GUI_0040| UALayer.xml Schema.
procedures.

2 | Click the CDSConfig.xml page tab.

Validation information of the XML CF is displayed as
follows:

The Validation columns of the invalid lines are
marked as “Invalid”
Detailed error information
Description column.

is provided on the

3 | Confirm the Status bar.

XML Validation Failed.
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