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ABSTRACT

With the development of cloud computing technology, container technology that provides services based on a virtual
environment is also developing. Container orchestration technology is a key element for cloud services, and it has become
an important core technology for building, deploying, and testing large-scale containers with automation. Originally
designed by Google and now managed by the Linux Foundation, Kubernetes is one of the container orchestrations and
has become the de facto standard. However, despite the increasing use of Kubernetes in container orchestration, the
number of incidents due to security vulnerabilities is also increasing. Therefore, in this paper, we study the vulnerabilities
of Kubernetes and propose a security policy that can consider security from the initial development or design stage
through threat analysis. In particular, we intend to present a specific security guide by classifying security threats by
applying STRIDE threat modeling.
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Fig. 1 Kubernetes Architecture
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Table. 1 Kubernetes main components

Division Detail
API e A control plane component that
Server exposes the Kubernetes API.
Controller | ® The control plane component that
manager runs the controller process
Master ® A control plane component that
Node | Scheduler detects newly c.reated Pods that have
no nodes assigned to them and
selects which nodes to run on.
® Consistency/high availability key-
etcd value store used as data store for all
cluster data
® Agents running on each node in the
cluster
Kubelet . .
ubeiet 1, Manage containers to reliably operate
Worker in Pods
Node -
Kube ® A network proxy running on each
brox node in the cluster to maintain the
proxy node's network rules

22 22}2E Hlo|E|E ot

Code

Container

Cluster

Cloud/Co-Lo/Corporate

Fig. 2 Cloud Native Security 4Cs
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Fig. 3 Threat modeling process
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Table. 2 Attack Library: Papers

Vulnerability Analysis Paper
Author Title Year | Ref
A Study on Web Server Security
Kang, Hye-| 5 1iy in Docker Kubernetes | 2020 | [7]
Min .
Environment
Mytilinakis Attack methods and
Panagiotis defenses on Kubernetes 2020 18]
Nadin Enhancing Availability
Habbal of Microservice Architecture 2020 11
Tuon_ﬁas Securing a Kubernetes Cluster on 2021 | [10]
Autio GoogleCloudPlatform
Thomas Security of Virtual Infrastructures | 2021 | [11]
Fowley
Table. 3 Attack library: Official document
Official Document
Source Title Year | Ref
Cloude Security Guide
SK Infosec (Container Security) 2019 | [12]
- Docker, Kubernetes
Kubernetes | Cloud Native Security Overview | 2021 | [13]
NSC/CISA | Kubernetes Hardening Guidance | 2021 | [14]
Table. 4 Attack library: CVE
CVE
No. Type Ref
_g(\)/zEz ® CWE-862 : authentication missing [15]
27211 ® Vulnerability Type: Confidentiality
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CVE
No. Type Ref
CVE ® CWE-352 : CSRF
-2022 | e Vulnerability type: confidentiality, [16]
-27210 access complexity
CVE © CWE-862 : authentication missing
-2022 ® Vulnerability Type: Confidentialit [17]
-27209 “ 1y ype: 1y
CVE | ® CWE-22: Improper restriction of pathnames
-2022 for restricted directories (path traversal) [18]
-27208 | e Vulnerability Type: Confidentiality
CVE | eExposure of sensitive information
-2022 to unauthorized actors [19]
-26311 | e Vulnerability Type: Confidentiality
® CWE-200: Exposing sensitive
CVE . . .
information to unauthorized actors
2022 e - [20]
® Vulnerability types: confidentiality,
-24768 . . Lo
integrity, availability
-CZ:OVZEZ ® CWE-22: Improper restriction of
path names for restricted directories
-24731
CVE (path traversal) [21]
© CWE-284: Improper access control
2022 1, Vulnerability Type: Confidentialit
-24730 4 Y ype: Y
CVE ® CWE-287 : Inappropriate authentication
-2022 | e Vulnerability types: confidentiality, [22]
-23652 integrity, availability
CVE | ¢ CWE-200: Exposing sensitive
-2022 information to unauthorized actors [23]
-23648 | ® Vulnerability Type: Confidentiality
CVE © CWE-863: Invalid Permission Granted
-2022 | e Vulnerability types: confidentiality, [24]
-21701 integrity, availability
© CWE-94: Inadequate control of code
CVE . .
2022 generation (code injection) [25]
0811 ® Vulnerability types: confidentiality,
integrity, availability
CVE ® CWE-284: Improper access control
-2022 | e Vulnerability types: confidentiality, [26]
-0270 integrity, availability
33.DFD &£E&
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Fig. 4 Top-level data flow diagram
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Fig. 7 Detailed data flow diagram of container
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Table. 5 STRIDE by process in Kubernetes

Process name STRIDE e Threat Description
No. classification | number P
S T1 Threats of unauthorized access through spoofing
T T2 Threat of inserting malicious code through malicious input
Enter Pod R T3 Threats to deny access and connections by malicious behavior
Pl information to Threats to hijack and steal sensitive data (accounts, passwords) through
create I T4 .
sniffing
E Ts Threats to gain unauthorized access to web APIs due to incorrect access
control
Accountability is difficult to trace without proper auditing and logging
Save Pod R T6 controls.
P2 information to -
create E T7 Tl?rc?ats that could cause _g_eneral—purpose users to attempt elevation of
privilege through race conditions
D T8 Threats from denial of service attacks
P Request to - -
create a Pod E To Thre.ats.to gain access through lack of request control or compromised
application identity
S T10 Threats of unauthorized access through spoofing
T T11 Threat of inserting malicious code through malicious input
R T12 Threats to deny access and connections by malicious behavior
P4 Manage I T3 Threats to hijack and steal sensitive data (accounts, passwords) through
sniffing
E T14 Threats to gain unauthorized access to web APIs due to incorrect access
control
R Ti5 Difficulty in Traceability Without Appropriate Auditing and Logging
Controls
P5 Synchronize — —
E Ti6 Threats of gaining privileges due to lack of account management and
appropriate access controls
) D T17 | Threats from denial of service attacks
Scheduling - -
P6 check E TI8 Threats to gain access through lack of request control or compromised
application identity
S T19 | Threats to gain access if an administrator's credentials are compromised
P7 Search and D T20 Threats from denial of service attacks
Update E ™1 Threats to gain access through malicious internal users, lack of control over
requests, or compromised application identity
Node D T22 | Threats from denial of service attacks
P8 Allocat-ion E ™3 Threats to gain access through lack of request control or compromised
Execution application identity
S T24 | Threats of unauthorized access through spoofing
T T25 Threat of inserting malicious code through malicious input
T26 | Threats to deny access and connections by malicious behavior
P9 Monitoring Threats from obtaining sensitive data through sniffing, obtaining sensitive
I T27 data through error messages, and obtaining sensitive data within
configuration files
E T28 Threats to gain privileges from malicious insiders or lack of adequate access
controls
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Process STRIDE Threat _
name . . Threat Description
No. classification | number
S 29 Threats to gain access to sensitive data if anonymous access is inadvertently
provided
P11 image check R T30 Threats to deny access and connections by malicious behavior
E T3l Threats of gaining privileges due to lack of account management and
appropriate access controls
Threats posed by attackers bypassing authentication due to non-standard
S T3 Identity Server authentication schemes, improper logout from Identity
Server allowing attackers to access user sessions, and abuse of unmanaged
P13 Image Request Identity Server signing keys
I T33 | Threats to intercept and steal sensitive data through sniffing
D T34 | Threats from denial of service attacks
S T35 Threats to gain access to sensitive data if anonymous access is inadvertently
provided
P14 Image Check R T36 Threats to deny access and connections by malicious behavior
E T37 Threats of gaining privileges due to lack of account management and
appropriate access controls
Threats posed by attackers bypassing authentication due to non-standard
S T38 Identity Server authentication schemes, improper logout from Identity
Image Server allowing attackers to access user sessions, and abuse of unmanaged
P15 Transfer Identity Server signing keys
I T39 | Threats to intercept and steal sensitive data through sniffing
D T40 | Threats from denial of service attacks
Threats to configure incorrect TLS parameters, store and transmit
N T41 credentials in clear text, obtain sensitive information, and gain unauthorized
access through spoofing
Remote code execution through XSLT scripting, the threat of injecting
P18 Update T T42 malicious code through malicious input
R T43 Threats to deny access and connections by malicious behavior
Threats from configuring weak encryption, obtaining sensitive data through
1 T44 . . .
sniffing, and obtaining sensitive data through error messages
S T45 Lack of proper authentication, threats to gain access if administrator's
credentials are compromised
T T46 Threat of inserting malicious code through malicious input
T47 Threats to deny access and connections by malicious behavior
P19 Monitoring Threats from obtaining sensitive data through sniffing, obtaining sensitive
1 T48 data through error messages, and obtaining sensitive data within
configuration files
E T49 Threats of gaining privileges due to lack of account management and
appropriate access controls
Table. 6 MS Tool threat analysis result
. . Information Denial Elevation
STRIDE Spoofing Tempering Repudiation Disclosure of Service T Total
Number 22 11 9 17 6 34 99
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Attack Tree Threats
1 Enter, store, and manage Pod information in the cluster
OR 1.1 Enter and save pod information
OR 1.1.1 Gaining access through spoofing Tl
OR 1.1.2 Elevate privileges after gaining access T5,T7, T16
OR 1.1.3 information leak T4
OR 1.1.4 Inserting malicious code T2
OR 1.1.5 Denial of Attack (Traceability of Responsibility) T3, T6, T15
OR 1.2 Create and manage pod build information
OR 1.1.1 Gaining access through spoofing T10
OR 1.1.2 Elevate privileges after gaining access T9, T14, T18
OR 1.1.3 information leak T13
OR 1.1.4 Inserting malicious code T11
OR 1.1.5 attack denial T12
OR 1.1.6 Denial of Service T8, T17
2 Creating Pods in Worknodes
OR 2.1 Pod creation and monitoring
OR 2.1.1 Gaining access through spoofing T19, T24, T29, T41, T45
OR 2.1.2 elevation of privilege T21, T23, T28, T31, T49
OR 2.1.3 Sniffing T27, T44, T48
OR 2.1.4 Inserting malicious code T25, T42, T46
OR 2.1.5 attack denial T26, T30, T43, T47
OR 2.1.6 Denial of Service T20, T22
3 Build images within Worknode
OR 3.1 Image request and check
OR 3.1.1 Bypass authentication and gain access T32, T35, T37
OR 3.1.2 information leak T33
OR 3.13 attack denial T36
OR 3.14 Denial of Service T34
OR 32 image transfer
OR 3.2.1 Bypass authentication and gain access T38
OR 322 information leak T39
OR 323 Denial of Service T40
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Table. 8 MS Tool threat analysis result

E|o] X< - Docker, Kubernetes’, Kubernetes 3-4]
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access control

to etcd (data store) containing key information and secrets.

Category Surface Detail Countermeasures
API Server L . .
L A secure authentication method must be implemented to | User Account Management, Implementation
Authentication Lo
Control prevent access through spoofing. of Secure Authentication Method (RBAC)
API Server . . . .
Permission Elevation of privileges can affect or destroy the operations of | Network Isolation, Network Exposure
other containers. Prevention
Control
. Attacks such as network sniffing can be used for other attacks, | Admission Control applied, PodSecurity
Admission . . .. .
. |such as inserting malicious code due to exposure of key | Policy access control. Webhook based
Control Plugin | . . : .
information. security function
Log Logging, monitoring, and warning systems should be set up | Log settings and management, service
management | for access and connection by an attacker's malicious behavior. | mesh platform configuration
etcd secure authentication method must be implemented for access | RBAC enforcement, HTTPS enforcement,

and TLS certificate implementation

Encryption and communication section encryption should be

AILINodg aInjonyseyul pnop))

1 . . . . f ifi ti lgorith:
eCdA performed with a verified encryption algorithm for etcd Use of verified encryption algorithms
encryption .. . . (secret box, kms)
containing key information.
RBAC Security settings should be made so that sensitive information
Authentication |is not exposed due to incorrect access control and privilege | Apply RBAC
(API) escalation.
Cluster To prevent access through spoofing, you need to add|ServiceAccount Authorization (Token
authentication | authentication to the cluster. Authorization Authorization Controller)
Secret All secrets are encrypted and managed to prevent theft and | RBAC enforcement, HTTPS enforcement,
management | abuse of sensitive data through sniffing. and TLS certificate implementation
Controllin, If your application is compromised, you must ensure that the . . .
g your applica P » you mu H Implement PodSecurityPolicy, use security
Container | container privileges cannot be further compromised by an confext
Permissions | attacker by collecting the container privileges.

network policy

Since there is a threat that a specific application may attack a
neighboring application, it is restricted through network rules
to prevent the attack.

Implement PodSecurityPolicy

Data encryption and encrypted communication must be

Configuration file encryption with sensitive

Ffrl;sret:; configured to prevent the attacker from acquiring sensitive | data, HTTPS encrypted communication
0 g data. (SSL/TLS)
a Kubelet . . . Authentication setting in kublet service
% Authentication Eec;z;tg/kzztmgs must be made to prevent unauthorized access file or Config fil, HTTPS encrypted
e Control Y ’ communication (SSL/TLS)
g
& Kubelet . o
Permission Kubelet allows 2'111 .request.s W}thout permission checks, so you RBAC implementation for kubelet
need to do permission validation.
Control
Kubelet If the default value of the parameter is different from the . . .
: . . Security function applied to parameter
parameter security policy, you must prevent Pods with unwanted kernel tunin
settings features from running. &
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Permissions

those that are absolutely necessary.

Category Surface Detail Countermeasures
Vulnerability |If you do not take measures against known vulnerabilities in
scanning and | containers, security devices may be bypassed or the container | Checking containers for known vulnerabilities
OS security | and the host OS may be attacked.
8 Image Signing | Image management is very important, and security issues can . . .
2 £¢ S1ghing £ e £y 1mpo! ’ iy Implement image inspection and acceptance
2 and occur due to image vulnerabilities, configuration flaws, and
g. .. Lo controllers
2 Enforcement | malicious code injection.
<]
® Disallowance . . . .
5 of privileed When configuring the container, it should be configured so | Create a user with the least necessary
5; pusersg that no user has more privileges than necessary. privileges in the container
Controllin, For a specific container, the least privilege principle or the . .
ing pe .o p ge p P Implement PodSecurityPolicy, configure
Container least privilege principle should be set to allow access to only

container runtime class (optional)

Access In the same way as network sniffing, code information can be | Implement Mutual TLS Authentication
via TLS exposed and used for other attacks. (mTLS)
Q
g . . h ibl ly ports fi
& Port Only necessary ports should be allowed to prevent intrusion W enever possible, CXpOSC only ports for
w . . . services that are essential for communication
& range limits | by an attacker using unnecessary service ports. . .
e or metric collection. (recommend)
=]
=z Third-P . . Regularl lication's third-
< ird-Party An attacker can use a supply chain of weak dependencies, so cguiarly scan your app ication'sthird
Dependency | . S e ; party libraries for any currently known
. it must be checked periodically to prevent malicious behavior. e
Security vulnerabilities.
V.28 B #3717 Atk | E| ol gt chegst rhol =

12 =12l 4]i= STRIDE $|g %25 9] 9173} (Spooping
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W A 2SR Gl AR HRe) et ol =g
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