673
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.32, NO.4, Aug. 2022 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2022.32.4.673

MITRE ATT&CKE o]-£3t
APT 37 23013 vy 47

R A R B KRR -
Iyt (Mot HeoTe)

An APT Attack Scoring Method Using MITRE ATT&CK

Sungyoung Cho,”* Yongwoo Park,? Kunho Lee,?> Changhee Choi,’
Chanho Shin,? Kyeongsik Lee’
12Agency for Defense Development (Senior Researcher, Researcher)

£ Ayelds APT 34 ©Asta dgsh7] 17 249 sptz APT 348 23ofishs Wake Alqkit
“421 Aol 3AE AFelshe Hellx Bl Ql Awrle] el it 848 aed 7]Ee] dyele =
e, MITRE ATT&CK"®] $471%& A oe] 7484 5 A98td & dv 8458 APgsa o8 4%
shahiz wieke ANR) wR PYstE 2a5g ol gale] el TAIEe) 2m:elE wEsh, vobr} o2 24
7%z TAE AA APT 379 23018 AHEshe weke At Add 23:0ie) g APT 24 Ald B
Tl Agste]l APT 34< 38 vl Al 349] 918 5 2 AFAE ksl 13 gt FeAs
AR, & AFE o1 83t0] APT BAE S Shhall A B ohE ek, 349 SALHE ALY
Fozn v Algsta 83 Aleln] FAe & S gl Zlelt
ABSTRACT

We propose an APT attack scoring method as a part of the process for detecting and responding to APT attacks. First,
unlike previous work that considered inconsistent and subjective factors determined by cyber security experts in the process
of scoring cyber attacks, we identify quantifiable factors from components of MITRE ATT&CK® techniques and propose a
method of quantifying each identified factor. Then, we propose a method of calculating the score of the unit attack
technique from the quantified factors, and the score of the entire APT attack composed of one or more multiple attack
techniques. We present the possibility of quantification to determine the threat level and urgency of cyber attacks by
applying the proposed scoring method to the APT attack reports, which contains the hundreds of APT attack cases occurred
worldwide. Using our work, it will be possible to determine whether actual cyber attacks have occurred in the process of
detecting APT attacks, and respond to more urgent and important cyber attacks by estimating the priority of APT attacks.
Keywords: MITRE ATT&CK, Techniques, Scoring, Quantification, Threat Prioritization
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Table 1. Conversion table from qualitative level
to quantitative value(1)

Qualitative Quantitative Rounded up
level range Average value
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Table 2. Comparison of related work
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Table 3. Tactics in MITRE ATT&CKI(6), and number of (sub-)techniques in each tactic

ID Name Description Technique Sub-Technique Total
TA0043 Reconnaissance To gather information to plan future operations 10 31 41
TA0042 Resource Development To establish resources to support operations 7 31 38
TA0001 Initial Access To get into victim network 9 10 19
TA0002 Execution To run malicious code 12 21 33
TA0003 Persistence To maintain adversaries’ foothold 19 87 106
TA0004 Privilege Escalation To gather higher-level permissions 13 82 95
TA0005 Defense Evasion To avoid being detected 40 124 164
TA0006 Credential Access To steal account names and passwords 15 40 55
TA0007 Discovery To figure out victim's environment 29 13 42
TA0008 Lateral Movement To move through victim's environment 9 12 21
TA0009 Collection To gather data of interest to adversaries goal 17 19 36
TA0011 Command and Control To communicate with compromised systems to control them 16 22 38
TA0010 Exfiltration To steal data 9 8 17
TA0040 Impact To manipulate, interrupt, or destroy victims system or data 13 13 26

. 2 AZ0{E Table 4. Properties of ATT&CK techniques(6)
Field Description
31 MlTRE ATT& CK Name The name of (sub-)technique
1D Unique Identifier for the (sub-)technique
- . The tactic objectives that the (sub-)
o 1
MITRE ATT&CK[6 7]"1‘ 75:]_/11] 74] oﬂkl HE }‘BB{} el technique can be used to accomplish
A]—O]\:ﬂ 5(;’—7_1—‘]9] A]—Eﬂ]%— T,t_'_/sjs].oq Xqﬂﬁ‘]— _?,]’53 JHE]E] Description Information about the (sub-)technique
. . The system an adversary is operating
A (threat intelligence) 2, FAA7}F 338t A Platform within
W 3 & 9l A TTPs 2 o] 52 283k & Additional information on requirements
_ System the adversary needs to meet or about the
Zﬂl :’—’E‘(group *E‘j’]' -}1\———%—1—5—%101 o—}'}‘jl‘l;LE— ui] 5]}0]' Requirements state of the system that may be required
. < for the (sub-)technique to work
=75, 7 T471<S ¥A(detection) 3t <hs} 2 X
. . Network Whether the network connection is
(mltlgatlon)ﬁ}% HOLHS s 7—]{ %"7—317er g %]'7(] 3]—7] -?/] Requirements required for the (sub-)technique to work
2N A 3 22 o] glolg] A . o The lowest level of permissions the
OH }%E s "ll‘ ﬂ ] 1 (data sour Ce)g]r ﬂ Permission adversary is required to be operating
0]E1 7‘§£L“1£(data Component)i ?—/%]ﬂoi 9‘}\1;}. Required within to perform the (sub-)technique on a
system
(<) - 3 12 kS sl
ATT&CK"] TTPS‘— -6—211%]—7]- = 5]3]'3-,]}‘ 6]"— Effective The level of permissions the adversary will
\%_}-7]2_—!(21 _‘g‘.xj' °ﬂ —B—H%]_{;]_JE_ "d%(tactics) —B—H% ;ﬂ Permissions attain by performing the (sub-)technique
Source of information collected by a sensor
° - -
%’é‘ ‘?’IEH }\]'%tﬂ— '/1\" 9\}\% (,q]_\-!i_) :o,‘zﬂl 7]% or logging system that may used to collect
7 22 23l TAI|LE0 o information relevant to identifying the
((Sub )teChnlque' - ‘—Eoﬂ -1 ‘1— va_j7]€‘—‘—'/] Data Sources acting being performed, sequence of
%EE'E‘ Table 3 J+ 71:}1;], /llﬂé% :(:317_:]' :_/_% BEv‘;; z;tl:gsérzzrtyhe results of those actions by
20 5
LELES 10-1 7]’ :ILZ]XJ—QE 50"7'317] == A]"g‘ i HQLH\;I] Supports Whether the (sub-)technique can be used
(E:E—‘E‘ el Z]_ pI‘OCGdUYGS)g‘E ;[—L/‘E,]E] o_] 9\1‘:]‘ Remote to execute something on 'a remote system
Whether the (sub-)technique can be used
Defense - N
Bypassed to bypass or evade a particular defensive
tool
47| AF0{El oA
3.2 3AJ|& 23018 24 CAPEC 1D Related CAPEC(3] entries
Impact T If the (sub-)technique can be used for
ATT&CK-QI 5’—7«1 7]%0]]_“_:_ 7_|1—7_}-_% /\éné] ‘]_37_ %_ﬁ_ pact Lype integrity or availability attacks
N _ . . The group or software entity with a brief
b:ﬂ} le 31 i Table 4. [ ]9’]' 71=l"8‘ :I'L/Kés——)ﬁ%% 2 E]):;Lr;illlere description of how the (sub-)technique is
Fael, o] F FRAQ W] i o7k ol uoed
High level analytic process, sensors, data,
Q4 (o], & vl 23} ui)e} APHoew w|w Detection and detection strategies that can be useful
- - - - to identify a (sub-)technique has been
o~ o o
b:ﬂ} T %j\'LC: TT‘KS]%}:T-Z 7L‘E‘ —9’——}1\—(01 . Oé] ‘Go}: T é used by an adversary
(impact type _g_ zﬂj?,]-g}.:]l ﬂll_:ﬂl—z(j'ql Z:v-?r_oiao]as] Configurations, tools, or process that can
_ Mitigation prevent a (sub-)technique from working or
7]'_‘ J—'——J—E a Table 5 g]’ 1—0] /\—],Haﬂ ]‘9&];]‘ satlo having the desired outcome for an
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Table 5. Quantifiable factors applicable to each tactic

Tacti . Permission Effective Data Supports Defense CAPEC Procedure Total Number of
actics Tactic | Platform Requi S . factors
equired Permission | Sources Remote Bypassed | Severity | Examples considered

Reconnaissance X X X X O X X If exists O 3
Resource X X X X o X X If exists 0 3
Development
Initial Access O (@] 6] (0] X If exists (0] 6
Execution O O 0] O X If exists O 7
Persistence O O 0] O X If exists [¢] 6
E’i"ﬂeg.e 0 0 0 0 0 X X If exists 0 7

scalation
Defense Evasion O O 0] X O X O If exists 0] 7
Credential o o 0 X 0 X X If exists 0 6
Access
Discovery (6] (6] (0] X (@] X X If exists (0] 6
yateral o o 0 X 0 X o If exists 0 7

ovement
Collection O O O X (0] X X If exists (6] 6
g°mmnd and 0 0 0 X 0 X X If exists 0 6

ontrol
Exfiltration O O X If exists O 5

Impact (6] (0] X If exists [¢] 5

=3 Az 54 M 4 FAV s & 714 num o AT FA7IE] &3 AE
FefR he Wl G VA K e AeiE Agolet, AR AL AL, $F, 3% Aee] T4
Alsfstedet. olE £l B (reconnaissance) ¥} 7%l tEA = 0-e] HojEl),
24 N (resource development)ell 43 34
71%9] FYF (platforms) N47h 25 #en & 3.2.2 EME (platform)
AEo] o] =F PRE'ZA, Z7] AH(initial
access) Ax olF9 IAVIEY FYF ol Az, A P e AlSfg yA] el &
Windows, Linux, macOS 53 z2 AA4ql g FA7E F og FANT FAE 3t AE>
AN BAE A vlamspd AdH o FAE @ NS PANY F9EA O Aurt BEEot
o glol gl 2t vhabblelBR, A AL A Zomw (34 Ed) o 2 A5E HIT 5 et
W Ag A FYE QAT 2F0F] 2ol wilA T2 3 e FANY EEY A 1 T
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ko AE A P Aee A7) dsiA= 0

3.2.1 M= (tactic)

Az A8l M fZ(exfiltration), 9%
(impact) H&S AL vuA] Asd &3 34
7% 5 7 7P Ag ol &7 A5 & 79
e &3 ZHch o B FA-6l ARE = glo]
Fgrrt Fomw (34 Z84) 9 & A5E o
3 odrk ofu A= o] A (5)F ol &3t
AR 4= glew, [1, 514 He] WelA Fof=icl

9coretactic 1+(numtacﬂc 1) (5)

o] HFojfic}
3.2.3 27 #$t (required permissions)

Ao gk vz Aol &
Ak el gt ko] &3}
A F 7P 2 gho] o]
T A3ltell= Table 6.9 &5 Fo sds}
(1) root®} Administrator+ ZZt Linux,
macOS, Windows =3 A A4 He|a} 5o
AR}, (2) WindowselAE SYSTEMe] A~
gela] 23 AR 7Rl AAelw, 24 A=At
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Table 6. Quantification of required permissions
and permission effective

Value Quantification Value
SYSTEM 5
root (for Linux, macOS) 5
Administrator (for Windows) 3
User 1
1

Remote Desktop User

wrl A9 o A% Zeve A, (3) Linux
2 macOSelA = root7} SYSTEM thAl AlZ=Elel]
A Ha AEE 7 E A 55 ukedske 7 g8
(1,514 #¢ WelA Hei=rc} Remote Desktop
User= Y% #Fit(lateral movement) #&<]
T1021.001(Remote Services: Remote
Desktop Protocol)dll3t Yehl= gtoz g of
ob A 94 Axd"e AL deolmw

odut ARgAfe}l o] ZhEsiel 9 AE AR A
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==
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aAF o2y A o] g Akl A5 7
A7 Qlokar gt weba] A= gt
Zro] F-of¥lr}
o doJe] Azvh g FRelH, gk dele A

e} 3R 54

o doly ok @ FReld, 2 e Held 7
EHET} F A o4 34
o HolH dovh F EF o4 14
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3.2.6 |7 X|& (remote supports)

>
::4’
o
X
D
o
c
(=g
o
2
2
e
=2
b
o, o
of
)
N
@,y
=
S
X
=3

3.2.7 Yo 23| (defense bypassed)

vl 39 (defense evasion) % W
(lateral movement) <ol &3 F47|%q 7}
A3 e 8422, AR MG FA7IeE AT
o2 35t} sk ofe] Wl 7|eg dAZ}
ofz] 3 W Ee] Ydd FAV|ES 2uE 21
A 3E slsAde] g o FA|ERT ¢
Herl =88 9wt} WA ube] 93] Y
A5 diAk wle] 71%& Table 7.3 2] ZAE 7]

Table 7. Defensive mechanisms enumerated in
‘Defense Bypassed' field

Category Defensive Mechanism

Anti-Virus

Application Control

Application Control by File Name or Path
Autoruns Analysis

Binary Analysis

Digital Certificate Validation

File Monitoring

File System Access Controls
Heuristic Detection

Host Forensic Analysis

Host Intrusion Prevention Systems
Log Analysis

Notarization: Gatekeeper

Static File Analysis

System Access Controls

User Mode Signature Validation
Windows User Account Control

Host

Encryption

Firewall

Router ACL

Network Intrusion Detection System
Signature-based Detection

Web Content Filters

Network
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3.2.8 CAPEC ID

CAPEC(8]2 &A77} ofl=eiAleld 2 7]e A}
olv] 7|k 7]2] FekdS oH&she W (FAAR)
of dEd =ZEdYar, vF FEGRF(DHS,
Department of Homeland and Security)$]
Az e HZE(software assurance) %2ke] o
24 MITRE jitellA 20074 Hx2 whxsioich
ATT&CKS APT FA4 gt 3478 o-5A
1t CAPEC: efZgjAlolAdel i3t eAsdSE o
ke Aol Abelzt Qo efut ATT&CKS &
7A71%3 CAPECH F4d" & AFA-oz A
g AEo] EAlght

CAPEC #7478l #+484% Table 8.3
th o] F AR 5 sle THeaes A 2A

(prerequisites), Z3(consequences), 54 7}

v

Table 9. Number of (sub-)techniques

mapped

Table 8. Properties of CAPEC attack patterns(8]

Field Description Remark
Name Name of an attack pattern
Description Description of an attack
pattern
Example Example instances of an attack
Instances pattern
Execution Step-by-step execution flows of
Flows an attack pattern
L One or more prerequisites of
Prerequisites an attack pattern
Consequences of an attack ngh'
Consequences Medium,
pattern
Low
Likelihood of Likelihood of occurrence of an I\H{Lg(;ﬁm
Attack attack pattern !
Low
. Levels and their detailed skills High,
Skills . .
. required to perform an attack Medium,
Required
pattern Low
Typical Typical severity of an attack ngh'
. Medium,
Severity pattern
Low
Related Related CWE IDs of an attack
Weakness pattern
Actions or approaches to
Mitigation prevent or mitigate an attack
pattern

A, &7 71%(skills required), dUub Al4w
7 9lem o] F A 7S Al9g ymA] AL
2% biMl(very low, low, medium, high,
very high)®| o= A5 glo] 25317 4]
t}. 22t Table 9.914 & 5 gl%o], dukd 4l
to CAPEC

attack patterns, and number of

(sub-)techniques containing CAPEC quantifiable factors by ATT&CK tactic

Tactic Tactic Number of techniques Number of techniques containing CAPEC factors
1D Name Total CAPEC % Typic.al Likelihood Skil.ls Px:e.req— Conseq-
mapped Severity of attack Required uisites uences
TA0042 | Reconnaissance 41 1 2.44% 1 1 1 1 1
TA0043 Resource Development 38 1 2.63% 1 1 1 1 1
TA0001 | Initial Access 19 11 57.89% 10 9 8 9 9
TA0002 | Execution 33 2 6.06% 1 1 0 0 1
TA0003 | Persistence 106 34 32.08% 26 21 17 22 18
TA0004 | Privilege Escalation 95 35 36.84% 26 22 19 24 20
TA0005 | Defense Evasion 164 45 27.44% 44 33 29 40 29
TA0006 | Credential Access 55 17 30.91% 14 10 12 14 13
TA0007 | Discovery 42 19 45.24% 18 13 7 17 17
TA0008 | Lateral Movement 21 13 61.90% 11 7 7 7 8
TA0009 | Collection 36 13 36.11% 11 7 7 10 8
TA0010 | Exfiltration 17 1 5.88% 1 1 0 1 1
TA0011 | Command and Control 38 3 7.89% 3 1 1 2 1
TA0040 | Impact 26 8 30.77% 7 6 4 8 6
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examples of (sub-)techniques

Top 10 most populated procedure

= A7) w Ak ]
= EAZE AR Tec};rrl)lque Technique Name g;::eb;sr::
ol EAIE s fs). CAPEC AAd T1105 I Tool Transf 337
_ ngress Tool Transfer
Al disll 0%lo] FoiEldSs W CAPEC 54
S % 3 5H‘% 37 7]%3] ~F0]8] @ 0*]‘1 HHxﬂ T1082 System Information Discovery 283
gt} o]i= CAPEC FAsdle] sl dubd Az= T1027 Obfuscated Files or 215
%}1‘—0] _Hi—o%% %Z" 71%3]—0 3‘%]7;’}3]—% 'ﬂ -‘} i] ]E]' Command and Scripting
T1059.003 Interpreter: Windows 260
Command Shell
. ) . Application Layer Protocol:
Table 10. Quantification of CAPEC typical T1071.001 Web Protocols 259
severity
T1083 File and Directory Discovery 240
Value Quantification Value T1057 Process Discovery 206
Very High 5 T1070.004 Indicator Removal on Host: 200
High 4 . File Deletion
Medium 3 Boot or Logon Autostart
L 9 T1547.001 Execution: Registry Run Keys 196
ow / Startup Folder
Very Low 1 -
T1016 System Network Configuration 193
None 1] Discovery
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Table 12. Histogram of the number of Table 13. Statistics of the number of procedure
(sub-)techniques according to the number of examples
procedure examples
Minimum 0
Number of Number of Median 3
procedure examples (sub-)techniques -
Maximum 337
0~10 400
Average 16.5795053
11~20 54 —
Standard Deviation 38.8540333
21~30 33
Ql (Bottom 25%) 1
31~40 20
Q3 (Top 25%) 14
41~50 15 -
IQR (Interquartile range) 3
51~60 7
Lower bound (Q1-1.5xIQR) 0
61~70 6
Upper bound (Q3+1.5xIQR) 33.5
71~80 3
81~90 3 o
o100 5 bound®t Lower boundeltt. Upper bound®
e O Wi A Al S o)kt (outlier) &2 753w
151~200 4 Hd A4l 53S Hofgi
200~250 2
250~300 4 3210 _9_2!:
300~350 1
o ATT&CK 479 7484 5 A% +
O ~ -
ek et N A RaE 2 AE FTAE AT AT
3E H3k "oy LA 94 A, vle] 33 o
num_b)unduppcr s (6) == ﬂ ] 1 a =, I ]L. © i _l‘§] gt
score = 3L o] ] A7} d =
procedures bound, e~ bound,g ., 5 CAPEC sAHde] dnbd A4 A} At
g st 7 ea 2 smely W
A714 ‘nume dY TA7|Ee AR Ad S Table 14.9} 7te] Qofsigict.
bound, ., # bound,,,., = % Table 13.2] Upper

Table 14. Quantifiable factors to score individual ATT&CK (sub-)technique

Factor

Scoring Method

Exclusive Tactics

Tactic

1 + (number of tactics - 1)

Platform

more than one: 5, one: 1

Required Permission

root/SYSTEM: 5, Administrator: 3, User: 1
The lowest value in the Required Permission’ list in individual (sub-)technique

Effective Permission

root/SYSTEM: 5, Administrator: 3, User: 1
The highest value in the ‘Effective Permission’ list in individual (sub-)technique

Privilege Escalation

Data Sources

One data source, one data component: 1
One data source, more than one component: 3
More than one data source: 5

Supports Remote

Yes: 5, No: 1

Execution

Defense Bypassed

Categorize by Table 7

One category, one method: 5

One category., more than one method: 3
More than one category: 1

Defense Evasion
Lateral Movement

CAPEC Severity

Related CAPEC's typical severity, if more than one, the highest one.
Very High: 5, High: 4, Medium: 3, Low: 2, Very Low: 1

If no value found, do not
account for scoring

Procedure Examples

For whole (sub-)technique, derive Q1. Q3. IQR, and lower/upper bound for box
plot. Then calculate for individual (sub-)technique

(number of procedure examples - lower bound)/(upper bound-lower bound) * 5
If the the number of procedure examples is grater than upper bound, set to 5.
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Table 15. Priority and corresponding weight of
tactics
Tactic ID | Tactic Name Priority Weight
TA0042 Reconnaissance 6 0.75
TA0043 Resource Development 6 0.75
TA0001 Initial Access 5 1
TA0002 Execution 4 1.25
TA0003 Persistence 3 1.5
TA0004 Privilege Escalation 3 1.5
TA0005 Defense Evasion 4 1.25
TA0006 Credential Access 2 1.75
TA0007 Discovery 4 1.25
TA0008 Lateral Movement 2 1.75
TA0009 Collection 2 1.75
TA0010 Exfiltration 1 2
TA0011 Command and Control 4 1.25
TA0040 Impact 1 2
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Table 16. Statistics of score for individual (sub-)technique by tactics
. . Standard . Lower Upper
Tactics Min Max Average Deviation Median Q1 Q3 IQR Bound Bound
Reconnaissance 0.000 | 2.267 0.382 0.622 0.112 0.000 | 0.431 0.431 0.000 1.077
Resource Development 0.000 2.250 1.026 0.751 1.002 0.431 1.875 1.444 0.000 4.041
Initial Access 1.597 | 3.333 2.511 0.460 2.525 2.155 2.836 | 0.681 1.133 3.857
Execution 1.037 | 3.750 2.633 0.753 2.895 2.177 3.250 1.073 0.567 4.860
Persistence 1.245 | 5.049 2.639 0.941 2.495 1.852 | 3.300 1.448 0.000 5.472
Privilege Escalation 1.500 | 5.400 2.669 0.862 2.642 2.100 | 3.214 1.114 0.429 4.886
Defense Evasion 1.000 | 5.100 2.409 0.870 2.301 1.757 2.877 1.120 0.078 4.556
Credential Access 1.400 | 5.250 3.391 0.978 3.500 2.852 | 4.162 1.309 0.888 6.126
Discovery 1.000 | 4.063 2.579 0.703 2.549 2.145 3.125 | 0.980 0.674 4.595
Latetal Movement 2.063 | 6.054 4.184 1.014 4.247 3.500 | 4.916 1.416 1.376 7.039
Collection 1.400 | 5.250 3.742 1.149 3.720 2.891 4.699 1.807 0.180 7.410
Exfiltration 1.500 | 7.333 4.785 1.344 4.299 4.000 | 5.891 1.891 1.164 8.726
Command and Control 2.687 | 5.000 3.664 0.586 3.661 3.213 | 4.103 | 0.891 1.877 5.439
Impact 3.500 | 7.319 4.429 0.814 4.159 4.000 | 4.612 | 0.612 3.082 5.530

Table 17. Top 20 ATT&CK (sub-)techniques with high threat score

Tactic Technique ID Technique Name Threat Score
Exfiltration T1041 Exfiltration Over C2 Channel 7.333333333
Impact T1495 Firmware Corruption 7.319402985
Exfiltration T1029 Scheduled Transfer 6.626865672
Exfiltration T1030 Data Transfer Size Limits 6.328358209

. Exfiltration Over Alternative Protocol: Exfiltration Over

Exfiltration T1048.003 Unencrypted/Obfuscated Non-C2 Protocol 6.288557214
Lateral Movement T1550.004 Use Alternate Authentication Material: Web Session Cookie 6.054477612
Impact T1486 Data Encrypted for Impact 6
Exfiltration T1020 Automated Exfiltration 5.890547264
Lateral Movement T1550 Use Alternate Authentication Material 5.818097015
Privilege Escalation T1055 Process Injection 5.4

Impact T1489 Service Stop 5.365671642
Impact T1490 Inhibit System Recovery 5.365671642
Exfiltration T1567.002 Exfiltration Over Web Service: Exfiltration to Cloud Storage 5.293532338
Lateral Movement T1550.002 Use Alternate Authentication Material: Pass the Hash 5.281343284
Credential Access T1056.001 Input Capture: Keylogging 5.25
Credential Access T1056.003 Input Capture: Web Portal Capture 5.25
Lateral Movement T1563 Remote Service Session Hijacking 5.25
Collection T1005 Data from Local System 5.25
Collection T1056.001 Input Capture: Keylogging 5.25
Collection T1056.003 Input Capture: Web Portal Capture 5.25
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Table 18. Top 20 ATT&CK (sub-)techniques with low threat score

Tactic Technique ID Technique Name Threat Score
Reconnaissance T1590 Gather Victim Network Information 0.111940299
Reconnaissance T1590.001 Gather Victim Network Information: Domain Properties 0.111940299
Reconnaissance T1591.002 Gather Victim Org Information: Business Relationships 0.111940299
Reconnaissance T1593 Search Open Websites/Domains 0.111940299
Reconnaissance T1593.001 Search Open Websites/Domains: Social Media 0.111940299
Resource Development T1588.006 Obtain Capabilities: Vulnerabilities 0.111940299
Reconnaissance T1589 Gather Victim Identity Information 0.223880597
Reconnaissance T1589.003 Gather Victim Identity Information: Employee Names 0.223880597
Reconnaissance T1590.005 Gather Victim Network Information: IP Addresses 0.223880597
Reconnaissance T1592 Gather Victim Host Information 0.375
Reconnaissance T1592.001 Gather Victim Host Information: Hardware 0.375
Resource Development T1608 Stage Capabilities 0.375
Resource Development T1608.003 Stage Capabilities: Install Digital Certificate 0.375
Reconnaissance T1592.004 Gather Victim Host Information: Client Configurations 0.430970149
Reconnaissance T1595.001 Active Scanning: Scanning IP Blocks 0.430970149
Resource Development T1584.006 Compromise Infrastructure: Web Services 0.430970149
Resource Development T1608.002 Stage Capabilities: Upload Tool 0.430970149
Resource Development T1608.005 Stage Capabilities: Link Target 0.430970149
Reconnaissance T1589.001 Gather Victim Identity Information: Credentials 0.447761194
Resource Development T1586.002 Compromise Accounts: Email Accounts 0.447761194
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Table 19. Statistics of threat score and number
of techniques for APT threat reports

Threat Score Number of Techniques

Max 256.693 75
Min 1.521 1
Median 51.356 15
Average 23.7369284 17.342
Standard 19.18298317 13.387

Table 20. Histogram of (left) the entire threat
score and (right) the number of
(sub-)techniques tagged by rcATT(13) for APT
reports in CCC(11)

Score Number of # of (:‘zub-) Number of
Reports techniques Reports
1 51 1 51
2 61 2 57
3 44 3 33
4 63 4 34
5 62 5 44
10 228 6 42
20 342 7 37
30 262 8 26
40 195 9 41
50 105 10 22
60 76 15 100
70 68 20 125
80 59 25 89
90 42 30 83
100 46 35 69
110 48 40 49
120 46 45 26
130 26 50 15
140 28 60 9
150 18 70 3
200 37 80 2
250 5
300 2
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Table 21. Top 20 ATP operations with high threat score
. Threat Number of Average Threat Score for
Operations Threat Group Score Techniques each (sub-)technique
Icefog Icefog 256.693 75 3.423
unidentified_1039 APT32 252.675 70 3.610
Wocao APT20 244.610 66 3.706
From Kill Chain to Ransomware NaN 239.520 73 3.281
Machete Machete 217.293 56 3.880
target diplomatic and government agencies, businesses Patchwork 213.930 60 3.565
unidentified_964 Dragonfly 204.962 62 3.306
NAIKON - Traces from a Military Cyber-Espionage Operation Naikon 193.392 51 3.792
Grandoreiro: How engorged can an EXE get? NaN 189.727 56 3.388
Mofang Mofang 189.311 52 3.641
Global Energy Cyberattacks Night Dragon Night Dragon 188.593 53 3.558
The Operation GhostShell campaign MalKamak 187.777 50 3.756
DRBControl NaN 184.835 53 3.487
Spalax NaN 181.018 51 3.549
El_Machete NaN 178.734 47 3.803
Targets Air-gapped Environments Tropic Trooper 177.043 50 3.541
targets japanese businesses BRONZE BUTLER 175.428 46 3.814
target a global corporation based in Asia APT32,Cobalt Kitty 175.246 55 3.186
Attack on Indian Government Financial Institutions NaN 172.699 49 3.524
FIN8 Returns with Improved BADHATCH Toolkit FINS 171.241 48 3.568
Table 22. Average threat score of some threat itk Bitew FA=E ¥4 aEd HA=iE
groups associated with countries APT 374 AHl(Z 46749 R d&) IF
Num. | Average | Num. 66.756% ¢ ~Fo)7} FHo g EAEE FA 2%
Country Threat Actor of Threat of a1 Fals A = °
Report Score Tech. 'Ll— g APT A A]—Eﬂ( © 227‘1'/] B4 )oﬂ EH
Lazarus Group 32 70.024 | 19.654 3 4 99.47349 AFert, BAlR FAEHE=
Kimsuky 4 108.958 30.5 50'_7_31 :]_,,_J,]. ‘L}a:]b—]_ APT .1_73 /n]_eﬂ Z 1007“1‘,] o
North Andariel 1 17.521 8 -,
kU 3 =] AF0]7 }=x]o)
Korea APT37 8 86.592 | 24.250 -+ 1 ] EH H 71.293 /] 01 ]_ LEHM
- /7\ =] -
APT38 1] 104.08 28 oh Foallof & e wed] Aaenks vlasles A
(summary) 46 66.756 | 18.761 o] ofz}, APT FH4o] zlsidl XjL:J]- wled= A
APT12 3 86.499 | 24.667
- 0 y 71w 5 aefsElof gk o] o A %7% A
APT
: l 3 i 2301 (FA A l ﬂ1 A 230
APT3 6 60.764 174 °© A *‘
Chimera 1| 102.296 28 F 94E FA7E FE v Fhel Eﬂﬁﬂ s =7
China Ke3chang 7 98.567 | 27.667 :_/%O = lf]—/’( :._11-7],01] r,Hb‘]— ?H;z] _\“lg-ﬂ—)é— 7]%0 =
Mof: 1 189.311 52
ofang H(3.567), F7(3.468), eAoH3.45T) %o
Night Dragon 2 188.593 53 g
APT20 1| 244610 66 b}E}MEP
(summary) 22 99.473 27.895
APT28 34 48.642 13.9 4.3 =9
APT29 15 83 | 24.417
Dragonfly 11 84.242 24.1
7 % LA A ] 2xIzle] 2z
Gamaredon Group 4 95.877 | 29.25 1A, APT 37 Abl RaAs a2 =
Russia Inception 1 56.569 17 = 7H(2191 ‘?l'/g }‘5]501:0" H]—E]- (1) APT :oﬂ‘ﬁ :‘1’]‘7(6] 7ﬂ
Nomadic Octopus 1 104.173 29 ;‘:ﬂ—g— 3’,2_63—‘].7{1,]_‘ (2) APT —E’—Z" SL}-Zg oﬂ/ﬂ ]—%%
Sandworm Team 14 84.694 23.5 Q-]['}\é = ‘:% v‘%&l]_é_l_ éﬂ% Zﬂ /K] 6’]‘71‘/]’ I’JE"E‘ (3) _‘_:5"
Turla 20 80.128 | 23.111 1 i U =2 1A ' - Py
A [e] =X =0 N3
(summary) 100 | 71.293 | 20.523 4 APT &4 AR7E obd 54 34 250] +3%




A BN 5 83] =17

(2022. 8) 687

o7 FAH o] APT ¥4 Al £dsle] &
g AE AAZ} wpebd] Wl wel x3he
= ATT&CK 34712 Wt 5] et
T 9leH, ofd W ~3e| 4t AFrt APT
A A BaAelA o= APT 348 54 1
& "relgo]z]el ojz{Ro] olrt. mtek APT 34
A Hadel gk 2305 vlasly] fEAE B
IA7F e FA e WSl wet EReta 157
2] vlatsh= o] ¥ A Zlom dekdv
o2 APT 34 AH| 2uMe lzbe] ¢&
4 9l=(human-readable) 92~E ez 25
o] glom@ Ex TA wpHS kA ETo| gt
ATT&CK 347129 e17)2 rcATTolA zpado]
A2l <} “1‘131"‘ < o] 43t sy H BRE Fdl ol F
oZ1tH(13). webd, 4% ATT&CK 347l
o 5 l‘i_i’/‘i Az o2 1 dl WS ARSshe
A, obfe FL Y duElEs AHL3x
100% <Hgt ER7F o= A 52 7AHE
A7& "Zelgle S 7P Syt

® —l> RS

3]

ATT&CK &
o ek,

2 adFdr= APT 345 2R3k d$3h7] ¢
g Ao Z APT ZAL ~370]gsl= S At
stk o] & st +ﬁ71%°11 gk AEA B F
=del MITRE ATT&CK ZaH19aS o] 4319
o} WA ATT&CKel| A% %7%’71%% TA sk
e ¥ 84 T A3 JEE 84 Ay
e AES BAsle] 24 ~FofE] Higke =
Zsldel. At 245 FA7|s0] 3 Asel
gt 75A 5 ol &8sty 7t FAV|EY AFE 4t
39t depr o8 FAVIeE AR AA
APT 342 2305 4k&sh= wkehe: Alotslsdrt

Ak 23018 vl APT 34 AHlES 24
APT 374 Rauxe H4goex APT 4% %
b ekt Alelw A 99 %% 2 A=
4%}71 fIg At e Al
B AFoA] Akl +A ~F0]
E} } At 3A, 23019

Q rlo r
NS
ﬁd
o
O
lr
Bi
X,
B
0,
N
N
{;3
T
)
o,
of
o
[o3

Ak e A
ool

= =
HAd) 53744 Fojd 4 9lSE AAR

i 2L ko o
o
Lo,
rn:
X +
o
rN
i
N
Lo
_8.

o
=

o
(
-
O
a9}

AAsGo Y ATT&CK ZHYY=aE 243
E4 F471%(T1078, Valid Accounts ¥ o]2
AR FA7IE)E Al ) Agel &3k= S &
Qlskgirt. olol uwlel e L4l digh e FHu
472 Folgin w o o= deoly & v
o] %3]} 2L 2 AelA] FRe} TR WHE A
TE VNFLRE AFE Foldhe WA, T
N2} /‘ﬂ” W59 e} 22 ofHQl Apo)7) of
a2 S5k Al w e S a8 A E
Llakls °47‘17} ot eE)

2]

w,
i)

A, FA7EdA 2FZAYE ARS8 B
kol EANsHA| ol 0-o] Hof®l S o)E Al
st FA7)Ed g 23015 Aoz (o]
FoAE ] ke 24 A o F47s3e 39
A& AFuAl skelvt. 53] 8 H3, CAPEC A
7—.‘53 2 Q4elA] we] WA= A=, ol AA

Aol obd dlolg FFeZ Qg null Fh(EE

:V‘.:

missing value)o|®, ool dia] doJe] Afo]alx,
walgy, JeY 5 ookt dole] &8 Hofellx]
A== null 7 A WS Z438le] 1kt o
A7} ek #eksc)

AR F FA71E0] &3 Aee] AT g2
7VEAe] A mel AEAHQl QA Fesi
HOLMES(1)¢] 7% Z3]= vied Ale] Ale]w
AQl(3) R 7|2 FAF e sty 3

)

chslo] 34 A9 A8 Aol whel 7} g Yo
gt e Al APT 348 Faste A4
TAANEE FA HAE SRR FYsA] G
TAAES] B DAL 8l N 34 DAE A

e
A ulA R ik A ¢
Z

A

74 x}°l7} alzv% °IE AHos wEd e

SAE9] A L olo] whE sEEHe] A AA o]
Bk o377} 9)r}.

A & AFelA AljkeE 23017 wp s dAE)

o]  APT A%A] AxEl(15)el4 &3 A|H el

A7A] APEl 3 Aol AA FARIA oiE

Hokslz] 98 A (threshold)e] Aol B3t
A5 A3t gick o] & bl FA] Al2wlelA
(1) &A1 AA-ANA dA7EA] 2" o= 71s
= APT 340 W& /\"012 AbEsto] AlAl APT
TA ANE gdsla, (2) AA APT 349 2o
2 AdEe 49 23 01 7ake R FAL] e
e A" 4 vk FF APT 349A A2H



688 MITRE ATT&CKS ©]43 APT

o

A 2zl Wy Sl

R sAE U WEND AN T4 oS Axde
olgale] AFehn Fag Aolw Ao SAlsle]

e 4 e Aol

References

(1) S. M. Milajerdi, R. Gjomemo, B.
Eshete, R. Sekar and V. N.
Venkatakrishnan, "'HOLMES: Real-time
APT detection through correlation of
suspicious information flows,” 2019
[EEE Symposium on Security and
Privacy, pp. 1137-1152, May 2019

(2) Wajih Ul Hassan, Adam Bates and
Daniel Marino, “Tactical provenance
analysis of endpoint detection and

systems,” 2020 IEEE
Symposium on Security and Privacy,
pp.1172-1189, May 2020

(3) Eric M. Hutchins, Michael J. Cloppert
and Rohan M. Amin, ‘Intelligence-

response

driven computer network defense
informed by analysis of adversary
campaigns and intrusion Kkill chains,
Leading Issues in Information
Warfare & Security Research, vol. 1,
no. 1, pp. 80, 2011
(4) Sangsoo Kim,
Seonyeong Lim and Seongmo Koo, ‘A
Threat Prioritization Method Using
User Behavior Data for Cyber Threat
Hunting,” The Journal of Korean

Shinwoo Shim,

Institute of Information Sciences, vol.
46, no. 11, pp.1853-1861, Nov. 2021

(5] Seokho Kim, Incheol Shin and Jaeki
Jeong,  "Personality = Traits and
Response Styles,” The Journal of
Survey Research, vol. 12, no. 5,
pp.51-76, Jul. 2011

(6) Blake E. Strom et al., "MITRE ATT&
CK: Design and Philosophy.” Technical
Report, Mar. 2020 (available at http
s://attack.mitre.org/docs/ATTACK De
sign_and_Philosophy_March_2020.pdf)

(7) MITRE ATT&CK, https://attack.mitr
e.org/, accessed on Apr. 2022

(8) MITRE CAPEC, https://capec.mitre.or
g/. accessed on Apr. 2022

(9] SigmaHQ, Sigma, https://github.com/
SigmaHQ/ sigma, accessed on April
2022

(10) NSA/CSS Technical Cyber Threat Fra
mework v2, https://nsa.gov/portal/75/
documents/what-we-do/cybersecurity/
professional-resources/ctr-nsa-css-tech
nical-cyber-threat-framework.pdf, acce
ssed on Apr. 2022

(11) APT & CyberCriminal Campaign
Collections, https://github.com/Cyber
Monitor/APT_CyberCriminal_Campagi
n_Collections, accessed on Apr. 2022

(12]) vlegoy., rcATT. https://github.com/vle
goy/rcATT, accessed on Apr. 2022

(13) Valentine Solange Marin Legoy,
‘Retrieving ATT&CK tactics and
techniques in cyber threat reports,’
MS thesis, University of Twente, 2019

(14) MITRE ATT&CK, Groups, https://att
ack.mitre.org/groups/, accessed on Apr.
2022

(15) Sungyoung Cho, Yongwoo Park and
Kyeongsik Lee, Tmplementation of an
APT attack detection system through
ATT&CK-based attack chain
reconstruction,” Journal of The Korea
Institute of Information Security and
Cryptology, wvol. 32, no. 3, pp.
527-545, Jun. 2022



AHE 33 =wA] (2022, 8)

689

(M X279

% A < (Sungyoung Cho) A3¥

20099 84: =y |edd AREATET s}

20134 29 s=aEly|edd ARE g A}

20134 99 ~&A: Fulnpstad 4 Alo|w /U EN T 71EAE A4
(BAIFol) ARRT Alolu] Abghel2]  Alolw] Bl A48} AlowA

vl & 9 (Yongwoo Park) A3¥

20184 29 a={istar Afolw=nbeta) Al

2018 8~ FastedFA4 Alolu /M EY A 7]&AlE dHAFI
(T Eoh) ARRT Aol Bl A|Z3} Ale]w A

o] A % (Kunho Lee) A3

20174 29 a=dista Al w=nleta) Al

20179 8~ FHstedF4 Ale|w/MES = 7]EAlY dddTd
(T FoR ARRE Ale|WA <3

# & 3] (Changhee Choi) A3¥

20084 29 AAAdEtn FE ety gt

20109 29 =387 |&Y AAFEks) At

20139 84 =y |ed ke uhal

20139 9~ It F4 Ale]w/MEY = 7]EAlE ATy
(PAJRoE) ARRE Alo]wA, wAalely 7]4k Ale]d] Bl Al GAN

Al % % (Chanho Shin) #3]9

20184 29 zdigta Alo|wuteta} sk}

20184 8Y ~&Al: =t 4 Alelw /U ES A 7]eAlE dFadT4
(ARl ARRT QFA%

o] 4 A (Kyeongsik Lee) A3

20094 29 AlFZdgta A55e gt st

20114 29 zHdgw HR7FGFE AL

20119 19 ~A): skl 4 Al ES = 7]EAlE AdadTd
(el AR s gAY zadlA AsAbard$



