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ABSTRACT

Recent works demonstrate that the semi-supervised anomaly detection method functions quite well in the environment with
normal data and some anomalous data. However, abnormal data shortages can occur in an environment where it is difficult
to reserve anomalous data, such as an unknown attack in the cyber security fields. In this paper, we propose
ADA-PH(Abnormal Data Augmentation Method using Perturbation based on Hypersphere), a novel anomalous data
augmentation method that is applicable in an environment where abnormal data is insufficient to secure the performance of
the semi-supervised anomaly detection method. ADA-PH generates abnormal data by perturbing samples located relatively far
from the center of the hypersphere. With the network intrusion detection datasets where abnormal data is rare, ADA-PH
shows 23.63% higher AUC performance than anomaly detection without data augmentation and even performs better than the
other augmentation methods. Also, we further conduct quantitative and qualitative analysis on whether generated abnormal
data is anomalous.
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Table 1. Comparison of data augmentation methods.

Methods Y omormal data. | anomaly detection | Low training cost

SMOTE(18] No No Yes
GAN(14) No No No
BadGAN(19) Yes No No
ADA-PH(ours) Yes Yes Yes
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Fig. 1. Algorithm of ADA-PH.
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Encoder
e (CNN-LSTM) N

: Convolutional Layer

: Deconvolutional Layer
1 LSTM Layer

: Max-pooling Layer

: FC Layer

ooood

Decoder

1 (CNN-LSTM)
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: Normal Instances (Low-confidence)
B : Generated Instances

: Abnormal Instances

Fig. 2. lllustration of the CNN-LSTM model architecture and data generated from ADA-PH.
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Table 2. The number of data points for the
CICIDS-2017 dataset and the TON-loT dataset.
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2017 TON-IoT
o Normal 84,030 29,318
Training
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sholl AREE 7 dlolEAle]  FAHel AHE
Table 2.9} 7t}

411 2HE HEQI =

Aol UEADL 7 HolHE AHgale] of
WS SRk web A el dEea
AL elelel A S CNNLSTM i )
$HH(30). £ A4 A"l CNN-LSTM 2%
St Fig, 2.9 WA AS e

o

o

o
Lo;iéa

412 st 3 @t gy

B o= dlolEHE AAE 4 9= A mdl
=4 GAN, BadGAN=S Hlages ADA-PHS}
A

s Hl2E 7333}, Table 3.2 A4 A-84l
7+ 71952 stol#ivletrlelE vehdct. BadGAN®
alphat complementary discriminator lossell
& weightE etk ze2]w ADA-PH2| low
confidence ratios APl Al nie} 7o) AF

Table 3. Hyperparameters of each augmen-
tation method.

Methods Hyperparameters
generator learning rate: 0.0004
discriminator learning rate:
GAN(14) 0.0002
latent space dimension: 32
generator learning rate: 0.00005
BadGAN discriminator learning rate:
(20) 0.00005
alpha: 2.0
low confidence ratio: 0.05 (5%)
ADA-PH alpha: 0.01
epsilon: 2.0
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Hl2d& o) ADA-PHS AUC 47} 3JdHo= HEZNE AAE dlelerc) ol4f ©A] A5 F
26.5%. 8.5%%"a A7t 7kt ol ADA-PH o o fEFS RoEh 53], GANG A4
= 7)uke g2 AR %7} & A Hlolgo] S A CICIDS-2017 dlolel Aol oisfiA dlole] F7te
7vste] AAFE dlelel7} GAN 71ke] of& 37t 7] T3IA] Woks W Bk AUC A7) 7.4% 7k
Table 4. AUC performance on each augmentation method for the CICIDS-2017 dataset and TON-loT
dataset.
Dataset Original GAN BadGAN ADA-PH
CICIDS-2017 0.7101 0.6575 0.7205 0.9376
TON-IoT 0.7118 0.7221 0.7797 0.8203
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gt} o] GANCSZYE AAE dHolgrt & A%
35 7 oAb Bx] s|Hew slolF A% AHE

op7|sh= dlolelE ATk & & st
4.2.1 t-SNE % KL-divergence 244

p Ris

GAN, BadGAN, z&8lxz ADA-PH=EYE A%
delHES vAA delH=E A4 4 oleAel o
g 4 2 =7 o]FefAltt Table 5=
CICIDS-2017 dleled el dis] A4 dHole], ¥4
A dlele], zEla A dlelEle xis /bR
xZ3 KL divergence(32) <ot} KL
divergence 37} &= £ dolgle EEE
A2 ZAskel, Table 5.9 w=®, ADA-PHE
A4 delee] -zt A4 delee] #x 7k KL
divergence ¥ HIAA} dlo|e]e] Exeo} A o]
Ble] ®¥ 7ke] KL divergence 7} thE 7|% Sl
vls] Hader 3.5m 2 17.38 Ytk ol=
ADA-PH7} t}2 7|58} S5 dlo|ele} fAlgt
delHE AAFE + Ses HolF =3
ADA-PHeIA A4 dlo]e]e] Fxze} A dlo]¥
o] ®x Zko] KL divergence & AHAF dlo]E<]
Fxo} A dolele] B k9] KL divergence
B} 2.2u) U}l ol= ADA-PHEYE A% d
o7} A4} dlolel®r} v dlo|E]9} fralslth=
7S 9wd}, weid ADA-PHEZYE AXE H
o]+ GAN % BadGANS ZHE A= dlog]
Hr}l v)AgAk dlefele] 7vha & 4 i

= AdAe Aded 28 4 7S
‘]

Table 5. KL divergence between normal and
abnormal (N and A), normal and generated (N
and G), and abnormal and generated examples
(A and G) for the CICIDS-2017 dataset.

Methods Nand A | Nand G | A and G

GAN 19.090 150.490 | 385.167
BadGAN 19.090 385.149 | 812.853
ADA-PH 19.090 76.552 34.577

F7HHLE,

7F AR AT

t-SNE(33] ¢xelss &3 24 &
7 7IE R AR dolEdl g AdHel #
A w3k Fsisich. t-SNE 2z AejlA] o]

o & 4 9l Fig. 4.2
Aol HallA 7 7|HERHE ARE deole 2 A
dlo]ele} n]AAF dHolEle] 232 t-SNE I ZE
HojErlk, GAN¥ BadGANS 7% t-SNEZH
B =25 A F7HelA 9 A4 dlelele= A4 dl
olele} nA A} dlelele] FAolA He] $AH S

shalst 4= 9lu}.

BadGAN

i/\oh;]_

% AR AR 2EAA £299

CICIDS-2017 dle]¥

9 ADA-PHO| 4%, t& &
7 71E 2, =

A delelEe] ARk e
A4 dolelsh Al o 2HT AL AT+ 3)
o ol ADA-PH2 AT A48 47} 41
sk ke A delel e A5l Al 44
sol] e

Label 6
Normal

+ Abnormal
= Generated

20

t-SNE dimension 2
t-SNE dimension 2

-20

s

= Generated

t-$NE dimension 2
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Fig. 4. 2-dimensional t-SNE of embedded data from GAN (left),

for the CICIDS-2017 dataset.

20 4
L-SNE dimension 1

20 49

BadGAN (middle), and ADA-PH (right)
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Table 6.+ CICIDS-2017 dlo]Ej4lel dalA] Fig. 5= CICIDS-2017 dlelgsl - =
ADA-PH®| At oA A4l A4 PGD 714 TON-ToT elelej el sl < wlo]el Al W nlA
o spolgeule] o ¥ ol wWE DeepSADS 2 dlolee] 23 Hlge] wE AUC A5 W3t 1
AUC A% W32 nojzc) _4 42 0.01el14] 25 47 vepdich, 2l g dlolE Al W 1
B 2 AUC 437t 22593, o] = Wiz A4 dlelele] 2 vlE-& 1% FE 5%7H 57t
B AUC #97} =29 zlml o 0059] 7$-2ch AAZE 2 57 7Pel AUC A HskE 34
16 1% =t} 223 €] A< 2.004 71 =o stdct. CICIDS-2017 ®lelEl A=} TON-ToT dle]
AUC 37 E259y, o= F Hgs Zo EjAlell HisiA Sy dlolEl Al W] vl HlelEe]e] £
AUC 227} 2% 2"l 229 ALy}l 9.6% g nlgo] 1%lM 3%7HA Z71del we) & &
o e Sele HA-0 o 2 e @R 747 7+ 7IHES A4S AUC A7F HiHem 7L7_|L

0.01 2 2.0& Aeskdc). 22.0%, 8.2% <7Fstsitt. Wi, ADA-PHS| 7

AUC 371 5 dolgAlel s 27t 52.8%,
Table 6. AUC scores of ADA-PH according to 9.6% Z7Fsksict. ol wAAL dlolglr} v 5
hyperparameters alpha(a) and epsilon(e) for gl Absloll4] ADA-PHEZYE AAE o7} &
CICIDS-2017 dataset. =7} 7153 v 2l o v 33 9ls HoF
alpha(a) AUC epsilon(e) AUC j;‘fgliyij;lﬂ] :ﬁ\ oTT/?i?ﬂjozfl ZT;T
0.001 0.7420 1.6 0.7598 °¢ u e ¢ ° s v
0.005 0.8073 18 0.8060 HOFEE A el melr wedh ele
0.01 0.9376 2.0 0.9376 igﬁf?ff;qﬁm;];’]ij]w; :uji

0.05 0.7837 2.2 0.8558 =] el R S -
0.1 0.7798 2.4 0.6365 dlelel7h 94 fEem Husd Addis s

Aell FAZ}F e AL shebd)
10 CICIDS-2017 Dataset 1.0 TON-IoT Dataset
—e— Ours —e— Ours

-+~ Original o. ° --- Original
09 = GAN \./,x 0.9 + GAN
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Fig. 5. AUC change of each data augmentation method according to the proportion of abnormal data
in the training dataset for the CICIDS-2017 dataset (left) and the TON-loT dataset (right).
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